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ABSTRACT

Technologies that automatically detect, interpret, respond to, and interact with human emotion
make bold promises about their potential to improve human life by humanizing technology. Yet in
deployment, these promises confront the reality of lived experience and intersect fragile conditions
of social life—power, agency, dignity. Technology’s potential to enhance human flourishing is,
by the same token, a potential to undermine it. Where the needle turns, this dissertation argues,
depends on our answer to a single question:

Where do we draw the justificatory line between acceptable and unacceptable data
flows?

Grounded in empirical studies of privacy perceptions, experiences, judgments, and harms,
this dissertation develops the concept of emotional privacy and defends the need to protect it
as a moral and political imperative in AI-mediated societies. Linking mixed-methods research
on emotion AI deployments in social media, the workplace, and healthcare settings to broader
philosophical debates on the human values of emotions and privacy, this dissertation shows that
safeguarding emotional privacy demands more than regulating emotional information—it must
secure our capacities to live a truly human life with agency, dignity, and meaning in interdependent
social domains.

Part I lays the theoretical and technical foundations, surveying philosophical and scientific
accounts of emotion alongside the mechanics of emotion AI. Through qualitative studies with
emotion AI data subjects and a content analysis of commercial emotion AI vendors’ promotional
materials, Part II builds the empirical case for emotional privacy as a distinct interest. My
findings illuminate how emotional data flows—when filtered through power-laden social dynamics,
institutional designs, and capacities for personhood—carry context-dependent risks capable of
reconfiguring what it means to be human.

Part III measures and evaluates these risks through the lens of Helen Nissenbaum’s theory
of privacy as Contextual Integrity (CI). It reports on a mixed-methods factorial vignette study
that quantitatively measures emotional privacy judgments, supported by qualitative analyses of
participants’ perceived risks and benefits of emotion AI use cases in employer and healthcare
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scenarios. My analysis validates CI’s normative claim: privacy judgments are grounded in context-
relative informational norms and teleological aims. Yet the results also surfaced a deeper, context-
independent normative expectation behind participants’ emotional privacy judgments: that agency
and dignity be upheld, even as their realization proved contingent on specific implementations.

In response, Part IV introduces the Capabilities–Contextual Integrity (CA–CI) framework,
which integrates CI’s ecological mapping of data flows with Martha Nussbaum’s Capabilities
Approach (CA). CA-CI retains CI’s analytic strengths while anchoring its justificatory logic in a
shared normative threshold: human dignity. Deepening CI’s normative components, it formalizes
purpose as a sixth constitutive parameter and treats the set of core capabilities Nussbaum specifies
as constitutive of a life with dignity—agency in matters of life; bodily health; bodily integrity;
emotions; practical reason; senses, imagination, and thought; affiliation; play; other species;
control over one’s environment, up to their minimum thresholds—as fixed transmission principles.
Under CA-CI, a data flow is presumptively appropriate only if its foreseeable impact preserves these
dignity thresholds for every person; if it predictably erodes even one below bar, it fails the dignity
test—unjustified unless and until it is redesigned with the essential constraints for maintaining
dignity in place. Through three case studies, I demonstrate CA-CI’s practical utility, showing how
my normative governance framework surfaces dignity-eroding flows permitted or overlooked by
purely procedural, classification-based governance approaches and guides their redesign to uphold
the integrity of both the person and the context. Drawing a universal moral minimum line in the
sand at respect for human dignity, CA-CI offers policymakers, regulators, technologists, and other
system evaluators a principled roadmap for building and governing socio-technical systems that
uphold and enhance the human capacities upon which a just and flourishing society depend.
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CHAPTER 1

Introduction

Human emotions are fundamental components of the inner life: intelligent, embodied judgments
that reveal what we value, believe, and strive to protect—often before we can fully articulate it
ourselves [1]. The lens through which we see the world, emotions are the felt edge of practical
reason and moral orientation: how we come to know what matters. The personal salience and
epistemic richness that render emotions so valuable to human life also make them dangerous targets
for extractive computation. In the age of emotion AI, the inner life becomes legible to intelligent
machines, to the institutions that deploy them, and to the markets that trade in their outputs.

AI systems that detect, interpret, and respond to emotions and related dispositional cues—
intention, belief, affective state—are rapidly becoming embedded in critical sectors such as social
media, the workplace, and healthcare. Across domains, emotion AI promises significant social
benefits: enabling more timely health interventions, supporting individuals in crisis, predicting
relapse in chronic illness, and helping organizations better understand emotional needs and mental
health demands [2, 3, 4, 5, 6, 7, 8, 9, 10]. Yet technology is neither a neutral actor nor a substitute
for human intent—it is an amplifier of existing institutional aims and social structures [11]. The
same systems that promise enhanced care, support, and safety can also entrench social stratification,
manipulate vulnerability, and compromise autonomy. Technology deployments do not operate in
a vacuum: their effects percolate through institutions with competing incentives and are shaped by
design choices which encode assumptions about what is knowable, valuable, and permissible. A
technology’s potential may at once enhance flourishing or foreclose it, realize capacities for agency
and dignity or erode them.

With such clear potential for both promise and peril, we need a principled framework for
reasoning about the appropriate role of AI technologies in human life. Under what conditions are
algorithmic interactions with human emotion justifiable? By what standards should we evaluate the
promises these technologies offer and the risks they pose? Where should we draw the line between
appropriate use and unacceptable harm?

Part empirical inquiry, part critique, part theory development, this dissertation argues that
the justificatory boundary for technology lies in its impact on the core conditions that make
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human dignity possible. Using emotion AI as a diagnostic lens, I investigate the normative
stakes that arise when emotions are inferred and acted upon in social media, healthcare, and
workplace domains—sites of identity formation, relational interdependence, and material survival,
with profound influence over emotional life. When emotion AI is deployed in these settings, their
power to shape what people can do and become amplifies by reconfiguring the conditions through
which individuals experience emotion, form beliefs, affiliate with others, and pursue personal
visions of the good.

Part I surveys leading theories of emotion and how they have been made tractable for technical
systems, followed by results from four empirical studies that examine the ethical and privacy
implications of emotion AI technologies in social media, workplace, and healthcare contexts
presented in Parts II and III. Part II draws on qualitative methods to center the perceptions and
experiences of, and impacts to, emotion AI’s data subjects. With findings that underscore the
roles of context and purpose in evaluating emotion AI’s stakes, I name and frame the normative
insights surfaced as problems of emotional privacy. Part III confirms these insights through a
cross-comparative factorial vignette survey study, applying mixed methods to empirically assess
how people judge emotional privacy when emotion AI is integrated in labor and health contexts
for specific purposes—locating the appropriateness of emotional data flows in the intuitive moral
judgments of those directly impacted by the technology. Through the lens of Nissenbaum’s
Contextual Integrity (CI) [12], I measure how emotional privacy judgments vary within and across
contexts and sampling frames, qualified by participants’ benefit and risk perceptions. My findings
emphasize that when AI systems infer, interact with, and shape the emotional dimensions of our
lives, machines, institutions, and data markets gain access not merely to another category of sensitive
information—they gain access to the constitutive components of dignity and moral personhood [1].
The results validate the normative basis for CI’s theory of privacy [13]: workers and patients alike
tend to judge emotion AI uses more favorably when aligned with a context’s telos, or core purpose,
and less favorably of uses that strain or disrupt it. Yet, the data also revealed a more fundamental
throughline—judgments turned not only on breaches of contextual norms and goals, but also on
breaches of a more basic moral threshold: one’s dignity.

To operationalize this insight in CI, Part IV moves from empirical findings to theory development.
It traces the legal and philosophical trajectory of privacy as a dignitary interest and argues that the
moral source of privacy lies not only in the integrity of a context, but in the integrity of the self—
rooted in our capacities for agency and maintaining the moral boundaries necessary to live with
dignity. These conditions are not derivative of context, but rather constitute what makes context
morally and politically significant in the first place [14]. They are the conditions that make valued
social domains both possible and legitimate: we cherish domains not simply because they function,
but because their functioning supports human life in developing, sustaining, and inhabiting the
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capacities to think, feel, act, and relate—to become as whole persons across contexts [15].
Chapter 7 develops this insight to extend CI with a second justificatory line: recognizing

flows as appropriate only when they uphold both respect for context and human dignity. This
chapter introduces the Capabilities-Contextual Integrity (CA-CI) framework, which integrates
Martha Nussbaum’s Capabilities Approach (CA) [15] within CI by establishing concrete dignity
thresholds as fixed transmission principles. Through three case studies, I demonstrate how CA-
CI provides a more robust and morally coherent standard for normatively evaluating data flows,
particularly where current governance procedures fall short. Chapter 8 concludes by reflecting
on the future of emotional privacy amidst accelerating AI development, examining how emerging
systems strain current regulatory paradigms and outlining key directions for future governance and
research.

This dissertation is about privacy, but more fundamentally, it is about dignity. To insist on
the moral and political significance of emotional privacy is not merely to protect personal data or
mitigate technology-enabled harm. It is to safeguard the conditions under which people can do
and be with personal integrity, to live with dignity in the face of mounting external pressures that
coerce and distort our inner lives. As AI systems increasingly engage with the contours of human
subjectivity to re-engineer how we live, relate, and aspire, the stakes of emotional privacy have
never been higher. But we are not passive recipients of socio-technical fate. We are human agents
capable of building and governing systems to serve human ends—not only in terms of aggregate
benefit, but in the real and substantive opportunities available to each person to flourish. That future
is not guaranteed, but it is within reach. This dissertation offers a framework for how we might
begin.
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Part I: Conceptual Foundations

Chapter 2 establishes why any serious governance of emotion AI must begin with the normative
significance of both emotions and privacy for sustaining human dignity and agency. Drawing
on philosophy and the affective sciences, it frames emotions as evaluative judgments—intelligent
appraisals that organize our perceptions, guide action, and underpin human flourishing. It positions
privacy, and especially emotional privacy, as a precondition for exercising this evaluative agency,
showing how machine inference can distort or appropriate that function. The chapter also traces how
competing theories of emotion are translated into technical assumptions inside emotion AI systems,
revealing their normative load. Together, these foundations provide the intellectual runway for
Parts II–IV, where my empirical studies and CA–CI framework take up the challenge of protecting
emotional life in AI-mediated societies.

CHAPTER 2

When Human Emotions Meet Machines

2.1 The Role of Emotions in Human Flourishing

What exactly are emotions, and why do they matter for a dissertation on privacy and AI? Across
two millennia of inquiry—stretching from Confucius and Aristotle to contemporary affective
neuroscience—scholars have contested the very nature, structure, and function of emotion [16,
17, 18, 19]. Today the debate spans virtually every field that studies human (and non-human)
life: law, biology, sociology, linguistics, economics, psychology, neuroscience, anthropology, and
computing, to name a few.

Despite disciplinary rifts, a growing consensus now treats emotions not as raw feelings or
irrational eruptions but as evaluative judgments: appraisals about what is salient, valuable, or
threatening in relation to our goals, commitments, and identities. Philosopher Martha Nussbaum’s
conceptual analysis crystallizes this view: updating the Stoicist account of emotions with decades
of empirical literature, she defines emotions as “intelligent responses to the perception of value”—
affect-laden cognitions that disclose what we care about and why [1]. On this eudaimonistic account,
emotions are inseparable from practical reason: they guide attention, shape belief, motivate action,
and thus become constitutive ingredients of human flourishing.

Empirical research aligns with this philosophical insight. Cognitive studies show that emotions
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steer perceptual focus [20], bias reasoning and memory formation [21], and energize goal pursuit
[22]. In social domains, emotional expressions signal intentions, coordinate cooperation, and forge
durable bonds [23]. Developmentally, emotions scaffold identity and moral learning [24]. At the
societal level, they underwrite shared norms and institutional arrangements [25]. In short, from
the micro-phenomenology of feeling to the macro-structures of culture, emotion is the connective
tissue of human life.

Because emotions perform these evaluative and coordinative functions, interference with emo-
tional life is not a trivial matter. Misreading, manipulating, or forcibly exposing emotions can
distort a person’s value landscape, undermining the very capacities—reflection, affiliation, practical
reason—that Nussbaum’s Capabilities Approach identifies as thresholds of a dignified existence
[15]. Emotional information is therefore not just another type of sensitive data; it is morally
freighted. Any technology that detects or predicts emotional states acquires leverage over how
individuals see the world and see themselves—leverage that can sustain, skew, or shatter autonomy.

This dissertation proceeds on that premise. Throughout the following pages I ask how emotion-
sensing systems intersect with these evaluative underpinnings, and where the line must be drawn to
protect the conditions of flourishing. The interdisciplinary tour that follows is necessarily selective,
but it clarifies the stakes: understanding emotion theory is prerequisite to judging what emotion AI
can validly infer, how those inferences shape dignity, and why emotional privacy must be treated
as a first-order concern in AI governance.

2.1.1 Social Norms

If emotions are evaluative judgments about what matters to us, as Nussbaum argues, then it follows
that emotional expression and regulation are shaped not only by individual cognition, but by the
cultural and moral norms that teach us what should matter. More than influencing the performance
of emotion, social norms encode shared beliefs about which emotional experiences are desirable,
appropriate, virtuous, or taboo, and thereby mediate our efforts to live well.

Philosophical traditions across cultures have long embedded emotions within broader visions of
the good life. In the West, Aristotle’s ethical system casts eudaimonia, or flourishing, not as hedonic
pleasure but as the fulfillment of one’s inner potential, or daimon [26, 27]. The eudaimonistic
account of happiness is not a feeling to be pursued directly, but a higher-order satisfaction that
emerges from living in accordance with virtue. Modern positive psychology and Western social
norms inherit its understanding that emotional maturity and self-cultivation are integral to moral
excellence—enjoining individuals to “live their best life” and pursue happiness as both a personal
and civic duty [28, 29, 30].

Yet, as Sara Ahmed has shown, this imperative has become entangled with gendered, racialized,
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and heteronormative scripts that weaponize happiness as a condition of belonging and a tool of
social regulation [31]. The command to be cheerful, resilient, or “emotionally intelligent” under
conditions of structural harm can obscure injustice and stigmatize resistance. Against this backdrop,
Ahmed calls for a “happiness turn”: an embrace of emotional dissent, discomfort, and the “freedom
to be unhappy” as modes of critique and alternative worldmaking.

Indeed, the Western fixation on happiness as the telos, or ultimate aim, of emotional life is not
universal. In Confucian moral philosophy, for instance, the ideal is not self-actualization through
positive emotion, but relational harmony achieved through moderation, mutual responsiveness, and
virtue expressed in affective restraint [32, 33]. Emotions are not fleeting feelings to be managed
for optimal outcomes; they are cultivated dispositions—stable, internalized traits that reflect moral
character. Affective balance, not expressive positivity, is the mark of ethical maturity. Sharing in
another’s grief, for instance, is not something to be “fixed” or avoided, but a necessary expression
of benevolence and co-suffering [32].

Culturally divergent emotional norms have direct implications for the design and deployment
of emotion AI. Technology deployments that aim to detect or regulate affect inevitably embed
normative assumptions about which emotional states are desirable—and for whom. As Nussbaum’s
framework helps illuminate, emotion AI’s evaluative force does not come from identifying internal
states in the abstract, but from how those states are interpreted, ranked, and acted upon within
a given social order. Systems designed to nudge users toward happiness, calm, or engagement,
for instance, risk reproducing the Western ideals from which those goals derive—along with their
associated exclusions. The moral weight of these systems lies not just in what they detect, but also
in what they normalize.

Despite their points of divergence, a shared understanding lies behind cultural emotional dif-
ferences: emotions matter because they disclose what is meaningful to human life. Whether one
locates moral excellence in happiness, balance, or benevolence, emotional life remains foundational
to human flourishing. For this reason, when systems analyze behavioral signals to sense, infer, or
interact with emotions, they operate at the heart of what it means to live well, and thus must be
held to standards that protect that moral terrain.

2.1.2 Personal and Social Development

Across cultures and disciplines, emotions are recognized not only as internal experiences but as
relational and social forces that shape who we are and how we live together. Regardless of how
distinct emotional expressions are socially valued, emotions as both a phenomenon and process
are foundational to social life [25, 34, 35]. Undergirding the development of relationships, social
structures, and selfhood, emotions enable us to navigate moral meanings, construct identities, and
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form beliefs [24, 36]. Emotions are also motivational engines for intellectual curiosity and creative
thought [37], with affective states shaping how individuals engage with ideas, learn from others,
and act in the world [38].

At both micro- and macro-social levels, emotional processes constitute the fabric of collective
life: institutions are not only governed by norms but animated by feelings—trust, loyalty, shame,
resentment—which legitimize, sustain, or disrupt them [25]. Emotions reflect and reinforce shared
ideals, as Section 2.1.1 underscored—a function that enables individuals to pursue personal and
communal visions of flourishing. Whether in family life, education, work, or civic participation,
emotional experience and expression are central to the realization of meaningful, agentic lives.

2.1.3 Privacy

Less often acknowledged in the literature, emotional life depends upon the preservation of privacy.
The salience of emotions in social connection necessitates boundary-setting—what is disclosed,
to whom, and under what conditions. Emotional privacy, in this sense, is not incidental; it is
constitutive of our ability to flourish—an insight this I develop further in Part IV.

Emotions and privacy are closely interwoven. Privacy has emotional and affective dimensions
[39], and emotions have deeply private ones. Altman’s theory of privacy regulation describes how
individuals manage desired boundaries around access to the self—including emotional access—
through psychological, spatial, and communicative cues [40]. These boundaries are dynamic: when
privacy is lacking, we may withdraw from interaction to re-establish emotional equilibrium; when
overly isolated, we may open ourselves more than usual [40]. The turbulence caused by breached
emotional boundaries is often experienced as a privacy violation, adversely affecting relationships
and producing psychological harms such as stress, shame, or loss of control [41].

Indeed, such harms can intensify when emotional information is exposed, inferred, or acted upon
without consent. Luke Stark notes that emotional distress is a recurrent theme in public responses
to controversial privacy violations, including Facebook’s emotional contagion experiment and
surveillance capitalism more broadly [42]. Likewise, as Parts II and III emphasize, the particular
sensitivity people ascribe to emotion data is not only because of what the information reveals, but
because of how it feels to be seen and interpreted against one’s will.

These emotional dimensions also influence privacy behavior. People are more likely to disclose
sensitive information online when they associate a site with positive emotional experiences such
as trust or safety [43, 44], and less likely when they experience anxiety or discomfort [45, 46].
While emotional interactions can foster support and intimacy, they also expose individuals to
risk—especially when commodified for commercial gain and accessed by third parties, beyond
their intended audience. Platforms may exploit these dynamics: known to intentionally foster trust
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to increase engagement and data richness [47, 48], emotional experiences transform into extractive
assets.

Emotional privacy encompasses not only what we share, but what we reserve. To manage
emotional expression—the ability to feel one thing and express another—is itself a privacy act [49]:
a parent may reassure their child in a moment of crisis while privately feeling fear; a worker may
express satisfaction while masking frustration. Such privacy practices rely on a basic assumption
that what we share about how we feel is ours to control, and not automatically transparent to
others. As Chapter 5 shows, emotion AI deployments can undermine this assumption by bypassing
expressive management altogether. The ability to preserve emotional privacy—both individually
and collectively—enables autonomy, safeguards vulnerability, and underpins social relationships
built on mutual recognition and respect [50]. For instance, employees who can shape how their
emotional state is perceived may enjoy greater job security or avoid punitive consequences [51,
52]. Privacy also enables emotional rest and reflection, providing a retreat from the performative
demands of public life [53, 54]. When such functions are lost, individuals may face greater precarity
and cumulative affective strain—eroding both wellbeing and dignity.

Making possible the selective self-disclosure through which intimacy is built, the affective
regulation through which autonomy is preserved, and the expressive space through which dignity
is realized, emotional privacy is thus a foundational human interest central to both privacy and the
capabilities that underwrite a flourishing life.

2.2 How Emotions are Made

Human emotion is a complex and contested concept, with definitions, functions, and structures
varying across disciplines and cultures [55, 56]. As a category for systematic study, the very
term “emotion” emerged only in the late 19th century—overlapping with earlier concepts such
as “passions” and “sentiments” [57]. With a lack of standardized terminology and conceptual
coherence persistent within and across fields [58], scientific debates over the nature of emotion
continue.

The social sciences generally group emotion theories into three categories: discrete, dimen-
sional, and appraisal-based models [59, 60]. Pioneered in psychology by Magda Arnold and
developed extensively by Richard Lazarus, appraisal-based approaches define emotions in terms of
dynamic evaluations of situational meaning—how events align or conflict with one’s goals, values,
or expectations [61, 62]. By this view, emotions arise when an individual evaluates an event’s
novelty, goal relevance, agency, or norm compatibility [63]. Such evaluations can be swift and
pre-reflective or slow and deliberative, but in either case emotions are intelligent commentaries on
“what matters here”: the same racing pulse might be appraised as righteous anger, stage fright, or

8



competitive excitement depending on one’s evaluative frame.
While rich in explanatory power, appraisal-based models remain underutilized in commercial

emotion AI due to their contextual and cognitive complexity, and associated challenges with
automated implementation [60, 64]. Nonetheless, appraisal theories offer critical insight into
the moral and evaluative dimensions of emotion. Among them, Martha Nussbaum’s theory of
emotions as value-laden judgments stands out as a philosophically rigorous and normatively rich
account [1]. Though not typically cited in technical literature, it provides a crucial foundation
for this dissertation’s treatment of emotional privacy. Because appraisal models bridge embodied
states and evaluative meaning, they foreshadow normative requirements for AI to account for moral
context. I therefore return to Nussbaum’s account in Chapter 7 to develop a normative model that
centers emotional meaning, dignity, and human flourishing.

The two dominant meta-theoretical paradigms that permeate both contemporary scientific and
applied understandings are discrete and dimensional models of emotion [65]. Their core distinction
concerns whether emotions are best understood as categorically distinct states (e.g., fear, anger,
joy) or as continuous experiences that vary along multiple dimensions (e.g., valence, arousal,
dominance). Discrete models typically align with biologically essentialist views, positing that
certain categories of emotions are universal, evolutionarily ingrained, and expressed similarly across
cultures. Dimensional models, by contrast, accommodate more flexible, socially and culturally
embedded accounts of emotion, with affective states often treated as fluid, overlapping, and context-
sensitive. Though these paradigms originate in scientific theory, they implicitly inform applied
computing systems. Commercial systems often operationalize emotion within either a discrete or
dimensional framework—assigning labels like “happy” or “angry,” or estimating degrees of arousal
or valence—thereby importing each model’s ontological commitments into automated inference
[66, 67].

This section organizes a non-exhaustive review of emotion theories around the discrete-
dimensional divide, reflecting the dominant schema adopted in affective computing and emotion
AI. Yet the boundaries between theoretical traditions are neither rigid nor mutually exclusive: many
contemporary models draw from both categorical and dimensional frameworks, some from nei-
ther, and disciplinary affiliations do not map neatly onto specific paradigms. While understanding
how these dominant theories shape the assumptions embedded in emotion AI systems is essential
for evaluating their validity, scope, and implications, equally important is recognizing their com-
mon limitation: the presumption that machine-legible traces (e.g., behavioral or biophysiological
signals) are necessary preconditions for an emotion to be detected—and by proxy, for it to be
acknowledged as existing at all.
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2.2.1 Discrete Biological Functions

Discrete, or “basic,” emotion theories posit a small set of distinct, mutually exclusive, and biologi-
cally hardwired categories of emotion families that are universally expressed. The lineage begins
with Darwin and is crystallized in Ekman’s Basic Emotion Theory (BET), which identifies six
core emotion categories—anger, fear, joy, sadness, disgust, surprise—each tied to dedicated neural
programs and stereotyped expression patterns [68, 69].

Ekman’s cross-cultural empirical studies, often finding above-chance recognition of posed ex-
pressions across cultures, were widely influential in establishing the idea that emotional categories
are fixed and identifiable (e.g., see [70, 71, 72]). Discrete emotion theories, including Ekman’s,
are often paired with biological and physiological assumptions about emotional expression, which
emphasize the embodied and communicative functions of affective states and their origins in evo-
lutionary adaptation. These perspectives generally (though not necessarily) posit that emotional
states are mediated by physiological mechanisms that provoke patterned responses—“inherited,
reflex-like modules that cause a distinct and recognizable behavioral and physiological pattern”
[73].

Presuming the automatic physiological signature of a basic emotion can be reliably observed
across individuals [74, 71, 75], BET provides an attractive off-the-shelf label set for emotion
recognition systems [64]. Yet discrete algorithmic labels also inherit their underlying theory’s
limitations. First, recognition accuracy is typically higher within cultural groups than across
them, indicating that local “display rules” shape perception-of-others’ emotion. Second, similar
expressions may carry divergent meanings: a smile in Tokyo, Lagos, or Toronto may express
compliance, irony, or warmth, respectively. Ekman conceded these complexities, emphasizing in
later work that not all emotions have unique facial markers, and prototypical cues like smiling span
multiple categories [76].

Meta-analyses reinforce these limitations. Durán et al. report weak correlations between muscle
movements and self-reported affect [77]. Barrett et al. highlight that emotion recognition training
datasets—generally consisting of actors’ staged photos labeled by third-party guesses, with little
input from first-person reports or diverse cultural samples—produce brittle models that are prone
to context errors and invalidly assumed to detect internal states [78]. Often critiqued for over-
compression of affect, systems trained on categorical mappings risk reverse inference errors:
assuming that expression x signals emotion y, regardless of context [79]. They are also prone
to demographic and cultural bias [80, 81, 82, 83]. These concerns do not deny cross-cultural
regularities in emotional expression—wide-eyed startle responses, noses wrinkled in disgust, voice
tones softened to soothe, and the like still recur globally with striking frequency [84]—but they
caution against assigning deterministic meanings to expressive cues.

Despite their limitations, discrete models remain appealing for their simplicity and compatibility
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with classification algorithms. In practice, this tractability helps explain why they have dominated
commercial emotion AI: fixed emotion categories map neatly onto supervised learning labels.
The result is a pipeline where the model’s apparent precision rests on theoretical simplifications
that are rarely made explicit to the end-users who rely on them to draw conclusions [78]. To
situate their rise, the following sections briefly trace the biological lineage of emotion theory from
Darwin’s naturalistic account to the James-Lange theory of bodily feedback, and later developments
in neuroscience and embodied cognition.

Darwin’s naturalism. Darwin’s The Expression of the Emotions in Man and Animals framed
emotions as evolved adaptations, serving communicative and survival functions across species [85].
His comparative work on human and nonhuman animals is widely regarded as foundational to the
scientific study of emotion [86, 87, 88]. Darwin influenced the field to view emotional expressions
as biologically inherited adaptations: raised eyebrows, for example, both widen the visual field
and communicate surprise to others. Less acknowledged in the universalist caricature, however, is
Darwin’s emphasis that an emotion’s instantiation is contingent upon the subjective perception and
social situation of the individual.

James–Lange theory. Building on Darwin, James and Lange argued that bodily changes elicited
by an “exciting fact” are not epiphenomenal but constitutive of the felt character of emotion: we do
not tremble because we are afraid; we are afraid because we feel ourselves tremble [89]. Properly
understood, the James-Lange theory’s claim is not one that wholly reduces emotion to physiology.
Rather, it holds that physiological responses to stimuli form the immediate substrate of the felt
aspect of emotion, and that awareness of these changes is a necessary constitutive element—what
gives the emotion its “color.” Their account left room for the object of emotion, the individual’s
habits, and the context at hand to shape which bodily changes occur and how they are interpreted.

The James-Lange theory laid the groundwork for emotion theories to treat emotional experience
as a byproduct of physiological activation, including contemporary embodied and enactive views
of emotion which retain the primacy of the body but reject the requirement of conscious awareness.
On such accounts, emotions are enacted through lived, subjective bodily states: emotion is not
something we have, but something we do [90, 91]. Many of today’s affecting computing and emotion
AI systems inherit assumptions from this lineage, operationalizing emotion as biophysiological
activation that can be reliabily measured via signals such as heart rate, facial musculature, or brain
activity.

Neuroscientific and embodied-functional models. The James–Lange view also informed neu-
roscientific and embodied-functional approaches, which investigate correlations between emotional
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experience, bodily processes, and neural dynamics [92, 93]. Cannon–Bard challenged James–Lange
by proposing that physiological arousal and the conscious feeling of emotion occur simultaneously
and independently [94], while later limbic system models, such as the Papez-MacLean circuit,
distinguished affective experience (arising in cortical-limbic regions) from expression (governed
by subcortical structures like the hypothalamus) [95]. Joseph LeDoux’s work mapping the neural
circuits through which sensory information is processed and evaluated emphasizes the amygdala’s
central role in detecting and responding to biologically salient threats. His studies distinguished
rapid, subcortical “low road” pathways from slower, cortical “high road” routes, showing how both
conscious and non-conscious elements contribute to the emotional experience [96, 97].

Martha Nussbaum’s theoretical work on the structure of emotions elaborates on this lineage,
treating fear—rooted in amygdala-based neural circuits—as a paradigmatic “primal” emotion, one
that predates and is antecedent to the higher cognitive elaboration unique to humans, and that
shares an ancient neural architecture across vertebrate species [98, 1]. In humans, later-evolving
cognitive capacities enable complex evaluations that can transform primal emotional responses,
giving emotions their distinct interpretive character [1, 99]. Yet as Lisa Feldman Barrett observes,
the precise mapping of neural activation to discrete categories or affective dimensions remains
elusive [73].

Functional accounts extend biological models of emotion to emphasize what emotions do:
regulate arousal [100], guide attention [101], and facilitate communication and affiliation [102].
Herbert Simon, for instance, conceptualized emotion as an “interrupt” system: a fast, adaptive,
and sometimes overactive cognitive override that re-arranges priorities in the face of environmental
demands [101]. Simon’s view echoes John Dewey’s early pragmatist account, which synthesized
Darwin’s emphasis on expression and James’s focus on bodily feeling by framing emotion as
emerging from goal conflict or internal tension [103].

Overall, neuroscientific and embodied-functionalist perspectives view emotion as deeply inter-
twined with human cognition and reject the Cartesian legacy that treats emotion as antithetical to
intelligence [23]—a stance that influenced early AI research and continues to inform debates about
the normative role of emotions in moral and political life [104, 1].

2.2.2 Dimensions of Individual and Social Difference

Challenges to the discrete emotion template come from a broad family of theories that regard
emotions as continuous, context-sensitive, and socially embedded. Rather than slotting emotions
into fixed bins, these accounts complicate the “common view” that a facial configuration or heartbeat
pattern maps cleanly onto a universal label [73, 78] by emphasizing emotional difference, gradation,
and enculturation.

12



Indeed, empirical evidence shows substantial variation in how emotions are expressed and
interpreted across individuals and cultures. For instance, the same facial expressions can correspond
to different emotions depending on context [19]. Lisa Feldman Barrett refers to this as the “emotion
paradox”: despite strong intuitive beliefs that we can recognize discrete emotions when we see them,
scientific findings struggle to support this common view, finding inconsistent patterns in emotional
experience and expression—within and across individuals—that suggest a more nuanced concept
of emotions [105].

Dimensional theories. Dimensional views derive from Wilhelm Wundt’s theory of affect,
which proposed that more fundamental feeling states—essential and irreducible components of
consciousness—are located along three independent dimensions: pleasure—arousal—tension [106,
107]. Building on Wundt’s early triad, contemporary dimensional models typically locate emo-
tions as points in a two- or three-dimensional space: valence (pleasant ↔ unpleasant), arousal
(activated ↔ calm), and sometimes dominance or control [108, 109].

Because points in a space are language-agnostic, dimensional models travel more easily across
cultures and domains where emotion words do not align one-to-one [110]. For affective computing,
the dimensional geometry captures a richer signal—emotional blends, shifts, and ambiguities that
categorical schemes can over-compress and neglect. Yet dimensional models of emotion still
require contextual interpretation to say which worry, thrill, or melancholy a vector actually signifies
[60].

Psychological constructionism. Closely coupled constructionist theories view emotions not as
fixed biological facts, but constructed interpretations based on context, culture, and learned associ-
ations [105]. Bodily fluctuations in valence and arousal become emotion categories like “anger” or
“fear” only when interpreted through learned emotion concepts and situational cues [73]. Hence,
there is no universal “anger circuit” waiting to be detected; emotions are assembled in the moment,
emerging from more basic psychological components of core affect (characterized as a continuum
along valence and arousal dimensions) and conceptual knowledge [111]. Constructionist accounts
help explain why similar scowls in the same person can signal moral disgust in one setting and
playful teasing in another [112]—and why predictions by automatic emotion detection systems,
without access to individual cognitive appraisals, are inherently limited.

Brunswik’s lens and interactionist views. Brunswik framed emotion perception as a proba-
bilistic inference: observers sample noisy cues and apply their own priors [113]. Interactionist
theorists extend this point to argue that emotion is co-constructed in situ through norms, roles, and
reciprocal feedback [114]. A furrowed brow means something different in a courtroom than in a
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comedy club, not because the muscle movement changes, but because the social lens does.

2.2.3 Evaluative Appraisals: A Unified Theory of Emotions

Martha Nussbaum’s theory of emotion unifies historical philosophical traditions with contemporary
empirical insights. Rather than privileging one disciplinary vantage point, Nussbaum synthesizes
these perspectives into a unified theory that defends emotions as a universally human phenomenon
with intrinsic moral and political significance—rooted in embodiment, shaped by context, and
deeply tied to agency, self-determination, and human flourishing.

At the heart of her account is the view that emotions are evaluative judgments: intelligent
appraisals of the world in relation to what matters to us—how we make sense of the external
people, events, and ideas we encounter through our own internal lens, formed from our values,
beliefs, attachments, and life plans. Fear, for example, arises when we perceive a threat to something
we hold dear; love reflects the recognition of a person as central to our purpose and identity. While
physiological changes may accompany these experiences, Nussbaum insists that what gives an
emotion its meaning is not its bodily signature but the evaluative act: shaped by personal history,
social context, and cultural norms, this interpretation necessarily evaluates the object of emotion
in relation to our own subjectivity—who we are and what personally matters. Integral to our
capacities for moral agency, emotions are eudaimonistic: structured by what we take to be good
and indispensable to grasping what is at stake in living well, emotions animate the individual pursuit
of a flourishing life [1]. Recognizing the nature and function of emotions as such enables ethical
engagement with others, disclosing their humanity and our own [15].

Nussbaum’s account contributes a feminist intervention to emotion theory and moral and po-
litical philosophy, confronting longstanding attempts to discredit emotional life as too irrational
and epistemically unstable to warrant serious normative inquiry. Affirming the particularities of
emotional life as normatively significant, she defends emotions as bearing not only instrumental
worth, but also intrinsic moral and political value. Respect for emotional life, she insists, is a
constitutive condition of dignity [15]—not because emotion is a fragile substrate, but because it is
the substance that imbues us with inherent worth and renders us intelligible as agents striving for
meaning. Normatively rich, empirically grounded, and theoretically rigorous, Nussbaum’s theory
provides unmatched analytical power for evaluating the moral and political stakes of emotion,
privacy, and agency in AI-mediated societies.
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2.3 What is Emotion AI?

Emotion AI refers to technologies that infer, model, and interact with human affect from observed
data patterns across modalities such as facial expressions, vocal tone, body posture, physiological
signals, and text. Two longstanding challenges in affect theory make this computational translation
especially fraught: what Prinz describes as “the problem of parts” and “the problem of plenty” [115].
The former concerns which aspects of emotion—physiological, phenomenological, behavioral,
mental, expressive—are treated as essential for detection, while the second refers to the surplus
of competing definitions that resist straightforward integration. When a field lacking conceptual
consensus becomes the basis for technical architectures deployed in everyday contexts, these
unresolved debates harden into design choices with material social and political consequences.

From the earliest work in affective computing onward, critics have warned that these systems
reify narrow assumptions about what emotions are, how they are expressed, and how they should be
interpreted [64, 116, 117]. Boehner et al. emphasized the tendency to treat emotion as an internal,
individual property, neglecting the interactional and socio-cultural dimensions that give emotional
expressions meaning [116]. These critiques remain salient: as the empirical results in Part II
demonstrate, commercial deployments continue to treat emotion as decontextualized “information”
to be managed and disciplined, reproducing the same reductive pitfalls such systems set out to
transcend [118, 119].

2.3.1 Early System Modules, Labels, and Goals

2.3.1.1 Emotion Classifiers

Until the early 2020s, commercial emotion AI systems were predominantly modular and modality-
specific. Such pipelines typically separate preprocessing, feature extraction, and classification,
frequently using support vector machines (SVMs), hidden Markov models (HMMs), or shallow
neural networks [120].

The input modality strongly influences model choice: facial expression datasets, for example,
are generally mapped to discrete emotion categories, while biosignals are modeled in dimensional
affect spaces [121, 122]. Classifiers learn to map input features to emotion labels that follow
suit: discrete (e.g., basic emotions), dimensional (e.g., valence–arousal–dominance), or hybrid
(e.g., discrete categories with graded intensity or arousal) [60, 122]. Labels originate from human
annotation, based either on self-reported emotions from participants, observer ratings of perceived
emotion, or both. In practice, most commercial and academic datasets rely heavily on observer
annotations [78, 123]. Stemming partly from the cost and intrusiveness of collecting self-reported
emotions, this reliance embeds cultural and demographic norms in the data while biasing systems
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toward replicated social judgments. Disparities in accuracy, calibration, and intensity scaling have
been documented across demographic subgroups [124].

2.3.1.2 System Model

Earlier emotion AI systems are often described in terms of three main “building blocks” [120].
Emotion recognition processes multimodal data to predict affective states based on training data
patterns. Goals range from inferring the stimulus that elicits an emotional response (e.g., music
[125], opinions [126, 127]) to predicting how an observer would perceive a target’s expression and
approximating the felt state of the target. Translating lived emotional cues into formalized data
objects, commercial adoption of emotion recognition raised concerns about bias, normativity, and
the reduction of nuanced affect to fixed categories [80, 81, 128, 129].

Emotion augmentation adds post-recognition layers—reasoning modules, goal-setting mech-
anisms, behavioral adaptation layers—to adjust system outputs in response to inferred affect,
targeting objectives including modulating user engagement, personalizing content, influencing de-
cisions, or adapting interaction style [130, 131]. With system adaptations often occurring without
user awareness or control [132, 133, 134], new capacities for cognitive and emotional influence
were introduced, intensifying manipulation concerns [135, 136, 137]. Because augmentation lay-
ers in earlier, narrower systems were largely rules-based [138], their logic was rigid yet traceable,
making governance more feasible—albeit still constrained by cultural and scientific biases [139,
140]—than in emerging systems.

Emotion generation produces outwardly expressive behaviors or simulated affective states in
machines. Applications outside of research or demonstration contexts remained uncommon [120]
until generative AI systems entered the market.

Modular designs offer interpretability benefits, yet struggle with domain transfer and uni-
modalities [122]. As multimodal deep learning matured, the field has shifted toward unsupervised
or self-supervised representation learning, more automated processes (e.g., feature extraction and
selection), and more unified architectures that more tightly couple recognition and augmentation
tasks, sometimes within a shared training framework.

2.3.2 Emerging Emotion AI Architectures

High-capacity models now ingest multimodal streams such as video, audio, and biometrics data
alongside contextual signals like interaction history and environmental cues—increasingly capable
of adapting outputs in real time. Transformer-based and contrastive-learning architectures can
integrate facial, acoustic, and textual modalities end-to-end, while self-supervised and multimodal
embedding techniques learn features directly from raw, unaligned data [141, 142, 143, 122]. Shared
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cross-modal embedding spaces enable transfer learning and multi-task optimization, allowing
emotion recognition trained in one domain to steer behavior in another [144, 145].

Deep architectures can model latent affective states without mapping them to human-
interpretable labels. Generative modules can then act on these latent vectors—producing affective
speech, facial animation, or emotionally inflected dialogue—even when the underlying representa-
tion is not expressed as a labeled emotion [122, 146]. The ability to condition generation on opaque
affective representations simultaneously increases adaptability and magnifies governance risks.

2.3.3 Governance and Safety Implications

As recognition, augmentation, and generation are increasingly integrated into unified pipelines and
the representational space grows more opaque, the same latent features may drive multiple tasks—
adaptation, persuasion, content generation—in parallel. This convergence makes it increasingly
difficult to determine where and how patterns are learned, which features drive outputs, and when
systems cross from adaptive personalization into covert influence [147, 148, 149].

Regulatory frameworks that categorize governance elements such as special data types or harm
taxonomies will struggle to operationalize legislative demands in systems built on high-dimensional
embeddings and end-to-end architectures. These designs complicate audit trails and transparency
reporting, while generative modeling, domain generalization, learning from latent representations,
and temporal representational drift all further hinder explainability. Without governance strategies
adapted to these architectures, risks will continue to outpace the possibility for effective regulatory
intervention.

The empirical studies presented in Parts II and III, conducted between 2020 and 2023, were
situated at the transition point between earlier modular emotion AI designs and the emergence of
deep learning-based and end-to-end architectures , together with more capable generative models.
Through interviews, content analysis, and a mixed-methods factorial vignette survey, I examine
how emotion AI was marketed, perceived, and experienced in real-world domains during this
period of rapid technical change. While grounded in earlier architectures, the findings are relevant
to newer systems, surfacing both the unique emotional privacy risks they pose and the limits of
existing privacy and governance frameworks to identify and mitigate them. I address these gaps
with a novel normative governance framework introduced in Part IV, and reflect on the future of
emotional privacy and governance in next-generation AI systems in Part ??.
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Part II: The Empirical Case for Emotional Privacy

Across the studies presented in Part II, a recurring theme concerns how emotion AI deployments
in both institutional and consumer settings facilitate emotion commodification—the exploitation of
human affect for corporate gain.

In Chapter 3, interviews with social media users reveal predominantly negative attitudes to-
ward emotion AI-enabled wellbeing interventions. Participants express deep skepticism that these
systems could genuinely support users’ wellbeing needs, and apprehension that interventions may
manipulate emotional states for platform optimization. Underneath their unease lies concern about
moral legitimacy: participants emphasized the irreducibility of human qualities—moral integrity,
professional expertise, benevolence, shared humanity—in contexts of wellbeing support and care,
doubting that machines could adequately replicate them. These results suggest that automated
emotional interventions are perceived not only as untrustworthy and insufficient, but fundamentally
misaligned with the forms of emotional reciprocity and moral support that people desire.

Chapter 4 turns to the workplace. A content analysis of promotional materials from emotion
AI hiring services reveals an engineering and design logic that commodifies workers’ emotional
lives in service of organizational control. Vendors market emotional conformity—achieved through
emotion AI-driven pre-employment screening—as a means to automatically weed out hiring “mis-
fits” and cultivate a workforce that “lives and breathes” corporate values. By translating affective
metrics into hiring filters, these systems do more than measure emotion—they seek to recalibrate
workers’ inner lives to align with corporate and managerial ideals. My analysis shows that once
folded into labor management pipelines, corporate affective preferences are crystallized into au-
tomated decision-making systems, institutionalizing new forms of exploitation and stratification:
a worker’s prospects no longer hinge solely on qualifications or demonstrated soft skills, but on
the ability to render enthusiasm, authenticity, motivation, docility, and cultural fit in ways that are
legible to opaque algorithmic infrastructures.

Interviews with workers in Chapter 5 reveal emotion AI functioning as a tool of emotional
surveillance and discipline, exposing workers’ inner lives to managerial oversight in a context
where consent is inescapably coercive. Privacy intrusions are described as essential functions of
the system and viewed as primary drivers of harm. Participants report eroded emotional autonomy,
intensified emotional labor, and suppressed worker dissent—particularly among those already
marginalized by gender, race, or role. Echoing Elizabeth Anderson’s critique of “tyranny” in the U.S.
workplace [150], Chapter 5 illustrates how emotion AI deployments amplify structural asymmetries
by narrowing individual agency over emotional life—extending unchecked institutional power to
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reorient labor norms and restrict opportunities for meaningful social participation. The findings
surface emotional privacy as a distinct privacy interest—one that demands robust and targeted
protections commensurate with the stakes introduced by emotion AI.

Uncovering a range of ethical and privacy risks, Part II underscores a persistent worry among
data subjects that the unchecked sensing and circulation of emotional information serves corporate
interests at the expense of their own wellbeing. Introducing emotional privacy as a critical lens for
surfacing harmful data practices that expose, instrumentalize, and reshape the experience of human
emotion, the results demonstrate the need for governance frameworks capable of identifying and
mitigating its novel threats.
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CHAPTER 3

Emotion AI on Social Media: Data Subjects’
Conceptualizations of and Attitudes Toward

Automatic Wellbeing Interventions1

3.1 Introduction

Social media platforms are distinctive contexts where people both share emotionally sensitive
content and are emotionally affected by platform-mediated interactions [151]—dynamics that have
long attracted interest from the companies themselves. In 2014, academic researchers and Facebook
scientists collaborated on a large-scale experiment to test whether “emotional states could be
transferred to others via emotional contagion” [2], deliberately influencing users’ emotions by
modifying content recommendations and analyzing their impact on emotional engagement. The
public backlash was swift and severe, with critics condemning the study as a covert form of
emotional manipulation [152, 153, 154]. Public commentary revealed a variety of concerns: being
unknowingly manipulated, enrolled in research without informed consent, violations of normative
expectations around data use, and a broader erosion of trust in Facebook’s practices [155].

All the same, applications of emotion AI to social media have since expanded, in which
emotionally expressive content is abundant and platforms are incentivized to model and modulate
user affect. Advances in computing power and data availability have fueled the development of large-
scale emotion recognition systems trained on user-generated content [156, 157]. These systems
analyze emotional patterns to predict health risks [158], powering research in computational social
science and clinical domains alike [4, 159, 160, 161, 162]. Digital phenotyping, which analyzes
health and behavior from device data, shows growing interest in psychiatry and psychology for
improving early detection and intervention of mental illness [3, 163, 164].

1This chapter is based on: Kat Roemmich and Nazanin Andalibi. 2021. Data Subjects’ Conceptualizations of and
Attitudes Toward Automatic Emotion Recognition-Enabled Wellbeing Interventions on Social Media. Proc. ACM
Hum.-Comput. Interact. 5, CSCW2, Article 308 (October 2021), 34 pages. https://doi.org/10.1145/3476049. This
material is based upon work supported by the National Science Foundation under Grant No. 2020872.
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While academic researchers often frame these systems as supporting wellbeing, companies
deploy them for consumer profiling and targeting, and governments explore their use for monitoring
sentiment and assessing security risks [165, 166]. In the United States, inferred emotional data
largely falls outside the scope of existing health privacy laws [167], enabling its use and sale to
insurers, advertisers, and other third parties—often without users’ awareness or consent [158, 168].
Concerns about threats to autonomy, privacy, and psychological safety have been raised widely
[167, 169, 158, 170, 171, 172]. Yet this discourse largely excludes the perspectives of those directly
targeted: the social media users whose emotional expressions train these systems and who may be
subject to their influence.

This study centers those data subjects to explore their conceptualizations and attitudes toward
emotion AI-enabled wellbeing interventions. We conducted semi-structured interviews with 13
adult social media users in the United States who had experienced both positive and negative
meaningful events in the past year and reported sharing about them online. Participants generally
expressed negative attitudes toward wellbeing-related interventions, shaped by unprompted com-
parisons to traditional, human-delivered support. Participants described four attributes essential
to acceptable intervention: (1) helpfulness and authentic care; (2) personal and professional ex-
pertise; (3) moral integrity; and (4) benevolence grounded in shared humanity. These qualities,
they emphasized, could only be embodied by human agents. AI-driven interventions, by con-
trast, were perceived as fundamentally incapable of possessing these qualities—eliciting mistrust,
discomfort, and unease. Some participants acknowledged potential social value in automated
wellbeing interventions at scale, citing mental health research, care access, and egregious harm
prevention as possible benefits. Even so, they remained skeptical, pointing to potential harms
such as retraumatization, health misinformation, surveillance overreach, and flawed predictions.
Participants identified several conditions for acceptable use: constraints on data flow, inference
accuracy, contextual sensitivity, and demonstrable benefit for the user.

Contributing empirical insights into how emotion AI on social media is perceived by those it
implicates, these findings underscore an ethical gap where data practices that infer and influence
user emotion are deployed without meaningful involvement from those most affected. When
data subjects are treated as abstract “others”—objects of algorithmic prediction, judgment, and
intervention whose wellbeing is assumed and engineered, rather than as persons with inherent
dignity, needs, and values of their own—their capacity to live as agents of their own lives is
preemptively constrained. These insights illuminate ongoing debates about the ethical and political
conditions for socially responsible AI in emotionally intimate domains.
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3.2 Background and Related Work

3.2.1 Emotion Inference and Wellbeing Interventions on Social Media

Social media platforms have become central sites for harvesting emotion-rich data [171, 173,
174, 175, 176, 177, 164], with researchers across disciplines exploring the promise of emotion
inference for public health surveillance, early diagnosis, and real-time mental health intervention
[178, 179, 180, 181, 182, 165, 183, 184]. Increasingly, platforms are considered not just as
sources of emotional inference, but as potential delivery channels for wellbeing-related interventions
with an emphasis on tailored interventions for specific conditions such as schizophrenia [185,
186], depression [187, 188, 162, 164], postpartum depression [189], and post-traumatic stress
disorder [190]. Facebook’s suicide prevention program remains a prominent example: using
natural language processing models to flag posts suggestive of suicide risk and identify users in
crisis, the system triggers messages to users, referrals to crisis services, or welfare checks by police
following human review [191, 184, 192]. These interventions have drawn both praise for crisis
outreach and criticism for privacy intrusions [193, 194, 195].

3.2.2 Human Values and Ethical Stakes

Scholars have raised ethical and privacy concerns about emotion AI on social media, highlighting
risks to vulnerable populations [171, 196], lack of transparency and fairness [197, 198, 199, 200],
and undermined user autonomy [197, 167]. Yet empirical engagement directly with data subjects
remains rare. Few studies investigate how those whose emotional expressions power these systems
perceive or experience them, particularly in the context of wellbeing-related interventions. The
empirical work that is available, however, suggests a well of discomfort.

Ford et al. found that social media users were uneasy with emotion inferences for targeted
mental health advertising, and even more so when human reviewers were involved [201]. Costello
and Floegel found similar concerns among people with mental illness, who distrusted commercial
platforms’ motives and questioned whether their emotional data would be used responsibly [202].
These findings reflect a disjuncture between the aspirations of system designers and the lived
concerns of users.
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3.3 Methods

3.3.1 Recruitment

We conducted semi-structured interviews with 13 adult social media users in the United States,
each lasting between 77 and 120 minutes (average: 106 minutes). Participants were recruited via a
screening survey, with interviews conducted over voice or video call and transcribed for analysis.
Calls for participation were shared via social media, professional networks, and Craigslist Houston
and Detroit. Participants received a $30 honorarium. The study was approved by our institution’s
IRB.

Screening questions included inquiries regarding age, location, and social media activity. Only
adult respondents residing in the U.S. who reported sharing both positive and negative personal ex-
periences on social media in the past year were considered eligible. Out of 100 survey responses, we
invited 20 individuals to interview; 13 completed informed consent and participated in interviews.

Interview invitations were extended iteratively based on survey responses and evolving sample
composition, with the goal of capturing diverse identities and social media sharing experiences.
Positive life events participants reported posting about include career accomplishments, educational
attainment, and home ownership; negative events include job loss, health concerns, and relationship
complications. To align with the study’s focus on emotion-related interventions, participants’
experiences sharing these life events online served as reference points for scenario-based probing
during the interview, enabling participants to reflect on their attitudes and imaginaries regarding
automated wellbeing interventions. In three cases where the participant was acquainted with the
primary interviewer, a secondary researcher conducted the interview to preserve data integrity.

Participants ranged in age from 22 to 58 (average: 32.4 years). The sample included nine
women, one man, and three participants who identified as gender-fluid, agender, or genderqueer.
Racial/ethnic backgrounds included one Indian, two Asian, two Black, and eight white participants.
Educational attainment varied: five held college degrees, six had graduate degrees, one had
completed some college, and one had not completed high school. All participants were active
social media users: eleven reported using Facebook regularly; other platforms included Instagram,
Linkedin, Twitter, Tumblr, AO3, Reddit, Snapchat, Twitch, YouTube, and Discord.

3.3.2 Study Design

Interviews followed a semi-structured protocol to allow for exploration and flexibility. Scenarios
are a well-established method in HCI and CSCW research for eliciting human values in contexts
involving emerging or unfamiliar technologies [203, 204, 205, 206, 207, 208]. This method is
particularly valuable in emotional contexts, where prior work suggests participants tend to respond
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with realism and emotional salience [209].
Interviews began with questions about participants’ social media use, emotion sharing behaviors,

and privacy expectations. When appropriate, interviews referenced information from the screening
survey (e.g., “you had mentioned...”) and encouraged participants to recall or revisit specific posts.
No difficulties with recall were observed. The full interview protocol is provided in Appendix A.1.

Scenario prompts were presented via a randomized Google Doc tailored to each participant’s
preferred platform and emotional context. For both positive and negative experiences (as defined
by the participant), the document included a variant of the following text:

“Think about a personal experience that brought out [positive/negative] emotions for
you—maybe one we discussed earlier. Imagine you had shared this on [platform],
explicitly sharing how you felt. Now imagine the platform used computational methods
to detect those emotions at the time of posting.”

Participants were asked to describe which emotional experience they selected in order to establish
emotional context for the scenario. If appropriate and time permitted, a second experience was
discussed. These references typically drew on prior survey or interview disclosures, though
participants occasionally introduced new examples.

Our interest was not in the emotional experiences themselves, but in participants’ perceptions of
the content they posted about those experiences as data inputs for emotional inference and automated
intervention. Once the scenario was anchored, interviews probed both for general attitudes about
emotion recognition practices on social media and specific downstream applications, including
targeted advertisements and automatic wellbeing interventions. We defined the latter broadly as
any automated action aimed at supporting a user’s wellbeing or emotional state. For example,
participants were asked how they would feel if a platform used emotion inferences “to intervene in
some way to support [their] wellbeing or help [them] feel better.” Following work on algorithmic
folk theories emphasizing that how people perceive technology can shape their responses as much
as how it functions [210, 211, 212], we kept prompts intentionally broad.

These choices allowed us to surface a wide range of values, assumptions, and imaginaries about
emotion AI-enabled wellbeing interventions.

3.3.3 Data Analysis

Interviews were conducted and transcribed by the second author and another member of the research
team. The first author led the data analysis presented in this chapter, using thematic analysis focused
on participants’ conceptualizations of and attitudes toward automatic wellbeing interventions. The
process involved open coding, followed by higher-level grouping and axial coding to identify
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relationships and refine analytic categories [213]. Emerging codes and interpretive insights were
discussed with the second author to support reflexivity.

Papers analyzing the same interview transcripts have reported results in separate publications
initiated by the second author [214, 215], which pursued different research questions and analytic
approaches. The first author was not involved in those publications.

3.3.4 Limitations

This study was not designed to produce representative or generalizable findings [216]. Rather, our
goal was to develop interpretive insights into how social media users conceptualize and evaluate
automatic wellbeing interventions enabled by emotion AI. In-depth interviews with a small, pur-
posefully selected sample allowed us to explore these questions in rich detail. While our sample is
demographically distinctive in some respects, we observed notable consistency across participants’
narratives, lending confidence to the thematic validity of our findings.

Our participant pool skewed toward women and minority-gender individuals. Our sample also
reflects sampling trends in HCI research on emerging technologies, where participants tend to hold
college or graduate degrees and report high familiarity with digital platforms [217, 218]. While
this may limit the transferability of our findings, it enabled us to engage in-depth with participants
already accustomed to emotional expression in online settings.

Some degree of self-selection bias is likely, with several participants reporting they adjusted
privacy settings or posting behaviors to manage visibility. While minor inaccuracies in recall are
possible, they are unlikely to have interfered with the study’s core analytic goal.

Importantly, our focus on social media users who share emotional content excludes those who
do not—but who may still be subject to emotion recognition and intervention. Understanding the
perspectives of less expressive users is a direction for future work. Future research should also
examine emotion AI attitudes and perceptions among social media users across a wider range of
educational backgrounds, racial and ethnic groups, age cohorts, cultural contexts, and geographic
locations.

We particularly emphasize the need to engage social media users with mental health conditions.
Prior work has shown that people with eating disorders and other psychiatric diagnoses use social
media for emotional and social support [219, 220, 221, 222, 223]. Emotion analysis by platforms
in these online communities can lead to what Feuston and Piper call the coded gaze—a reductive
reading of vulnerable expression that can result in unwanted intervention. Future work should
investigate whether and how users’ attitudes toward automatic wellbeing interventions vary by
diagnostic status, especially for interventions targeting their conditions directly.
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3.4 Findings

We begin by examining participants’ predominantly negative attitudes toward automatic wellbe-
ing interventions on social media and the factors shaping those views. While some expressed
ambivalence—viewing interventions as potentially beneficial for others—participants remained
largely skeptical of the technology and uncomfortable with being personally subjected to it by
platforms. They emphasized concerns about the harms such interventions might introduce and
underscored the importance of individual control over whether one is targeted. We conclude our
presentation of results by highlighting specific qualities on which participants’ attitudes toward the
technology depended.

3.4.1 What Only Humans Can Offer

Participants’ negative attitudes stemmed from participant-initiated comparisons between wellbeing
interventions traditionally delivered by humans and imagined future interventions enabled by
emotion AI. A prevalent theme was the human versus AI dichotomy: participants questioned
whether AI could replicate certain attributes they deemed essential to wellbeing-supportive roles:
(1) helpfulness and authentic care; (2); personal and professional expertise; (3) moral integrity; and
(4) benevolence grounded in shared humanity.

3.4.1.1 Helpfulness and Authentic Care

Participants doubted the ability of automatic wellbeing interventions to deliver meaningful help
or genuine care. P1, who disclosed experience with mental illness, reflected on past experiences
searching for suicide-related information on Google: “If you Google like how to kill yourself or
whatever, or Google automatically served you just like the 1-800 like suicide hotline number, that
as someone who had been suicidal did not strike me as very effective.” They later added: “I don’t
know that a computer is able to serve the right information to help someone,” expressing skepticism
that algorithms could provide appropriate support in moments of distress.

Echoing the need for authenticity, participants reported uncertainty that an automatic wellbeing
intervention could offer support that felt genuine and personally helpful. As P5 remarked: “People
are people and an algorithm is an algorithm, right? It’s not looking to read and ignore like most
people. I make a private post on Tumblr, pretty much everybody either just casually hearts it to let
you know they’re there or ignores it completely because that’s uncomfortable. But the algorithm is
not there out of any form of interpersonal care, even if it’s been put there by a human being. I don’t
know if I could ever envision a world in which it was put there to genuinely help people, which is
me being a real cynic but why would they care? I don’t know.”
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Such reflections highlight how algorithmic interventions may feel impersonal, lacking the emo-
tional resonance of support offered by caring, trained humans—particularly for individuals living
with mental illness.

3.4.1.2 Personal and Professional Expertise

Participants expressed skepticism that AI-enabled wellbeing interventions could match either the
professional or personal expertise of human support systems. Regarding professional training,
participants emphasized the value of care from qualified human experts. As P3 noted: “I don’t
know, a therapist went to grad school for it. They’ve studied the thing.” P10 similarly remarked:
“I don’t think that’s appropriate...because I think it takes a lot of information and often a medical
professional to let someone know if they’re going through a particular, like a clinical problem, or
if they’re likely to have a clinical problem in the future.”

On personal experience, participants underscored the trust placed in friends and community
members during times of crisis and struggled to imagine extending that trust to AI. As P3 reflected:
“They also have a certain amount of community attached. I don’t feel like an AI could get
there...there’s a reason why you might sad Tweet about things but you, in the end, will still rather
call a friend and talk about it.” For many, the emotional needs these interventions aimed to address
were already met by empathetic, personally connected humans. As such, participants questioned
whether algorithmic alternatives were capable of fulfilling those roles and could ultimately be
welcomed. This skepticism may reflect our sample’s predominantly college-educated background,
as individuals with higher education tend to have more robust support networks [224].

3.4.1.3 Moral Integrity

Skepticism toward automatic wellbeing interventions on social media emphasized platforms’ pre-
sumed financial motivations. Unlike mental health practitioners who are held to ethical standards
of conduct that engender trust, platforms were viewed as lacking moral commitments and driven
instead by profit. This misalignment fueled cynicism that algorithmic interventions—and the plat-
forms that deliver them—could be trusted. As P5 voiced: “[I]t could be 100 percent innocent,
people who want to make people feel better, but I’m also a bit of a pragmatic, realistic person and
I know that there’s money in it, and they’ll do it for money regardless of where the idea originated
or where it came from.” Similarly, P2 questioned the primacy of ethical over financial incentives:
“I’m just not so convinced that the financial incentives of the companies are such that ... ethical
incentives would take priority.”

P9 echoed these concerns, stating: “I don’t think they could provide support to us to feel better.
I think like they just want us to, I think their goal is to earn money.” While P9 acknowledged that
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support might feel helpful in moments of loneliness, they remained wary of underlying motivations:
“I think it could make us feel nice I guess. But if there is a way that they are going to sell us a
product, I think that would change how we view, how we see them...At the end of the day it’s not
our family, our friends, so it’s not like genuine care. It’s just trying to sell you something.”

These reflections highlight how perceptions of commodification—of emotion, vulnerability, and
care—shaped participants’ negative views toward emotion AI-enabled wellbeing interventions. For
many, the involvement of profit-driven platforms fundamentally compromised the moral legitimacy
of any wellbeing intervention they might offer.

3.4.1.4 Benevolence through Shared Humanity

Participants questioned whether automatic wellbeing interventions could ever be received with the
same openness or trust as interventions offered by another human being. In contrast to benevolent
disclosures and interventions that take place within trusted relationships (e.g., with a mental
health professional or close friend), participants described algorithmic interventions as intrusive,
unsettling, and lacking in interpersonal resonance. As P13 put it: “If it was something about like
being sick or something, I don’t know. In one case, I feel like maybe it would be good because
maybe that will push you to go get it checked out, but at the same time, I’m like, that’s kind of...I
don’t know. Maybe going a little too far. Maybe it’s a little too intrusive.” Similarly, P5 said: “I
do certainly think there is a positive way in which that system could be used. I still think it’s kind
of creepy but...there isn’t an innocence in that sort of concept or an idea.”

Although some participants acknowledged the potential usefulness of automatic wellbeing in-
terventions, they emphasized that such interventions lacked the mutual understanding and moral
context that human interactions provide. Participants viewed human reciprocity as a core require-
ment for truly supportive care—something algorithms and the platforms that deploy them could not
embody. For example, P3 expressed discomfort that algorithmic systems lack not only personhood,
but the shared human experience that underpins moral resistance to unacceptable behaviors like
manipulation: “But an algorithm is a thing. It’s not a person and it doesn’t have wants or desires
or anything. It isn’t similar to you in the way that you both have a shared humanity. It’s more of a
thing, and that makes me uneasy. Because that means that thing in the wrong hands can do a lot
of damage. It’s not a person.”

Participants felt that authentic support requires emotional compassion and relational intent—
qualities grounded in the shared element of humanity. As P1 noted: “It feels really impersonal. I
don’t know. I think it takes more, I think it takes real empathy from a real person as opposed to
some generic advice and I don’t think just giving someone a 1-800 number or even just talking to
a stranger on suicide hotline is really the best intervention long term.” Echoing this sentiment, P3
remarked: “...it’s good to be accurate [with recognizing and predicting emotions], but there’s no
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humanity in it, right?”
These reflections suggest that participants did not simply reject emotion AI-enabled wellbeing

interventions on social media because of technical limitations or privacy concerns—they questioned
their very legitimacy as care. Without shared humanity, algorithmic interventions were perceived
to fundamentally lack the moral reciprocity and benevolence that underwrite the trust required for
support to be experienced as genuinely helpful.

3.4.2 Emotion AI Uses for Social Good

Some participants differentiated between their personal discomfort with automatic wellbeing inter-
ventions and a cautious openness to their potential social value. With reservations, a minority of
participants envisioned these technologies as a possible social good—especially when conceptual-
ized as benefiting others. In these cases, participants imagined emotion AI interventions as useful
in three domains: (1) supporting academic research; (2) increasing access to wellbeing support;
and (3) preventing egregious harm. These potential use cases were not prompted by interviewers
but emerged organically during discussion. Even when voicing tentative support for such uses, par-
ticipants stressed that emotion data collection and subsequent interventions should be transparent
and consensual.

3.4.2.1 Supporting Academic Research

Several participants expressed conditional support for automatic wellbeing interventions if they
were developed and used by researchers. For example, P7 said “I would want that to be used
in research, and in mental health studies.” Participants conveyed greater trust in research-driven
interventions than those led by platforms. As P3 suggested: “I could trust a brand new person
creating this new app with neuroscience and psychiatrist research that has the data to be like, ‘Oh
yeah, I think this is going to help change the world.”’ Even participants otherwise resistant to
emotion data collection made exceptions for academic uses. P5 noted “if it’s being used to better
understand people’s brains or some sort of medical or academic level, I could see where that would
be fine.”

These more favorable attitudes are consistent with prior work showing that some users—
particularly those who are college-educated or already enrolled in research studies—are relatively
comfortable with academic uses of social media data [225]. Our own sample, also predominantly
college-educated, likely contributed to this pattern of greater trust in academic researchers.

Still, participants emphasized that such research should be transparent and voluntary—where
individuals provide informed consent to both the emotion data collection and corresponding in-
tervention. P5 added: “I wouldn’t be okay with that being used without anybody’s knowledge
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because that’s just shady.” P7 similarly stressed, “I would want that information known to me as
the user.” In short, participants distinguished between exploitative and ethically grounded uses
of emotional inferences and related wellbeing interventions, with support contingent on awareness
and meaningful consent.

3.4.2.2 Increasing Access to Wellbeing Support

Several participants suggested that automatic wellbeing interventions could benefit social media
users without strong social support networks. For example, P8—while skeptical of emotion
inferences used for advertising—responded positively to its use in acute moments of distress:
“That feels more like the social good side of it...[if] someone is having an acute moment then this
platform can be used to actually provide resources that might help.” Participants recognized that
wellbeing interventions might serve as a lifeline for vulnerable users. P6 said: “there’s some people
that don’t have family to intervene and maybe that would be good for a person who does not have
anyone and they’re using social media as a cry for help.” P12 echoed: “You see kids on there and
they might have a problem. They need help.”

Even in these cases, participants maintained a distance between perceived social benefit and
personal acceptance: they acknowledged the potential for increased access to support but remained
hesitant to welcome such interventions for themselves. Future work could explore how access to
social support networks shapes attitudes toward emotion AI-enabled wellbeing interventions.

3.4.2.3 Egregious Harm Prevention

A commonly reported justification for automatic wellbeing interventions was the prevention of
serious harm such as suicide, violence toward others, or domestic terrorism. Participants considered
such purposes as legitimate contexts for intervention. As P11 remarked: “I think it could be a
very good thing...for people who are an immediate threat to themselves or others.” P8 likewise
considered that if someone is “searching about ways to commit suicide or ways to hurt someone...I
feel like the social good [matters because] someone’s bodily safety is at risk.”

P6 took this further, suggesting that such tools could help prevent school shootings by prompting
timely intervention: “we need to monitor posts a little more closely...if there’s somebody who’s
vaguely talking about a school shooting or something...we need to sometimes be responsive, and
not just take someone at their word, because someone’s word may not express exactly what they’re
about to walk out the door and go and do.” Here, P6 invoked a public safety rationale to justify
limited surveillance of social media to prevent acts of domestic terrorism such as school shootings,
implying a tension between urgency and accuracy.

In summary, some participants imagined automatic wellbeing interventions on social media
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more positively when considering their collective benefit rather than personal impact. This shift,
however—where social good supersedes individual concerns—was still contingent on meeting
minimum standards like transparency and consent. Future research should examine these boundary
conditions more closely, especially how trust and perceived legitimacy vary by personal and societal
frames.

3.4.3 Emotion AI’s Potential for Harm

When considering automatic wellbeing interventions on social media, most participants maintained
negative attitudes—especially when reflecting on the potential impact on others. Chief among their
concerns were the various ways these interventions might introduce harm and the need for both
individual and external controls to mitigate those risks.

3.4.3.1 Potential Harms

Participants identified a broad range of possible harms, including risks of re-traumatization, the
spread of inaccurate health information, inappropriate surveillance, and interventions based on
faulty predictions.

Some expressed concern that the interventions themselves could provoke negative emotional
reactions like anger, frustration, or distress in already vulnerable individuals. P10 offered a vivid
example: “Like, it could help people. It could also make people more angry that a machine is telling
them, ‘Hey, you sound angry. Please call this number.’ Like, ‘All right, machine. Calm down. Leave
me alone.”’ This reaction highlights the risk of re-traumatization through impersonal or poorly
timed interventions. Others worried that if emotion-based interventions became commonplace on
social media, people might mistake them for credible medical advice. P7 warned: “It just feels like
it’s going to put information into the hands of uneducated people who are then going to assume
that Facebook is accurate... I feel like it’s going to lead to people...overreacting.” Here, concern
centered on misinformation and overreliance, particularly among those with less health literacy.

Participants also expressed unease about surveillance infrastructure and the risk that such data
could be misused—especially by third parties such as parents, employers, or government entities.
P3 questioned: “But again are there parents wanting to use that to monitor their kids? I understand
that but I just don’t think it would be good to try to...I just feel you’ll do more harm than good
but that’s my fear.” Participants recognized that emotional monitoring systems could enable
surveillance overreach and invite ethically questionable re-purposing of the gathered information,
particularly for vulnerable users like children.

Finally, the risk of inaccurate predictions—especially in high-stakes contexts—surfaced as a
serious concern. P6 reflected: “Maybe it would be very helpful, but at the same time there could be
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a fine line because what if you’re insinuating something else and you end up investigating someone
for something that has nothing to do with what you were thinking they were talking about.” In these
cases, participants raised concern that the danger wasn’t a lack of intervention, but the possibility
of false positives leading to misidentification or punitive outcomes.

Taken together, these accounts show that participants imagined a broad spectrum of harms—both
interpersonal and systemic—stemming from emotion AI-enabled wellbeing interventions. These
perceived risks reinforce the need for robust safeguards and accountability mechanisms.

3.4.3.2 Individual and External Bounds

Agency and consent emerged as non-negotiable conditions for ethical deployment. Across the
board, participants expressed discomfort with automatic wellbeing interventions that limited the
choice architecture for individual control or lacked external regulation, particularly in consideration
of the power differential between platforms and users. As P2 put it: “Assuming that the intervention
was not forced intervention, I think it would be a good thing. If the intervention were forced, then
I would tend to say things have gone too far.” Participants like P2 stressed that any intervention
perceived as coercive—regardless of intent—crossed a moral boundary.

Some participants were willing to cautiously support automatic wellbeing interventions under
narrow conditions—particularly when oriented toward crisis support—but insisted that the inter-
ventions remain bounded and accountable. P8 reflected: “I think about it at an individual level.
I don’t like that idea. But when I think about [the] crisis that we’re in and like I think about
queer youth or whomever...if it helps people who are in that acute moment, then maybe I’m okay
with it, but I would want there to be like bounds on that.” Here, the distinction between private
discomfort and public crisis generates moral ambivalence: even when acknowledging potential
benefits, participants emphasized the need for limitations, transparency, and individual agency.

In sum, participants upheld their skepticism even when imagining broader social applications.
Whether targeting themselves or others, automatic wellbeing interventions were not seen as benign;
for such tools to be considered acceptable, participants stressed the need for both individual and
external constraints to reduce the likelihood of misuse and harm.

3.4.4 Conditional Trust and Acceptance

Although some participants rejected automatic wellbeing interventions categorically, others de-
scribed specific qualities that might render such interventions more acceptable. We identified three
conditions that shaped participants’ trust and comfort: (1) accuracy; (2) contextual sensitivity; and
(3) positive outcomes.

32



3.4.4.1 Accuracy

Participants emphasized the need for high accuracy. When the stakes of intervention are high,
mislabeling could result in more than just an inconvenience—it could cause genuine harm. P3
cautioned that if someone says “they want to die, that’s not always accurate... so if people are at
risk, for them to use that...will do more harm than good, that’s my fear.” The possibility of false
positives or oversimplified inferences generated deep concern among participants.

Related to accuracy was a desire for interventions to be relevant—to feel customized and
appropriate to one’s actual experience. P12 elaborated: “[You might be able to learn something
about yourself and about the condition too...As long as it’s a credible source...it might even help
you because maybe you’ve tried all these different medicines and remedies, and you’re not getting
anywhere. Now they have a new breakthrough, wow look at this. I’m always researching, and
always looking into new things. I would like that. It might be really good, it might help me.”

For participants, accurate wellbeing interventions enabled by emotion AI entailed not only
technical precision but relevant and actionable insights tailored to their specific personal conditions,
experiences, and goals. Insufficiency in these qualities may risk not only ineffectiveness but
potential harm.

3.4.4.2 Contextual Sensitivity

The acceptability of emotion AI-enabled wellbeing interventions hinged upon context. Interven-
tions perceived as non-intrusive, delivered timely, and appropriate to the domain (e.g., physical
health vs. mental health) were viewed more favorably. P7 illustrates this divide: “Let’s say I
have some rare medical condition and it shows me an ad for a clinical trial in my area, that could
save my life...but for some reason if it’s a mental health thing, that seems more slimy to me that
they’re advertising towards that, that they’re taking advantage of me. But if it’s like any other
health issue it doesn’t seem as slimy.” While some participants viewed any form of targeted health
advertising as inappropriate, others like P7 expressed more nuanced viewpoints that considered
ads-based interventions for less sensitive (e.g., non-mental health) conditions as potentially desir-
able. This example underscores the importance of contextual nuance: most participants rejected
blanket justifications for intervention, and instead expected situational calibration and sensitivity
to domain-specific norms as a condition for acceptance.

3.4.4.3 Positive Outcome

Participants’ attitudes also hinged on the intervention’s actual outcomes. Interventions that demon-
strably improved wellbeing were described as capable of shifting negative attitudes toward cautious
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acceptance. P7 offered a pragmatic take: “Because if it’s successful and I feel better, then I feel
like I can’t be upset about it.”

This trust, however, was not unconditional. Participants wanted assurance that interventions
would reliably deliver benefit and avoid unintentional harm. P10 proposed formal standards as
both safeguard and assurance mechanism: “As long as that support is...somehow certified or goes
through a process of guaranteeing that it’s not shitty so I feel worse, I think I could support that
use of data.”

These reflections suggest that participants’ openness to emotion AI-enabled wellbeing inter-
ventions depends not only on technical performance, personal relevance, contextual sensitivity,
transparency, or consent. Such qualities may help earn initial trust, but it is positive, tangible
impact—whether individuals actually benefit—that sustains it through the felt legitimacy of out-
comes. Without that assurance, participants viewed automatic interventions as morally tenuous and
socially unproven. Trust in emotion AI wellbeing interventions cannot not be presumed or measured
by technical function alone—for legitimate acceptance, it must be earned through demonstrable,
validated, and meaningful benefit.

3.5 Discussion and Conclusion

This study explored how social media users perceive and evaluate automatic wellbeing interventions
powered by emotion AI. By centering the perspectives of those whose emotions are subject to
mining, inference, and intervention, we illuminate how such systems are received not merely
as tools for wellbeing, but as moral actors—embedded in power structures, laden with intent,
and capable of profound human impact. Participants expressed deep skepticism toward these
interventions not only due to concerns about technical performance or data protection, but because
such systems were seen as fundamentally incapable of providing the relational, contextual, and
moral depth that genuine care demands.

As our findings demonstrate, participants implicitly treated trust as a normative threshold,
earned under narrow conditions of acceptability: demonstrable benefit, contextual sensitivity, and
credible governance. While participants questioned whether platforms that commodify attention
and affect could ever act with the benevolence, expertise, and moral integrity required to genuinely
support users’ emotional lives, some acknowledged the potential for emotion AI interventions to
promote social goods—such as expanding access to crisis resources and supporting mental health
research—if deployed with transparent intent, voluntary participation, and strict constraints on use.

Harms such as those stemming from misclassification, retraumatization, surveillance creep, and
agency loss should be anticipated and preemptively mitigated—especially in social media contexts
where consent, even when offered, operates as procedural theater within coarse-grained choice
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architectures and opaque data regimes.
Participants’ views varied regarding what specific uses of emotional data were appropriate,

underscoring the need to accommodate divergent thresholds of acceptability. Across these dif-
ferences, fine-grained controls and meaningful transparency were seen as essential to preserving
dignity, enabling users to retain moral agency even when systems infer, act upon, or intervene
in their emotional lives. Our findings indicate that respect for divergent individual needs entails,
at minimum: clearly communicating what is inferred, offering granular consent options for how
emotional data may be used, providing feedback channels and access to redress, and embedding
external safeguards to prevent misuse.

Ultimately, participant perceptions of emotion AI wellbeing interventions on social media
reflect a demand for system legitimacy. Their skepticism was not rooted in technophobia or
misunderstanding, but in a clear-eyed recognition that interventions targeting the intimate terrain
of emotional experience must meet a higher moral standard of justification—one that begins not
with what systems can do, but with what people have reason to accept.
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CHAPTER 4

Emotion AI in Hiring: Values Underpinning
Technosolutions to Labor Problems1

4.1 Introduction

Emotion AI hiring services are entering the commercial marketplace with growing force, offering
organizations the promise of greater predictive power and control over employment outcomes
[226, 227]. What are the implications of emotion AI in hiring for our socio-technical futures?
Technologies are not neutral tools; they reflect and reinforce moral and political human values
[228], shaping not just what is but what should be [229]. By examining how values are negotiated
and materialized in technology development and deployment, we can better understand how systems
impact societal priorities [230, 231]. Hiring platforms are key actors in the promotion and adoption
of emotion AI. To surface the normative assumptions driving these deployments, we applied a
values-based lens [230, 231] to the promotional materials of 229 emotion AI hiring services to ask:

What organizational problems do emotion AI hiring services claim to solve? How do
they purport to solve them? And what values underlie these promoted uses of emotion
AI?

Our analysis yields four key insights:

1. Problem Framing: Emotion AI hiring services promote their technology as a solution to
three core organizational challenges: hiring (in)accuracy, (mis)fit, and (in)authenticity.

2. Legitimization Strategies: These services legitimize their technosolutions by aligning them
with dominant corporate ideals, presenting emotion AI as a rational response to inefficiencies
in human judgment.

1This chapter is based on: Kat Roemmich, Tillie Rosenberg, Serena Fan, and Nazanin Andalibi. 2023. Values
in Emotion Artificial Intelligence Hiring Services: Technosolutions to Organizational Problems. Proc. ACM Hum.-
Comput. Interact. 7, CSCW1, Article 109 (April 2023), 28 pages. https://doi.org/10.1145/3579543. This material is
based upon work supported by the National Science Foundation under Grant No. 2020872.
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3. Operational Mechanisms: They claim to address these problems through two primary
mechanisms: the automatic extraction of a candidate’s affective value—enabling the al-
gorithmic commodification of emotional labor—and the automatic exclusion of candidates
based on informational asymmetries and inferred psycho-biological traits.

4. Underlying Values: Finally, we identify the core values promoted across these services as
techno-omnipresence, techno-omnipotence, and techno-omniscience. Emotion AI is posi-
tioned as not just a tool, but a moral imperative—the only entity capable of truly resolving
hiring’s deepest challenges.

4.2 Background and Related Work

We begin by outlining the role of emotion in hiring, followed by a review of relevant literature on
AI in organizations, workplace management technologies, and critiques of AI use in hiring.

4.2.1 Emotions in Hiring

Hiring is fundamentally interpersonal and emotionally charged [232]. Employers rely on a range of
signals to assess candidates’ human capital, social capital, and demographic characteristics [233,
234], which in turn shape their perceptions of interior traits such as competence, motivation, and
emotional disposition [235, 232]. These perceptions are often informed by implicit or explicit
stereotypes, group-level assumptions, and personal experience [232]. Rivera’s concept of “emo-
tional energy development” describes how the emotional energy interviewers feel toward candidates
modulates hiring decisions—not only do employers seek qualified candidates, but they are drawn
to those who excite them and with whom they imagine forming close personal and professional re-
lationships [232]. In many cases, interviewers describe the emotional experience of the interaction
as the most decisive factor in evaluating a candidate.

Emotional dynamics also influence candidates’ behavior. Applicants attune themselves to
interviewers’ affective responses, using that feedback to navigate the hiring process, such as to
negotiate salary offers [232]. Positive or negative emotional cues—excitement, boredom, tension—
can tilt outcomes in either direction. Thus, emotional signaling is bidirectional and strategic:
both employers and candidates use it to assess fit, express preferences, and exert influence over
employment outcomes.

By automating or displacing these emotionally laden interactions, emotion AI hiring systems may
fundamentally alter how emotions function during the hiring process. Their one-sided design and
algorithmic opacity risk severing the mutual, adaptive feedback loop that characterizes conventional
hiring encounters.
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4.2.2 AI in Datafied Organizations

Organizations are increasingly adopting emotion AI as part of human capital and talent management
strategies, aiming to automate or augment hiring decisions [226]. Emotion AI now appears across
the recruitment pipeline: from algorithmic sourcing and matching [236], to automated screening
[237], to fully integrated hiring platforms [238].

These data-driven systems rest on ideological claims about how work should be organized and
which workers are desirable [239]. As Ajunwa et al. show, automated hiring platforms afford
a “managerial frame” in which workers are rendered fungible—on-demand, interchangeable, and
easily redeployed across job tasks and organizations [238]. Studying the perspective of technology
providers is therefore essential for understanding how data-led practices are legitimated and spread.

Emotion AI in hiring must be situated within these broader logics of workforce datafication.
Its claims to assess fit, authenticity, or potential are embedded in larger strategies of optimization,
efficiency, and control. Yet these systems do not operate neutrally: workplace surveillance and
data extraction disproportionatelly target and harm marginalized groups, reinforcing racialized and
gendered hierarchies of visibility and risk [240, 241, 242]. As Fourcade and Healy note, datafied
classifications reflect the values of dominant actors, encoding political and moral judgments about
what kinds of behavior—and by extension, what kinds of people—are desirable [242].

Building on this work, this study examines how emotion AI in hiring reflects and reinforces
these moral and political dynamics, bringing questions of power, legitimacy, and accountability
into sharp relief.

4.2.3 Workplace Talent Management

The use of emotion AI to infer the emotions and affective states of employees and job candidates
continues a long-standing organizational preoccupation with accessing workers’ inner lives. The
roots of personnel selection in industrial and organizational (I/O) psychology can be traced to early
twentieth-century figures such as Walter Dill Scott and Hugo Münsterberg, whose work was shaped
by Darwinian ideas of “survival of the fittest” [243].

By the early 1900s, U.S. employers were collaborating with I/O psychologists to extract psycho-
logical insights about workers—seeking indicators of loyalty, emotional stability, and interpersonal
compatibility [244]. Instruments like the Minnesota Multiphasic Personality Inventory (MMPI)
became widely used to evaluate candidates not only for personality traits (e.g., neuroticism), but
also for conformity to health norms and gendered behavioral expectations [245, 246].

Despite longstanding concerns about the fairness, validity, and discriminatory potential of such
assessments [247, 248], I/O psychology has remained deeply embedded in workplace decision-
making. The integration of emotion AI into these systems reflects a contemporary digital trans-
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formation of this tradition—one in which affective data is harvested and analyzed to guide hiring,
promotion, and personnel management decisions at scale [249].

4.2.4 Criticisms of Algorithmic Hiring

A widely cited Harvard Business Review report warns that AI hiring systems may infer protected
attributes such as physical or mental disability in discriminatory ways, all while lacking scientific
rigor or mechanisms to ensure fairness across protected groups [250]. The authors highlight a
lack of “convincing hypotheses or defensible conclusions” around the validity or ethics of inferring
psychological traits from physiological data for hiring purposes, and question whether existing U.S.
laws are adequate to address the discriminatory risks these tools pose.

Much of the public discourse has focused on demographic bias. A 2018, Reuters investigation
revealed that Amazon’s internal talent systems systematically disadvantaged women, sparking
renewed debate over how machine learning systems reflect and amplify existing inequalities [251].
This led to an explosion of technical research on mitigating algorithmic bias, especially through
dataset diversification and model debiasing strategies [252, 253, 254, 255]. However, many scholars
remain skeptical that technical solutions alone can resolve these structural harms [256, 257].

Lee distinguishes between explicit and implicit algorithmic biases, noting that while explicit
discrimination may be addressed through legal or policy intervention, implicit forms are harder to
detect, mitigate, and redress—particularly when rooted in broader social inequities [258]. Similarly,
Nakamura critiques how AI systems trained on internal, non-representative data may perpetuate
ableist assumptions and exclude disabled applicants. Crucially, this opacity operates as a feature
rather than a bug for organizations, allowing for plausible deniability in the face of discriminatory
outcomes [259].

In response to criticism, many AI hiring vendors claim to implement bias mitigation strategies
and publish documentation describing their approaches. Yet empirical studies reveal troubling gaps
in transparency. Raghavan et al. analyzed disclosures from pre-employment assessment vendors
and found that most offer vague, unverifiable claims about fairness, dataset composition, and model
validation [257]. When debiasing methods are discussed, they often involve simplistic interventions
such as removing features correlated with protected categories—without addressing the deeper
methodological demands of anti-discrimination law. The authors argue that voluntary, outcome-
based debiasing is insufficient and call for policy frameworks to govern algorithmic fairness in
hiring. Building on this, Sanchez-Monedero et al. show that U.S.-based vendor practices often fail
to meet European legal standards, and suggest that the U.K.’s regulatory approach offers a useful
model for addressing transparency concerns in hiring-related algorithmic discrimination [260].

Scholars have linked emotion AI applications to pseudoscientific traditions such as physiognomy
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and phrenology, warning that these technologies revive discredited methods of inferring character
from appearance and are capable of reproducing structural discrimination at scale [261, 262, 263].

While these critiques are vital, there remains a need for systematic and empirical analysis of
what emotion AI hiring vendors actually claim—and what values those claims encode. Adopting
methods from prior vendor-facing studies [257, 239, 260], we address this gap in critical AI research
to interrogate the moral and political assumptions embedded in emotion AI hiring systems.

4.3 Methods

Technological systems shape the possibilities and expectations of those who interact with them
[229]. To understand the values underpinning the uses of emotion AI in hiring, we turned to
the public claims made by emotion AI hiring vendors on their websites. Despite the challenges
of studying opaque organizational systems, recent scholarship demonstrates that vendor-facing
materials offer a rich window into industry practices, ideologies, and imagined futures [257, 260,
263].

We conducted an in-depth content analysis of 229 emotion AI hiring services, analyzing how
these vendors describe the problems they aim to solve, the mechanisms they employ, and the values
they promote. Following Shilton’s work on sociotechnical systems, we treat content analysis as a
well-suited method for identifying not only which values are present, but where they are located—
whether embedded in technical mechanisms, operational goals, or public-facing narratives [264,
229]. Our approach remains analytically descriptive, focusing not on whether these values are
inherently “good” or “bad” but on how they operate within the sociotechnical imaginaries advanced
by emotion AI hiring vendors [265, 231]—laying critical groundwork for future work to evaluate
the legitimacy and desirability of these values, particularly as they inform systems with profound
consequences for human dignity, agency, and opportunity.

4.3.1 Data Collection

Data collection proceeded in three stages: (1) identifying commercially available emotion AI
hiring services and their websites; (2) reviewing each site to determine inclusion eligibility; and
(3) compiling website content for analysis.

Identifying Emotion AI Hiring Services

We began by consulting four platforms: Crunchbase, a startup directory referenced in prior AI
hiring studies [257], and three enterprise software review sites—G2, TrustRadius, and Capterra.
Our initial Crunchbase queries used keywords including emotion recognition, affect recognition,
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emotion AI, emotional AI, emotion AI, emotional artificial intelligence, sentiment analysis, emotion
detection, affect detection, and emotion analytics. These searches returned limited results and
failed to identify known vendors (e.g., Retorio), which had been previously cited as using biometric
inferences in recruitment contexts [266].

To investigate further, we manually searched Crunchbase for several vendors known to em-
ploy emotion AI but found their listings used broader labels such as “Artificial Intelligence” or
“Machine Learning.” For example, Retorio’s profile made no mention of emotion inference capa-
bilities, despite its website describing “behavioral analytics AI” that “reveals soft skills” through
“psychological science.”

This led us to a critical observation: vendors tended to avoid explicit reference to emotion
AI, instead using vague or euphemistic language to describe affective inference—obfuscating their
classification as emotion AI vendors. Across multiple vendor websites, we observed the consistent
use of non-standard, non-technical terms to describe emotional or psychological assessment capa-
bilities. As a result, search strategies relying on canonical emotion AI terms were insufficient to
systematically identify relevant vendors.

Applying Inclusion Criteria

Given these challenges, we pivoted to a broader strategy. We first assembled a comprehensive
list of commercial Human Resource software vendors from Crunchbase, G2, TrustRadius, and
Capterra. We then manually reviewed each vendor’s website for two inclusion criteria: (1) the
product marketed itself to hiring organizations as informing hiring decisions; and (2) it made claims
to generate inferences about a candidate’s emotions or other affective phenomena.

To identify relevant vendors, we collected entries tagged under categories including HR An-
alytics, Workforce Analytics, Employee Engagement, Employee Recognition, Performance Man-
agement, Recruiting Software, Talent Management and Talent Intelligence. This yielded an initial
dataset of 3,195 unique vendors.

Dataset Compilation

The dataset was divided among four researchers, each of whom manually reviewed assigned
websites using the inclusion criteria above. Non-English sites were excluded. Between May and
July 2021, this process produced a final dataset of 229 commercially available emotion AI hiring
services.

Website content for each vendor was captured as PDF files using a browser extension and
imported into a qualitative coding environment for analysis.
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4.3.2 Data Analysis

Three team members analyzed the website content of the 229 emotion AI hiring services, focusing
on the claims vendors made about their technologies.

Values can emerge in how technologies define a problem, propose solutions, and interact with
stakeholder assumptions [231, 267]. Although values manifest throughout development and design
processes [229], we follow a functionalist perspective in treating values as inferable from a system’s
intended use—its practical end [268, 269]. Because values are not directly observable, they must
be interpreted from language, symbolism, and narrative framing [270]. Our analysis therefore
centered on the language used in vendor claims, interpreting how emotion AI technologies are
framed and justified in hiring contexts.

Given the discursive, power-laden nature of these claims, we adopted an interpretivist analytic
approach grounded in constructivist and feminist epistemologies [271, 272]. The use of inter-rater
reliability (IRR) metrics is inappropriate for this kind of qualitative analysis where codes are a part
of the interpretive process rather than the empirical product [273]. Our goal was not to catalog
claims at face value, but to interrogate how these claims operate within broader sociotechnical
imaginaries. Vendor discourse reflects the perspectives of powerful actors designing systems for
other institutions of power [267]—namely, hiring organizations. Coding without interpretation
risks replicating these imbalances and legitimizing the very assumptions under critique [274, 273].

To ensure analytic depth and reflexivity, the first author conducted open coding on a randomized
subset of sites, developing a preliminary codebook organized by the type of claim. This initial
codebook was reviewed collaboratively by the team to build shared understanding. The remaining
data were then divided among three researchers, who independently conducted close, line-by-line in
vivo coding using language directly drawn from vendor claims. This choice served to both preserve
semantic nuance and to minimize interpretive divergence during early-stage analysis [275].

The first author met with the research team weekly to discuss emergent concepts and document
thematic patterns. As themes stabilized, we refined the codebook and conducted axial coding,
grouping open codes into broader conceptual categories. Interpretive differences were reconciled
during weekly discussions by collaboratively interpreting relationships among recurring themes
and adjusting category boundaries to reflect agreement [276]. Once axial coding was complete,
the first engaged in selective coding to delimit codes [276], consolidating the analysis around the
core question of how emotion AI hiring services promote their technologies’ intended use.

4.3.3 Limitations

Our analysis has several important limitations. First, identifying emotion AI hiring services was
complicated by the vague and inconsistent language vendors use to describe their technologies.

42



Because our inclusion criteria relied on subjective interpretation of publicly available website
claims, it is possible that some services were misclassified as using emotion AI. To mitigate this
risk, we only included vendors whose websites explicitly referenced the measurement or inference
of emotions or related affective phenomena. Nonetheless, some vendors may have been excluded
if they were not listed on the review platforms we consulted or if their language did not meet our
inclusion criteria.

Second, while our qualitative coding processes prioritized interpretive rigor, our reliance on
subjective textual interpretation introduces some degree of analytic variability. However, our
collaborative coding procedures and iterative codebook refinement were designed to ensure internal
coherence and thematic saturation across the dataset.

Lastly, this study analyzes vendors’ promotional discourse. The values we identify reflect the
desired uses as articulated by vendors—not necessarily the values that emerge through real-world
implementations. These claims are shaped by commercial incentives and by the presumed values
of client organizations [267]. As such, they should be interpreted as expressions of aspirational or
strategic positioning—not as direct evidence of use, impact, or user experience. Future work could
build on this analysis by examining how vendors respond to critical scrutiny—whether by modifying
claims, acknowledging limitations, or altering product design. Further research might also explore
how hiring organizations interpret and implement these tools to offer a deeper understanding of the
gap between vendor imaginaries and organizational practice.

4.4 Findings

Values in technology emerge not in abstraction, but in the practical ends technologies are designed
to achieve: the problems they purport to solve and the higher-order goals to which those solutions
contribute [268]. Our analysis reveals how emotion AI hiring services frame their offerings as
technosolutions to three organizational problems: hiring (in)accuracy, (mis)fit, and (in)authenticity.
For each, we unpack what the purported problem is, why it is framed as a problem, and for whom.
We then interrogate these framings to reveal: (1) the corporate ideals that legitimize emotion AI as
a means to address these problems; (2) the mechanisms by which emotion AI hiring services claim
to solve them; and (3) the core values embedded in the uses of emotion AI they promote.

Across these cases, we find that emotion AI hiring services purport to create and extract
what we term a candidate’s affective value—transforming emotion, behavior, and inferred internal
states into data points that can be evaluated and acted upon. This process enables the affective
commodification of job candidates, whose inferred psycho-biological data becomes asymmetrically
visible to employers and actionable in ways that reinforce organizational control. The services’
legitimacy hinges on their alignment with corporate ideals including data-driven decision making,
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continuous improvement, precision, loyalty, and stability. Ultimately, we identify three interlinked
values that undergird the role emotion AI is cast to play in hiring: techno-omnipresence, techno-
omnipotence, and techno-omniscience—positioning emotion AI as the singular authority capable
of solving hiring’s most intractable problems.

4.4.1 Hiring (In)accuracy

The most prominent claim made by emotion AI hiring services is that their technology improves
hiring accuracy. ZappyHire, for instance, claims that its AI video interview platform will “Improve
Your Hiring Accuracy by 72%” through analysis of candidates’ personal traits, enabling employers
to “make the right hiring decision with the right data points.” Such claims frame emotion AI as a
technosolution to the problem of hiring inaccuracies.

According to these services, hiring accuracy is achieved when decisions are (1) objective, (2)
unbiased, and (3) intelligent way. Each of these criteria is operationalized in specific and revealing
ways.

Objective Hiring. Emotion AI hiring services claim objectivity not in the neutrality of their
inferences, but in the automation and standardization of their evaluation processes. The argument
is twofold: that automatic systems apply identical parameters to all candidates, and that these
parameters themselves are intrinsically objective.

For example, HiredScore (partnered with the emotion AI provider Pymetrics) offers a “highly-
accurate candidate scoring” to “enable a future where hiring is efficient and fair” by ensuring “all
people are evaluated the same for the same jobs.” Similarly, FaceCode claims its interview platform
“combines objective, standardized evaluation parameters with AI-based insights” to deliver “the
most accurate and effortless interview reports ever...to help you make the right decisions.” Yet this
commitment to objectivity is immediately undercut by platforms such as Eightfold.ai, which promise
that “every configuration and product feature” can be optimized to suit the hiring organization’s
preferences. Such customization exposes the moral and political stakes of these ostensibly neutral
parameters: as Bowker and Star argue, classification systems embed power [274]. When either
employers or hiring platforms define what counts as “fit,” “effort,” or “engagement,” and emotion
AI enforces those definitions at scale, subjectivity is not eliminated—it is systematized.

Unbiased Hiring. Emotion AI vendors claim to eliminate bias—not through debiasing algo-
rithms, but by removing human labor from the hiring process. Hiring decisions made by people
are portrayed as subjective, error-prone, and driven by guesswork. Emotion AI, in contrast, is cast
as a neutral evaluator.
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Elevatus, for instance, urges employers to adopt its AI video interview service to “start making
decisions based on reliable data, rather than guesswork.” Similarly, the employee engagement
platform Bob promises to help organizations “base management decisions on evidence, not as-
sumptions” through its predictive analytics service which profiles individual employees for risk
of burnout or attrition. iMocha claims its facial and voice analysis of pre-employment assess-
ments identifies “suspicious activity” and scores candidates’ “emotional intelligence” in a way
that “eliminates human error in grading,” thereby ensuring evaluations are “valid and reliable.”
These narratives depict imperfect human decision-makers as the source of hiring inaccuracy—bias
embodied. By displacing them, emotion AI is positioned as the path to fairness in hiring.

Intelligent Hiring. Finally, emotion AI hiring services bolster their objectivity and fairness
claims with invocations of intelligence. Reejig, for example, describes its a talent management
software which profiles and shortlists candidates based on inferred “soft skills,” describes its system
as a “mastermind” that provides “infinite intel” to support unbiased succession planning. Here,
intelligence refers not to human-like reasoning or skill, but to algorithmic capacity: the ability to
analyze and correlate vast datasets with speed and precision.

The talent platform retrain.ai offers a similar pitch: “accurate matching algorithms” that “gen-
erate useful, validated, unbiased and actionable workforce intelligence” by combining data on
people, jobs, and training programs. These systems claim to be able to see what humans cannot,
and reveal that hidden knowledge to employers.

4.4.1.1 Corporate Ideals: Data-driven Decision Making and Continuous Improvement

In promoting the use of emotion AI to achieve hiring accuracy, vendors appeal to corporate ideals
of data-driven decision making and continuous improvement. More than mere marketing gloss,
these ideals function as legitimating frameworks that render the technosolution both desirable and
normatively imperative.

Jive, a people analytics and productivity platform that deploys continuous sentiment monitoring
to maintain an “ongoing, real-time read on employee morale and engagement,” positions itself
as a corrective to hiring (in)accuracy. It claims to understand the frustrations of decision-making
based on “hunches, vague statistics and hindsight,” and invites organizations to instead puruse
“accurate, data-driven insight to guide your tactics, make timely corrections and better target your
efforts for maximum impact.” Here, data-driven insight is framed as the ideal condition for strategic
responsiveness. Similarly, iMocha emphasizes normative obligation: its emotion AI “should be
arranged for objectivity of scoring, and the elimination of personal judgment concerning correct
answers.” Such language reflects how vendors recast their services not only as tools for accurate
hiring, but as imperatives for achieving higher-order corporate ideals.
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To make data-driven decisions about human capital, organizations must first render human
traits measurable. Lattice, a people analytics provider that applies sentiment analysis to employee-
generated data, promises to “measure the health of your organization and take data-driven action
to increase productivity, decrease employee turnover, and build a winning culture.” Organizational
success here depends on the quantification of internal states like morale, motivation, or alignment—
features historically resistant to measurement but increasingly framed as tractable under AI analysis.
Human measurement thus becomes the precondition for human capital optimization.

JourneyFront, a vendor that infers candidate personality, values, satisfaction, and other internal
qualities from pre-employment assessments and video interviews, illustrates how the ideal of
continuous improvement underwrites this logic. Declaring itself the “World’s Most Accurate
Hiring Software,” JourneyFront asserts: “continuous improvement...if you can’t measure it, you
can’t improve it.” Improvement is not a passive effect, but must be actively pursued through
ongoing measurement, testing, and refinement. As the company explains, “our process constantly
tests, tracks, and makes changes that continuously improve your hiring process.” The imperative
to measure, improve, and repeat is both strategic and normative. As Jive puts it succinctly: “After
all, if what you’re doing isn’t improving your results, why do it?”

In short, emotion AI hiring services frame their offerings as necessary instruments for realizing
data-driven, ever-optimizing organizational systems. The aspirational corporate ideals to which
they appeal are cast as mandates—and by extension, the adoption of emotion AI both strategy and
ethical obligation for responsible organizations.

4.4.1.2 Mechanism: Creating Affective Value and Affective Commodification

To advance in hiring processes mediated by emotion AI, candidates must possess what we refer to
as affective value: the emotion-related data generated about job candidates that serves as a proxy for
their worth to both the hiring platform and the organization. Emotion AI hiring services construct
this value by automatically analyzing candidates’ affective expressions and inferring traits such as
engagement, enthusiasm, or emotional intelligence. Candidates whose affective profiles align with
encoded expectations are rewarded by progressing through the hiring funnel, while those who do
not are excluded.

For instance, JourneyFront promotes its “auto-score” feature, which ranks candidates based
on inferred emotional and affective traits, enabling organizations to “automatically filter qualified
candidates” and “save time and know where to focus efforts.” Similarly, Jabri, a video inter-
view provider that measures candidates’ “emotional and social aptitudes like interpersonal skills,
communication skills, and personality traits” invites organizations to use its “game-changing an-
alytics” to “discover their character,” and “review all critical personality skills important to [the]
organization.” In such cases, vendors promise that if organizations “measure what matters”—
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namely, the candidate’s affective value—they can automate accurate hiring by advancing those
deemed valuable and excluding those who are not.

This process depends on algorithmic assessments governed by opaque and proprietary rule-
sets which encode what count as desireable emotional expression and assign value accordingly.
In doing so, emotion AI hiring services introduce hidden evaluative standards into the hiring
process—standards that candidates cannot see, interpret, or contest. Affective value thus becomes
a gatekeeping function: a threshold candidates must unknowingly satisfy to be considered for
employment.

Once assigned, this affective value is commodified. Candidates are selected or rejected based
not only on qualifications but on the emotional and psychological traits extracted and quantified by
the system. Employment decisions—who is offered a job, who is deemed worthy of investment—
are made, in part, on the basis of a candidate’s fit with these algorithmically defined emotional
profiles. In this way, emotion AI hiring services transform candidates’ internal states into tradable
assets—commodities in a labor market increasingly governed by affective metrics.

4.4.1.3 Core Value: Techno-omnipresence

The promise that emotion AI can solve the purported problem of hiring (in)accuracy rests on a
claim to ubiquitous reach: the ability to be present and generate insights from anywhere, even
the once private interiority of a candidate’s emotional life, by analyzing vast data streams in ways
that are framed as objective, intelligent, and unbiased. In doing so, emotion AI hiring services
position themselves as essential and superior substitutes for human judgment, which is depicted as
too inherently limited, fallible, and bound to reliably make accurate employment decisions.

Legitimized by corporate ideals of data-driven decision making and continuous improvement,
this displacement of human discretion is framed as more than a competitive advantage—it is a moral
imperative. Emotion AI “should” be implemented, vendors suggest, precisely because it offers the
capacity to be present where humans cannot. This reflects what we term techno-omnipresence: the
conviction that emotion AI can—and ought to—be everywhere, reaching into interior domains pre-
viously inaccessible while simultaneously replacing human presence in evaluative roles. Emotion
AI’s expansive scope is both functional and redemptive, cast as correcting the inherent subjectivity
of human judgment.

QPage, an “AI Mock Interview Machine,” exemplifies these beliefs. The platform asserts:
“Picking out the right talent by conducting an interview seems like a job for everyone, or at least,
that’s what we all tell ourselves. In reality, however, choosing the right talent is well beyond
ordinary comprehension, and it should be left to professional software.” Here, human discernment
is portrayed as naive and insufficient, while emotion AI is cast as transcending cognitive limits
“beyond ordinary comprehension.” This rhetorical move reveals the deeper value animating
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emotion AI’s deployment to hiring contexts: a belief in its divine-like superiority, made manifest
in its presumed omnipresence.

By positioning themselves as the only viable path to hiring accuracy, emotion AI hiring services
reinforce a techno-omnipresent logic that both legitimizes the removal of human decision-makers
and naturalizes the mechanisms through which affect is quantified, commodified, and rendered
governable in the hiring process.

4.4.2 Hiring (Mis)fit

Emotion AI hiring services claim that “fit” is achieved when there is alignment between a candidate
and the organization across values, beliefs, character, and culture. A “misfit,” conversely, is a
candidate whose traits do not align. Misfits are framed as impediments to corporate efficiency—
sources of waste, hassle, and dysfunction in the hiring process.

HRPuls, a pre-employment assessment provider offering automated psychometrics services,
claims to detect both “conscious and unconscious motives.” By “identifying motivation and values
through cultural fit analysis,” HRPuls claims organizations can ensure that “talent matches the
company’s values.” To achieve this alignment, organizations must first quantify candidates’ internal
traits, and emotion AI hiring services position themselves as the only viable means to do so, given
their alleged ability to infer values, beliefs, and character from affect-laden data. For example,
Equalture, a vendor offering “neuroscientific gamification,” claims its technology can “hire the
best-fits without bias.” This requires first “validating” company culture by analyzing current
employees, and then assessing whether candidates objectively match that culture. Self-assessments
by applicants or hiring teams, Equalture contends, “will never be objective.” Here, automated fit
assessments are not just useful but normatively imperative. Equalture promotes the “principle of
hiring for culture fit” as the “#1 rising star in recruitment,” signaling its elevation to a hiring virtue.

This elevation is legitimized through the claim that hiring (mis)fits threaten organizational
efficiency. Ducknowl, a video interview platform that uses AI to measure soft skills, promises
more efficient hiring by filtering out candidates who look good on paper but “won’t fit well in
an organization” yielding “quick and hassle-free hiring results.” HireOnboard similarly claims
to “eliminate applicant mischiefs” by inferring candidates’ cognitive and personality traits to
automatically evaluate “culture fit.” The implication is clear: hiring misfits waste resources—
resources that emotion AI can preserve by eliminating the problem at its source.

These services promise that adopting emotion AI enables hiring managers to efficiently identify
and recruit only “fits,” excluding misfits with minimal effort. Humantic, an “AI with Emotional
Intelligence,” claims it can “convert 30% more top candidates” through bot-mediated assessments
of candidate communication and interviews, promising “data-driven candidate shortlists that take
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zero effort” by judging “culture fit without taking a test.” Similarly, Logi-Serve deploys interactive
simulations to infer personality and aptitude in order to “predict future performance” and “identify
top performers.” These offerings frame hiring for fit not only as a solution to misfit-induced
inefficiencies, but as a method of organizational optimization—delivering instant assessments that
require little to no human resources from the organization itself.

Altogether, emotion AI hiring services present themselves as the only credible solution to the
problem of hiring (mis)fits. By claiming to objectively assess the emotional and cultural alignment
of job candidates, they promise organizations the ability to automate fit determination and thereby
advance the imperative to hire only those who conform—efficiently, scalably, and invisibly.

4.4.2.1 Corporate Ideals: Precision and Loyalty

To solve the problem of hiring (mis)fits, emotion AI hiring services claim to offer precision at scale:
the ability to algorithmically detect the affective attributes that determine a job candidate’s fitness.
HireOnboard, for instance, promises that its AI assessments will “find the perfect fit for the job” by
measuring personality and cognitive ability, underscoring a promise of absolute precision. While
the notion of “fit” is framed as value-neutral and objective, claims about what comprises such a fit
(e.g., employee loyalty) reveal its alignment with corporate ideals.

HRPuls, for example, asserts that its AI-based psychometric and cultural fit assessments identify
candidates whose “motivation and values” match those of the company, yielding “higher produc-
tivity, satisfaction, and loyalty to the company.” Here, loyalty is no longer a variable to be observed
but an outcome to be engineered—precisely measured and optimized through the emotional cal-
ibration of the workforce. JourneyFront similarly asserts, “When a person is working on things
they are interested in they are more engaged, work hard, and stay at jobs longer,” concluding that
“measuring a person’s interests is a must” to achieve accurate job fit. Loyalty, by this narrative, is
neither earned nor negotiated, but pre-measured, pre-selected, and pre-packaged.

KQ analytics makes this logic explicit, communicating to hiring organizations that its services
allow them to remain “focused on building a high-performance organization that lives and breathes
your company’s values.” The affective traits assessed through emotion AI hiring services are thus
valued not just for their match to current organizational culture, but for their predictive loyalty to
that culture. Fit, then, becomes a proxy for compliant, devoted labor—a means of selecting workers
who will internalize and sustain organizational ideals without resistance or deviation.

4.4.2.2 Mechanism: Information and Psycho-biological Exclusion

To solve the purported problem of hiring (mis)fits, emotion AI hiring services identify “perfect”
hiring fits by excluding (mis)fits. RecruitPack, a predictive hiring software that claims to read
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candidates’ psychometric attributes and automatically rank them to “pick ’A-player’ candidates,”
illustrates this logic. Its system moves “forward only those with desired attitudes and culture fit,”
promising to “identify misfits in attitudes and values at the time of application.” Misfit exclusion
is thus cast as both necessary for hiring fits and desirable in its own right, sparing organizations
wasted time and resources. As RecruitPack bluntly states: “you can eliminate [misfits] early and
focus on the best candidates.”

We identify two distinct mechanisms through which exclusion operates: (1) information exclu-
sion, whereby candidates are denied visibility into the inferences used to evaluate them, and (2)
psycho-biological exclusion, whereby vendors frame fit as determined by immutable, biologically
grounded attributes.

Information Exclusion. In conventional, human-based assessments of fit, evaluation is mutual:
candidates and employers exchange information through dynamic interactions such as interviews,
each assessing whether values, culture, and expectations align. Emotion AI hiring services replace
this two-way process with an automated, one-sided assessment that excludes candidates from
participation.

While some vendors advertise candidate “developmental insights” or “coaching tools,” the most
consequential inferences—the ones that determine rankings, shortlists, or automatic rejection—are
not disclosed. Candidates therefore cannot contest or contextualize the judgments made about
them. ZappyHire, for example, promises employers they can assess candidates “even before [they]
speak to them,” offering robotic interviews and predictive scoring as tools to identify only those
who “matter.” Here, exclusion is not an unintended side effect but a marketed benefit: candidates
need not participate in defining fit, because employers are furnished with unseen, proprietary
evaluations.

The result is an intensified information asymmetry. Employers gain additional, hidden data
points with which to judge candidates, while candidates lose both the opportunity to assess orga-
nizational fit themselves and the chance to challenge erroneous or biased inferences. Exclusion by
design thus consolidates organizational power and further disadvantages jobseekers.

Psycho-biological Exclusion. A second mechanism frames fit as the manifestation of immutable,
psycho-biological attributes. Vendors frequently use the language of genetics and evolution to imply
that fit is innate rather than situational or socially negotiated.

HireMojo’s “Job Genome Project” makes this explicit, drawing a direct analogy between hiring
and genetic determinism. It claims that “historical, analytic and prescriptive analytics combined
with machine learning” yield novel answers to workforce problems, reimagining job fit as biolog-
ically quantifiable. Similarly, Jive suggests that its sentiment tracking services improve “culture
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fit while employees thrive naturally,” implying that dispositional alignment is both innate and
observable. HRPuls likewise claims its psychometric pre-employment assessments “select talents
that really fit” by enabling the capacity to “determine values and corporate cultural competence
by means of complex algorithms, evolutionary processes and computer linguistics”—a narrative
that naturalizes fit as an evolutionary inevitability.

To bolster these claims, vendors appeal to scientific authority. Good&Co, for instance, promotes
its “Proprietary Psychometric Algorithm (PPA)” as “steeped in decades of research into career
and individual differences literature on psycho-biological frameworks of personality” and “rooted
in neuroscience and behavioral genetics.” While these services are not literally sequencing DNA,
they strategically deploy biological metaphors and psychometric proxies to suggest immutability.
This rhetorical move lends legitimacy to exclusionary judgments by casting them as grounded in
science rather than preference.

Such appeals echo a controversial lineage of psychometrics long used to naturalize social
hierarchies and legitimize racist, sexist, and classist discrimination [277, 278]. By invoking
psycho-biological determinism, emotion AI hiring services recast exclusion as not only efficient
but natural, embedding discriminatory logics in technical systems while insulating them with the
aura of scientific rigor.

4.4.2.3 Core Value: Techno-omnipotence

The value underpinning emotion AI hiring services’ response to the problem of hiring (mis)fit
is what we term techno-omnipotence: the belief that emotion AI technology can—and should—
possess the power to determine hiring “fits” and exclude “misfits.” By design, these services remove
candidates’ agency to decide whether a job is a fit for themselves, replacing mutual evaluation with
automated determinations. As Good&Co puts it, their “intelligent, scientifically derived, and
probability-driven algorithms [will] match jobseekers with the culture that’s right for them.” In
effect, the authority to judge fit is transferred wholesale to algorithmic systems.

This belief in techno-omnipotence is reinforced by vendor rhetoric that imbues emotion AI
with quasi-divine power. “AI-powered” services routinely appeal to etchnical superiority to justify
the surrender of evaluative hiring authority. Jabri, for instance, invites organizations to “use the
power of Jabri’s digital video interview to discover their character.” Here, discovery is framed
as revelation—an act beyond human discernment—positioning emotion AI as uniquely capable of
exposing a candidate’s character and determining their fitness for job opportunities.

For hiring organizations, the attraction lies not only in outsourcing evaluation but also in sharing
in the power bestowed by these systems. Vendors promise that, by adopting their platforms, orga-
nizations themselves gain enhanced control over the workforce. Eightfold’s “talent intelligence”
platform promises clients the ability to harness “deep-learning AI to help each person understand
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their career potential, and each enterprise understand the potential of their workforce.” Recruit-
Pack similarly assures employers that its “unique blend of psychometric tools” enables them to
“quickly identify those with the can-do skills, will-do attitudes, and the fit-to characteristics for
your role and your organisation,” and to “secure [the best applicants] before your competitors
do.”

Such claims illustrate how the rhetoric of power serves a dual function: it legitimizes emo-
tion AI’s authority to define fit while promising organizations novel capacities for surveillance,
control, and domination over labor. By surrendering to the supposed superior power of emotion
AI, employers are told they will in turn wield greater power—able to “discover” candidates’ inner
character and “secure” loyal and compliant employees as means to gain or maintain competitive
dominance. In this way, techno-omnipotence displaces human judgment to reconfigure the dy-
namics of organizational control, embedding authority in systems that promise mastery over the
affective and biological dimensions of the workforce.

4.4.3 Hiring (In)authenticity

According to emotion AI hiring service claims, truth in hiring is achieved when organizations gain
access to a candidate’s interiority—when they can fully and deeply authenticate who a candidate
really is. Vendors claim their systems extract deeper insights about an individual’s disposition than
human observation can alone, offering full visibility into the authentic self. QPage, for example,
advertises automated psychometric assessments that “verify” the “deeper truth” about candidates.
Similarly, Reejeig promises organizations “full skills visibility” through “informed and accurate”
data-driven profiling to “power talent planning.” In such cases, authenticity is equated with the
completeness of algorithmically assembled profiles of a candidate’s disposition, claimed to reveal
the “full truth” of a person’s inner life.

To establish authenticity as a hiring problem, vendors frame candidates as untrustworthy, inau-
thentic, and prone to deception. Equalture, a provider of “neuro-scientific gamification” assess-
ments, asserts: “of course intelligence isn’t something you can fake; personality, however, is one
of the easiest things to fake.” The company explains why candidates might engage in such fakery:
“it’s indeed not smart to do, but you just want that job.” Here, candidate self-presentation is
dismissed as “fake,” justifying the use of emotion AI to penetrate surface impressions and uncover
a candidate’s “real” personality.

By adopting emotion AI hiring services, organizations are promised protection against deception
and inauthenticity. Ducknowl, for example, claims its technology allows employers to “find the
genuine candidate” and “avoid bait-and-switch situations.” Idwall likewise promotes its “face
match technology” as an automated solution to verify whether candidates are “really who they say
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they are”—an algorithmic verification that not only matches a person’s face for biometric identity,
but claims to read it to reveal the truth of who that person is beneath the surface—extending identity
authentication from 1:1 person matching into the domain of one’s interior disposition.

These claims position authenticity as a scarce and fragile quality that only emotion AI can reliably
secure. By framing candidates as inherently deception as positioning themselves as arbiters of truth,
emotion AI hiring services promise to solve the problem of inauthenticity by delivering employers
quick, scientific, and supposedly objective access to the candidate’s “real” inner self.

4.4.3.1 Corporate Ideals: Stability

Vendors appeal to the corporate ideal of stability to legitimize emotion AI as a solution to the
purported problem of hiring (in)authenticity. By framing candidates as fake and untrustworthy,
they position their technologies’ insights into interiority as a way to mitigate uncertainty and enable
stable, dependable hiring decisions.

FaceCode claims its self-described “most intelligent coding interview platform” allows em-
ployers to make “truly informed hiring decisions thanks to automated interview summaries with
AI-based behavioral insights.” Similarly, “rich profiles with deep insights,” promising that its
“deep-learning AI not only delivers a comprehensive understanding of workforce capabilities, but
also understands each individual’s capabilities, skills adjacencies, and demonstrated learnability
to provide a concrete, future orientation to talent strategy.” Such claims promise organizations sta-
bility: by truly “understanding” candidates, organizations can secure hiring decisions in predictive,
data-driven knowledge rather than uncertain human judgment.

Vendors tend to explicitly frame their services as a means to “mitigate the risk” associated
with inauthentic hires. Retorio claims its video interview platform “reveals hidden soft skills and
traits,...measures personality, and predicts future potential,” positioning measures of the worker’s
inner self as a basis for workforce stability. QPage dismisses conventional interviews as “rarely
predictive of success on the job,” offering its AI “Mock Interview Machine” as a more reliable
predictor of talent outcomes.

Across these examples, the appeal to stability rests on a simple equation: authentic candidates are
predictable candidates, and predictable candidates produce stable organization. RecruitPack makes
this logic explicit, promising adoptive organizations will avoid “those ‘bad hires’ who look good
at interviews but under-perform on the job.” Emotion AI hiring services thus present themselves
as a bulwark against labor uncertainty, offering the assurance of organizational predictability and
stability by claiming to reveal the “whole truth” of who candidates authentically are.
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4.4.3.2 Mechanism: Extraction of Affective Value

The mechanism by which emotion AI hiring services claims to solve hiring (in)authenticity is
extraction: drawing information about a candidates’ interiority beyond what they choose to disclo-
sure, and applying an affective valuation to assess whether candidates “really are” of value to the
organization.

The information extracted is not impartial but oriented toward organizational utility. What
emerges is a candidate’s affective value, where their worth is measured by how well their inner
traits—emotional and psychological traits, beliefs, values, and personality—align with the organi-
zation’s goals. Reejig, for instance, promises that by using emotion AI to “extract meaning” from
candidates, employers can “create their workforce of the future,” illustrating how extracted traits
are positioned as novel resources for organizational strategy. Similarly, eLamp, which claims to
infer “critical” and “soft skills” from “any document,” asserts: “getting to know one’s employees
better enables [organizations] to make decisions that are anticipated and better adapted to oper-
ational demand.” Here, knowing candidates better is not about mutual understanding but about
extracting organizationally relevant value to ensure stable and anticipatory decision-making about
human resources.

Even vendors under public scrutiny employ this framing. HireVue, which ended its facial
recognition-based emotion AI in 2021 following high-profile criticism [279], continues to generate
inferences from speech and text. At the time of data collection, its website urged organizations to
“Go Beyond Resumes” to reveal “what really matters” about candidates. By extracting unseen
affective traits, HireVue promised organizations the ability to “engage with the highest quality
candidates first.”

Across these examples, emotion AI hiring services frame extraction as the key to truth and
stability: by uncovering “what really matters,” they claim to identify candidates whose affective
value is highest and, therefore, most worthy of organizational investment.

4.4.3.3 Core Value: Techno-omniscience

The core value underpinning emotion AI hiring services’ solution to hiring(in)authenticity is a
belief in techno-omniscience: the belief that emotion AI possesses the capacity for all-knowing
intelligence, uniquely capable of revealing who a person truly is, and that its superior knowledge
ought to be used to secure authenticity in hiring.

This value rests on two linked assumptions: first, that a person’s interior states and traits
constitute their authentic, complete self; and second, that employers have a legitimate interest in
accessing that authentic self to determine candidacy. In this framing, authenticity can only be
gleaned by transgressing “beyond” what a candidate willingly shares. Instead, emotion AI claims
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the authority to penetrate beyond self-presentation, asserting a unique and supreme capacity to
truly know the individual.

Adoreboard exemplifies this logic through its “Emotics” platform, which classifies “over 24
emotions from any text” and promises to solve the problem of hiring (in)authenticity “by revealing
the ‘Unknown Unknowns’ of...Employee Emotions” to deliver actionable “business answers.” Here,
the implicit claim is that only emotion AI can transform hidden, otherwise inaccessible truths into
usable knowledge—an epistemic authority unavailable to human judgment.

In this way, emotion AI hiring services’ technosolution to (in)authenticity presupposes and
promotes a belief in techno-omniscience, whereby AI does not merely assist human evaluation but
transcends it, supremely capable of extracting and knowing the authentic self in full.

4.5 Discussion

Ethics is not missing in technology. Our ethics and values are always present in the
creation and use of technology. The technology society creates and chooses not to
create is a window into the ethics and values of the powerful.” [280].

Our findings demonstrate how emotion AI hiring services instantiate what Birhane terms the
rationalist “God’s eye view” paradigm: the belief that data science uniquely accesses objective and
universal knowledge by isolating reason from human complexity, interdependence, and emotion
[104]. Vendors discursively cast their technology in divine terms—omnipresent, omnipotent, and
omniscient—while framing human interior states as isolable, measurable, and immutable, In doing
so, they perpetuate a rationalist epistemology that treats knowledge of persons as static and objective
[281]. This logic rationalizes algorithmic exclusion and dehumanization as the natural byproducts
of objectivity, legitimating outcomes as productive social effects [280, 282, 283].

Unlike Cartesian traditions that sought to purge emotion from reason [284], emotion AI in hiring
inverts this logic: vendors claim that only by accessing and quantifying dispositional qualities can
organizations reach objective truth about the humans they employ. Emotion is refashioned as
the missing piece to the rationalist puzzle—not the obstacle to objectivity, but its key. Whether
this represents a genuine reconfiguration of rationalist epistemology or merely its expansion into
new domains, the effect is the same: legitimizing AI’s incursion into domains once regarded as
irreducibly human.

As Birhane observes, the “God’s eye view” shields practitioners from confronting ethics by
treating technology as value-neutral. Our analysis shows how this shield extends to adopting or-
ganizations. By framing (in)accuracy, (mis)fit, and (in)authenticity as technical problems solved
through affective extraction, commodification, and exclusion, emotion AI hiring vendors obscure
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how these systems function as disciplinary technologies that entrench inequality and exploit work-
ers’ affective lives.

4.5.1 Implications for Design and Policy

Our findings highlight how emotion AI hiring services unfairly constrain candidates’ participation
in hiring, exacerbate informational asymmetries, and commodify affective expression. We outline
two avenues of intervention: (1) design for perceptible fairness and (2) enforcing fairness.

4.5.1.1 Design for Perceptible Fairness

Current systems systematically obscure what inferences are drawn about candidates, depriving
them of the ability to contest or correct errors. Aligning with Fair Information Practice Principles
(FIPPs) [285], vendors should: (1) grant candidates access to the information generated about
them, and (2) provide opportunities for correction and deletion. While transparency alone cannot
counteract deeper harms of affective commodification, such measures would make hiring processes
more contestable [286] and allow candidates to better assess whether a job is fit for them.

4.5.2 Enforcing Fairness

Transparency requires enforcement to be meaningful. Under Section 5(a) of the FTC Act (15 USC
§45), the Federal Trade Commission (FTC) prohibits unfair or deceptive acts in commerce [287].
In 2021, the FTC announced enforcement priorities targeting emerging technologies that reinforce
asymmetries of power [288]. Our findings indicate that emotion AI hiring service claims may meet
both the unfairness and deception thresholds under Section 5.

Unfairness. The FTC considers a practice unfair if it causes or is likely to cause substantial con-
sumer injury that consumers cannot reasonably avoid and that is not outweighed by countervailing
benefits [287].

Emotion AI hiring services’ mechanisms of informational and psycho-biological exclusion likely
meet this standard. First, the injury is substantial: candidates may be excluded from employment
opportunities through proxy discrimination or misclassification, and subjected to economic and
reputational harms based on unverifiable and error-prone affective predictions. By depriving
candidates of the ability to negotiate their “emotional capital” or to mutually determine job fit [232,
289], control over the labor market is further consolidated in employers. Candidates deemed to lack
affective value are excluded outright, while those selected are normatively molded into “loyal” fits
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that “live and breathe” company values. The emotional and dispositional dimensions of workers’
lives are exploited and subordinated to organizational ends.

Second, these harms are not reasonably avoidable. Jobseekers are rarely aware when emotion
AI is in use, cannot access or contest the information generated about them, and cannot opt out
without forgoing employment altogether.

Third, claimed benefits are unsubstantiated. Vendors frequently promise increased hiring ac-
curacy, fit, and authenticity, yet our analysis shows these claims rest on vague assertions, pseu-
doscientific logics, and misleading appeals to objectivity—without evidence that these purported
benefits outweigh the significant and unavoidable harms imposed on candidates.

Deception. The FTC defines deception as a misrepresentation or omission likely to mislead a
reasonable consumer, where the misleading interpretation is reasonable and the information is
material [287].

Our findings indicate emotion AI hiring services’ marketing practices satisfy this standard.
Vendors routinely misrepresent their systems as unbiased and objective, suggesting that replacing
human judgment with machine analysis eliminates discrimination. In reality, such systems may
inherit and amplify algorithmic bias [257, 80, 290], yet marketing materials leave such discrimi-
nation largely unaddressed—obscuring corporate responsibility for ensuring fair hiring practices
[291].

Further, vendors imply that their technology can accurately discern candidates’ internal emo-
tional states and traits, despite extensive evidence that emotion recognition algorithms trained on
others’ perceptions of external expressions tend to misalign with self-reported emotions, and lack
external validity that warrants their use in high-stakes contexts such as hiring [78, 128]. Without
substantiation, vendors reinforce deception by invoking pseudoscientific physiognomic logics—
echoing biological determinism, personality genomics, eugenic rhetoric—to legitimize automated
exclusion on the basis of inferred psycho-biological traits presumed immutable and predictive
of job performance. These representations mislead hiring organizations into believing that their
practices are scientifically grounded, materially shaping employment decisions with life-altering
consequences for candidates.

4.6 Conclusion

This study interrogated claims made by 229 emotion AI hiring services to reveal how they con-
struct emotion AI as a technosolution to three hiring problems: hiring (in)accuracy, (mis)fit, and
(in)authenticity. We found that:
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1. The mechanisms by which emotion AI services claim to solve these problems—extracting and
commodifying affective value and automatically excluding candidates on the basis of inferred
psycho-biological traits—unfairly intensify information asymmetries and deceptively exploit
job candidates.

2. These solutions are legitimized by alignment with corporate ideals such as data-driven
decision making, continuous improvement, precision, loyalty, and stability.

3. Vendors promote techno-omnipresence, techno-omnipotence, and techno-omniscience, cast-
ing emotion AI as a divine epistemic authority that employers should harness to resolve hiring
challenges, enforce loyalty, and police authenticity.

By unpacking these claims, we show how emotion AI hiring services discipline workers’ affective
lives, disguise exploitation as objectivity, and perpetuate pseudoscientific hierarchies under the
banner of fairness. Recognizing these practices as unfair and deceptive is a necessary step toward
policy findings that constrain their harms.

More broadly, our findings demonstrate how AI in hiring reflects the ethics and values not of
the people, but of the powerful. The fundamental normative question, then, is what values—and
whose values—will govern the socio-technical futures we choose to create.
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CHAPTER 5

Emotion AI at Work: Emotional Privacy,
Surveillance, and Autonomy1

5.1 Introduction

Workplace surveillance is expanding to include automatic monitoring of worker emotion, mood,
affect, and related constructs [292]. Emotion AI promises organizations the ability to better know,
manage and monitor employees’ interior states and traits in ways that support organizational goals,
including improved productivity, mitigated security and safety risks, increased customer loyalty
and sales, and improved corporate wellness [5, 293, 294, 6, 295, 296, 7, 297, 298]. By one industry
estimate, 50% of U.S. employers will use emotion AI to monitor their employees’ mental wellbeing
by 2024 [5].

Commercially available emotion AI-enabled enterprise systems feature diverse capabilities.
Some are fully extractive, whereby employees are surreptitiously subject to emotion monitoring
as part of larger workforce analytics programs that collect, aggregate and process data from a
variety of enterprise sources (i.e., digital communications, IT security infrastructure, wearable
sensors, eye trackers, external social media, and geolocation data), and mined for insights into
workers’ interiority, including energy levels, wellbeing, sentiment, personal preference, opinion,
and emotions [299]. Systems may be designed to make data accessible to organizational leadership
(i.e., supervisors, department heads), while others may be more limited in scope and access. For
example, IT security programs may use emotion inferences to screen for insider threats to workplace
safety and security, with access to that data under tighter access controls [300]. More obtrusive
forms of emotion monitoring include wearables that use bio-sensors and physiological signals that

1This chapter is based on: Kat Roemmich, Florian Schaub, and Nazanin Andalibi. 2023. Emotion AI at Work:
Implications for Workplace Surveillance, Emotional Labor, and Emotional Privacy. In CHI ’23: ACM Conference
on Human Factors in Computing Systems, April 23–28, 2023,Hamburg, Germany. ACM, New York, NY, USA, 20
pages. https://doi.org/10.1145/3544548.3580950. This material is based upon work supported by the University of
Michigan’s Rackham Graduate Student Research Grant and partially supported by the National Science Foundation
under Grant No. 2020872.
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aim to infer employees’ affective and emotional states in real-time, which may be implemented to
influence worker behavior [301, 302]. Despite the increasing commercial availability and adoption
of emotion AI in the workplace [299, 303, 5, 301], claims that emotion AI improves organizational
outcomes [5, 293] are not scientifically well-established.

Privacy risks in applications of emotion AI may be particularly prevalent in the U.S. workplace,
where employer surveillance practices perpetuate and reify social inequality [304, 240, 241], and
workers’ exposure to and interaction with emotion AI-enabled workplace monitoring may occur
regularly [292]. Industry guidance suggests that organizations implementing emotion AI address
their potential to internally exploit these flaws by adopting policies that reflect the “especially sensi-
tive nature of this data and individuals’ right to be free from emotional manipulation” and prohibit
uses of emotion data that might induce “disadvantageous outcomes for workers” [293]. However,
as both emotion AI applications and employer surveillance practices remain shielded behind the
opacity of organizational operations, we lack (1) an empirical understanding of the implications
of emotion AI-enabled workplace surveillance that foregrounds workers’ perspectives—an im-
portant party directly impacted by emotion AI use in the workplace; and (2) legal protections or
regulatory safeguards that enforce, recognize, or even define an individual right to privacy over
emotions—ends to which our work contributes.

Acknowledging the inherent power asymmetry between organizations and workers, the per-
spectives of workers who are or may be subject to and impacted by emotion AI in their everyday
work interactions is key to developing an understanding of the ethical and social implications of
emotion AI in the workplace. Workers’ location on the weaker end of the power spectrum render
them best suited to identify its harms and injustices [305, 306, 104]. To this end, we conducted
semi-structured interviews with U.S. adult workers (n=15) to address the following questions:

What are workers’ general perceptions of emotion AI in the workplace (RQ1)?

In what ways do workers experience or anticipate behavioral adaptations in response
to emotion AI in the workplace (RQ2)?

What consequences do workers experience or anticipate associated with emotion AI in
the workplace (RQ3)?

We contribute four novel insights:

1. Workers perceive emotion AI to violate their emotional privacy, a term we introduce to
describe privacy over one’s emotions.

2. Emotion AI in the workplace may function both as a tool to surveil employees’ emotions and
enforce workers’ compliance with perceived expectations of emotional labor [53].
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3. Workers may perform emotional labor as a way to preserve their emotional privacy.

4. Emotion AI-enabled workplace surveillance can expose workers to a range of privacy and
emotional labor-induced harms.

These findings demonstrate the need for critical attention to emotion AI’s social and ethical
implications, in and beyond the workplace, including research and policy on how to define, preserve,
and protect emotional privacy. While we discuss implications for policy and design, we note that
not all emotion AI-enabled harms we identify in this work can be mitigated through either technical
or policy solutions.

5.2 Background and Related Work

In this section, we review prior work on workplace surveillance, emotion AI at work, and emotion
AI’s adverse consequences that inform our study.

5.2.1 Surveilling Workers’ Interiority

Surveillance of employees’ interior states precedes today’s digitally mediated surveillance prac-
tices. In the 1920s, employers started using surveys, interviews, and other methods to penetrate
workers’ “conscious barriers and [bring] out latent or unconscious sentiments,” gaining insight into
employees’ thoughts, feelings, and emotions under the guise of improving the workplace [244].
As scientific and technological advancements grew, so too did employers’ surveillance practices
to probe employees’ interiority. By the 1960s, employer use of psychological and personality
tests to traverse borders between the worker as presented and the worker’s psyche to reveal the
“otherwise invisible inner man” was commonplace [245, 246], and by the late 1970s, employer use
of lie detector tests (i.e., voice stress analyzers, psychological stress evaluators, and polygraphs) to
identify employee deception was widespread [246].

Though the emergence of these increasingly invasive surveillance practices were met with
public concern over employee privacy [307, 308, 309, 310, 311], U.S. employers have by and
large continued to expand their surveillance practices unrestrained, with electronic performance
monitoring via methods including key stroke logging, computer screen capture, network logs,
phone monitoring, and video surveillance emerging in the 1980s and continuing through today
[304]. One notable exception constraining workplace surveillance is the passage of the Employee
Polygraph Protection Act (EPPA) of 1988 that banned lie detector use by most private employers
[311].

61



Advances around emotion recognition technologies have spurred employer desires to monitor
and manage workers’ interiority. Increasingly, employee monitoring practices have converged with
aims to promote worker wellbeing. Intelligent systems promise to analyze enterprise data for
inferences of worker emotions and related affective constructs in efforts to advance goals including
work-life balance and worker happiness [130, 312, 313]. However, worker emotions are influenced
by the workplace context [314], and emotion recognition technologies fail to adequately account for
the contingency of emotions to the workplace context [315, 316]. For example, a recent study using
automatic emotion recognition methods to infer worker emotions suggests that leading emotion
metrics (i.e., detecting dominant emotions) fail to consider the nuances of emotional expression at
work and to accurately detect emotions in line with subjects’ self-reports [316].

Given the expansion of workplace monitoring practices to include the detection and monitoring
of workers’ affective phenomena (i.e., emotion, mood, and core affect [317]), as well as the
contextual sensitivity of these constructs to the workplace [318], our study investigates workers’
general perceptions of emotion AI (RQ1).

5.2.2 Workplace Applications of Emotion AI

The purpose of workplace monitoring is not simply to monitor employees’ behavior and activities,
but to also shape them [319]. Through its alleged capabilities to automatically infer, analyze,
and/or respond to workers’ affective phenomena at scale, emotion AI-enabled workplace technolo-
gies promise to support organizations in better managing organizational outcomes by influencing
employee emotion and related constructs [5, 293].

Workers’ affective phenomena and organizational outcomes are mutually constitutive. As drivers
of human behavior and decision-making [320, 321, 322], workers’ emotions, moods, and affects
influence organizational outcomes and events including sales [323], productivity [324, 325, 326],
workplace violence [327], and insider threats [328]. Employer interest in shaping workers’ affective
phenomena to support organizational goals is underscored by the wide range of organizational
purposes for which emotion AI in the workplace is adopted, including monitoring and managing
workers’ emotion, mood, and affect to detect and mitigate safety and compliance risks; monitor and
improve employee wellness, productivity, and engagement levels; analyze and predict employee
behavior; and automatically deliver real-time support, management, and coaching to employees [5,
293, 294, 6, 295, 296, 7, 297, 298].

Alongside this organizational interest, HCI researchers have designed context-specific applica-
tions of emotion AI for the workplace. For example, recent work has leveraged emotion AI to
promote happiness and productivity in the workplace by mediating breaks [130], enhance com-
munication with audiences during online presentations [329], and develop post-meeting feedback
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systems to improve meeting effectiveness and inclusivity [330].
Regardless of the use case, emotion AI in the workplace generates emotion data about workers—

inferences of workers’ emotions, moods, affects, and other interior states and traits—providing em-
ployers with information that they may leverage to inform organizational strategy, drive workforce
decisions, and manage employees more precisely. Yet, little is known about how the collection and
sharing of workers’ inferred emotional information may impact worker behavior beyond shaping it
to support organizational outcomes. This work contributes to addressing this gap by investigating
workers’ perceived behavioral changes in response to emotion AI in the workplace (RQ2).

5.2.3 Risks to Workers

While the potential benefits of emotion AI to organizations are well-established [5, 293], its effects
on workers and associated social and privacy implications remain relatively unknown, though
there is some indication that people have negative attitudes toward emotion AI. The importance
of examining worker attitudes and perceptions is aligned with recent work suggesting that AI in
the workplace can have negative effects on workers. For example, AI implementation can displace
organizational responsibilities onto workers [331], and expose workers to unwanted monitoring and
productivity management practices that risk employee privacy [332]. Notably, in a scenario-based
survey regarding peoples’ privacy attitudes toward video analytics technologies (one common
source of emotion AI input data), Zhang et al. found that people were more uncomfortable and
less willing to consent to video analytics that detect employee mood to predict productivity than
their aggregated preferences across all surveyed scenarios [333]. Mantello et al. similarly found
that job seekers have negative attitudes toward emotion AI in the workplace; their findings indicate
that cultural background shapes attitudes toward emotion AI, suggesting that emotion AI may
disproportionately induce stress and anxiety among workers of disadvantaged ethnicities, gender,
and income classes [334].

To ensure fair treatment of workers, emotion AI technologies should be used fairly and ethically
[293]. Fair and ethical use of emotion AI may include commitments by actors deploying emotion AI
systems that it is meaningfully consented to [335]; that its information is transparent and contestable
[293, 336]; and that its use does not widen power asymmetries, such as those already present between
workers and their employers [238, 336]. Yet, so far, the use of emotion AI in workplaces remains
largely unconstrained and unregulated, and in the modern U.S. workplace, the growing adoption
of emotion AI-enabled workplace surveillance is predicted to become the new norm [292]. In
generating deeply private and sensitive emotion data that is prone to manipulation and misuse,
emotion AI threatens the autonomy of its data subjects. Like with emotion AI’s predecessors for
workplace surveillance (Section 5.2.1), workplace conditions of weak worker power within the
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U.S. [292] place workers in a position whereby they may be unable to meaningfully consent to—or
protest—the inference and collection of their emotion data in the workplace [337, 338], even if
they are aware of the practice [304]. Indeed, U.S. workers are provided with insufficient privacy
protection in the workplace [337], and are thus particularly vulnerable to privacy harms posed by
ubiquitous workplace monitoring that has expanded to surveillance of workers’ emotion and affect
[292]. Yet, we lack an understanding of the privacy implications of emotion AI in the workplace
that is grounded in the experiences and perceptions of workers.

To understand emotion AI’s privacy implications, we must first understand privacy theories.
Altman’s privacy regulation theory regards privacy as a temporal and dynamic process of regulating
interpersonal boundaries with others to achieve one’s (or one’s social group’s) desired privacy levels
[339], compared against their actual privacy levels. Further refining Altman’s theory, Petronio’s
communication privacy management theory (CPM) posits that such processes are underpinned by
the belief that individuals own, and thus have a right to control flows over, their private information
[340]. According to CPM, ownership of private information is shared with those whom information
is shared, and privacy violations occur when rules regarding the management of that information
are perceived to be broken [340]. Conversely, Nissenbaum’s theory of contextual integrity (CI)
posits that privacy is afforded with appropriate information flows, dictated by contextually specific
norms; under CI, privacy violations occur when such norms are not followed [12]. Considering
these privacy theories, emotion AI may implicate workers’ privacy if the boundaries, rules, and
norms around emotional information sharing in the workplace are ruptured, which may then
expose workers to harms. Following Citron and Solove’s privacy harms taxonomy (not specifically
developed in the context of AI) [41], such harms may include physical, economic, reputational,
psychological, autonomy, discrimination, and relationship harms.

Motivated by these gaps in knowledge about the privacy implications of emotion AI in the
workplace, and informed by these privacy theories (as further described in Section 5.3.1), our study
investigates emotion AI’s risks of adverse consequences as perceived by the workers subject to and
affected by emotion AI (RQ3).

5.3 Methods

We conducted semi-structured interviews (n=15) with adult workers in the U.S. both with (n=6)
and without (n=9) cognizant experience subject to emotion AI in their workplace.
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5.3.1 Study Design and Protocol

We designed a semi-structured interview protocol with four phases. In phase 1, we established an
understanding of the respondent’s workplace and the monitoring tools in place. In phases 2 and
3, we covered respondents’ anticipated or experienced responses to emotion AI in their workplace,
individually and to workers/the workplace as a whole. In phase 4, we asked privacy-related questions
if the respondent had not yet mentioned privacy-related concerns. We designed the protocol to
begin with general topics and questions, and then lead to more specific and sensitive topics to
avoid influencing the participant’s answers and to establish rapport to help facilitate disclosure.
Interviews lasted approximately 90 minutes and participants received a $35 honorarium for their
participation.

Our sample included workers with and without cognizant experience subject to emotion AI,
as emotion AI might be used without workers’ explicit knowledge, a key challenge in studying
this technology (i.e., existing data streams may feed into emotion AI without that being disclosed
to the employee). Between the two groups, our protocol differed only in that for those without
cognizance of emotion AI in their workplace, we used scenario-based interviewing grounded in an
understanding of workers’ general experience with employer monitoring established in phase 1. For
example, if a participant without cognizance of emotion AI in their workplace indicated that their
employer used video surveillance cameras, we asked the participant to imagine that those video
cameras were equipped with computational capabilities to automatically detect, predict, and/or
respond to their emotions, feelings, moods, and/or other internal states or traits. To avoid potential
bias associated with terms such as “AI,” “surveillance,” or “mental health,” these terms were not
introduced to the respondent unless they used these terms first.

We conducted interviews between June and October 2021 and recorded them via Zoom video
conferencing software. Participants who were uncomfortable with being recorded on video con-
ducted an audio only interview. We used Zoom’s live transcription feature to automatically tran-
scribe interviews, then manually revised transcripts for accuracy before data analysis.

As an interview study on the sensitive and charged topic of emotions, AI surveillance, and the
workplace, it was important to take steps to acknowledge and mitigate potential researcher bias
and social desirability bias throughout the interview process. To avoid leading participants to
respond in a negative way, we took particular care to ensure questions were asked in neutral ways,
consciously avoiding prescribing meaning or assumptions upon the respondent by adopting partic-
ipants’ language (i.e. vocabulary choices) in follow-up questions, and when appropriate, repeating
back our understanding to the respondent to confirm their agreement with our understanding of their
responses [341]. In addition, we encouraged participants to respond with in-depth, narrative style
responses, remaining flexible with the order of interview questions to follow the respondent’s lead,
a technique to reduce researcher bias [341, 342, 343]. By reserving potentially priming questions
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(i.e., privacy-related questions) for the end of the interview, and only asking those questions if the
participants had not brought up those topics earlier in the interview first, we were able to stem
researcher bias. A copy of our interview protocol is provided in Appendix B.2.

Sampling and Recruitment

To capture a wide range of worker perspectives about the emergent use of emotion AI in the
workplace, we sought to gather participant experiences and backgrounds along dimensions of
gender, race/ethnicity, age, industry/occupation, and cognizance of emotion AI in their workplace.
Participation included workers both with (n=6) and without (n=9) cognizant experience subject
to emotion AI in their workplace, denoted with alphanumeric codes of Pc and Pn, respectively.
Table 5.1 includes participants’ demographic information. Of note, occupations of participants
with cognizance of emotion AI were predominantly public-facing roles (i.e., customer service
representatives), suggesting these occupations may either be more likely to be subject to emotion
AI, or simply more likely to be aware of it given the emotional demands of their occupation. Toward
the end of data analysis, we identified no new themes and did not need to refine constructed theories,
at which point we ended recruitment.

For sample diversity, we recruited participants from three sources: (1) occupation-related
subreddits (e.g., r/supplychain), after gaining moderator approval; (2) the Prolific recruitment
service; and (3) Facebook Ads. We solicited participants via an online recruitment message, which
directed interested participants to a pre-screening survey to establish eligibility for the interview,
determine cognizance of emotion AI at work, and gather demographic information to facilitate
diverse participant selection.

We included a link to the pre-screening survey in our recruitment messages. The pre-screening
survey collected information from interested respondents, including their cognizance of being
subjected to emotion AI in the workplace, their demographic information (using best practices,
i.e., [344]), various types of information collected and/or processed about them at work (i.e.,
information about what they look like, how they feel, their mental health state), the source of that
data (i.e., phone, email, CCTV, microphones), and how that data was collected and/or processed
(i.e., digitally recorded by the respondent in a self-report, automatically analyzed by a technological
tool or device). To mitigate potential self-selection bias of those respondents highly concerned with
workplace emotion AI, we recruited respondents aware of employer monitoring in general, rather
than emotion AI specifically. We determined that those who indicated their employers inferred
information about their internal states and/or traits automatically through a technological tool or
device that inferred that information had cognizant experience with emotion AI. A copy of our
pre-screening survey is provided in Appendix B.1.
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We reached out to eligible respondents via email, which contained detailed information about
our study’s protocol and data management practices, and included a copy of our consent document.
We asked eligible respondents to review the information provided and, if they wished to proceed,
respond to schedule an interview. We obtained additional verbal consent from each participant at
the beginning of each interview session and answered any questions they had.

Our institution’s IRB determined this study exempt from oversight. Given the higher risk to
which participants may have been exposed from participating in a study about their employer’s
practices [345, 346], we received IRB approval to classify our study under a higher tier to waive
individual documentation requirements that otherwise would have provided our institution with
information that could link participants’ identities with participation in our study.

Participant Gender Age Race/Ethnicity Industry/Occupation
Pc1 woman 45-54 white K-12 teacher
Pc2 man 35-44 Black/Latino customer service representative
Pc3 man 25-34 Latino/white customer service representative
Pc4 woman 18-24 Asian research and development associate
Pn5 woman 45-54 Black manufacturing team lead
Pc6 woman 35-44 Black customer service representative
Pc7 woman 35-44 Black healthcare aide
Pn8 woman 55-64 Black K-12 teacher
Pn9 man 25-34 white custodian
Pn10 man 35-44 white insurance claims adjuster
Pn11 woman 35-44 white social worker
Pn12 man 25-34 Latino media services associate
Pn13 woman 25-34 white audit manager
Pn14 man 45-54 white immigration officer
Pn15 woman 25-34 white K-12 staff

Table 5.1: Participant Demographic Table.
*Pc = with cognizance of emotion AI; Pn = not cognizant of emotion AI

Data Analysis

We imported de-identified interview transcripts and analytical memos written after each interview
into NVivo, a qualitative data analysis software. Drawing upon grounded theory, the first author
inductively analyzed interview data using interpretivist approaches to allow themes and patterns
to emerge from the data rather than “imposing them prior to data collection and analysis” [347,
348], and met with the full research team weekly during the analysis for regular discussion and
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refinement of identified themes.
We initially open coded the data, ensuring developed codes remained close to the data and

reflected participants’ language and meaning [349, 350]. The first author took a line-by-line
approach when open coding to help ensure a critical and focused analytic process and to identify
actions, processes, gaps, and leads in the data to pursue [350]. The first author paid special attention
to respondents’ language to create in vivo codes, thus grounding the analysis in participants’ worlds
and ensuring the analysis aligned with participants’ meanings [350].

Following open coding of the first few interview transcripts, we began to identify themes. The
first author triangulated the themes that emerged from interview transcripts with those noted in
interview memos to create thematic codes according to the identified themes, then grouped existing
open codes under the newly developed thematic codes. This exercise resulted in a hierarchically
structured codebook with open codes organized by theme, which was then used to code the
remaining data using a combined open coding and thematic coding approach. As data analysis
continued, we scrutinized and refined emergent theories by constantly comparing newly analyzed
data against thematic codes [351]. This method ensured open codes reflected member meaning,
and could be regrouped as patterns and themes emerged, diverged, and were refined throughout the
analysis.

Finally, the first author employed selective coding to organize thematic codes around a core
concept of privacy perceptions, impacts, and harms and connected them to related concepts and
theories [352]. General perceptions were strongly connected to privacy theories of contextual
integrity [12], privacy regulation [339] and communication privacy management [340]. Perceived
impacts codes were related to the sociological concept of emotional labor [53]. Perceived conse-
quences codes closely resembled the typology of privacy harms introduced by Citron and Solove
[41]; to facilitate scholarship clarity and consistency when identifying privacy harms, we chose to
adopt the privacy harms typology and mapped harms codes accordingly where relevant. We did
not set out to use these theories in our analysis to begin with, rather we observed that our initial
analysis pointed to parallels in our analysis and these theories. Our findings’ connection to these
theories are summarized in each findings section.

Limitations

As an interview study, the standard limitations of self-report data apply. Additionally, many
participants did not know whether they were subject to emotion AI at their workplace (n=9); we
conducted scenario-based interviews with this group. Scenario-based and speculative methods are
sometimes criticized for their findings’ construct validity and generalizability to real-life experience.
As described in Section 5.3.1, we ensured that scenarios were grounded in participants’ actual
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experiences with workplace monitoring and followed best practices. As our analysis revealed
consistent thematic overlap between the two groups, our confidence in the validity of our findings
remains high.

While this study does not aim for generalizability, the small sample size (n=15) and representation
of job types is a limitation and as such our results may not generalize to workers broadly. Indeed, the
impact of emotion AI on some occupations, such as those not conventionally subject to management
of their emotions, may be different from impacts identified in this work. Nonetheless, the fine-
grained and in-depth nature of our interviews and subsequent analytic process allowed us to, rather
than gaining validity through enumeration [353], provide generative insights regarding emotion AI’s
privacy implications in the workplace that are grounded in the experiences and perceptions of those
who are or may be targeted and most impacted by this emerging technology, despite our study’s
small sample size. Future work could draw on these insights to examine workers’ perspectives on
emotion AI with larger sample sizes and other methods such as surveys, for example, to assess
attitudes across identity lines and occupations.

5.4 Findings

We first describe the general perceptions of emotion AI in the workplace held by participants in
our study, finding that (1) participants experienced and anticipated emotion AI in the workplace as
a deep privacy intrusion that inappropriately probes private and sensitive information about their
emotions, suggesting that emotion AI in the workplace breaches the contextual norms that govern
the appropriate flow of emotional information in the workplace [354]. In describing participants’
boundary management processes [340, 339] around whether and to what extent their emotional
information is inferred and shared in their workplace, we (2) show how participants perceived
emotion AI to violate these boundaries.

Second, our findings integrate the sociological concept of emotional labor [53] to show that
(3) emotion AI-enabled workplace surveillance may function to enforce workers’ compliance with
emotional labor expectations and that (4) workers may engage in emotional labor as a mechanism
to preserve privacy over their emotions, as indicated by participants.

Lastly, our analysis draws on participants’ perceptions of and experiences with emotion AI in
the workplace to (5) reveal how emotion AI-enabled workplace surveillance can expose workers
to a wide range of harms on account of its emotional surveillance and enforcement of emotional
labor.
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5.4.1 Crossing Emotional Lines

The main theme across participants’ perceptions regarding emotion AI encompassed privacy con-
cerns. Our findings suggest that workers may reasonably expect that they have privacy to their
emotions in the workplace, and establish how participants perceived emotion AI in the workplace
to violate their privacy over their emotions.

5.4.1.1 Emotional Inferences are Inappropriate and Irrelevant to Employers

The predominant concern underlying participants’ perceptions of emotion AI was the perceived
inappropriateness of their employer digitally monitoring and algorithmically inferring workers’
emotions and related affective constructs. Participants understood employers’ attention to their
outward expression as it relates to professionalism, but described how the use of emotion AI
to monitor their outward expressions in order to infer their interior emotions was irrelevant and
inappropriate.

For example, Pn12 did not want employers to infer his emotions and noted how what should
matter to employers is job performance, not employees’ emotions: “Don’t worry about how I feel,
just let me do my job...if you’re getting the output that you need, if I’m performing the way you need
me to whether I [actually] feel bad, sad, good or happy, it shouldn’t really make a difference.” Pn12
emphasized that workers’ inner emotions should not be of concern to employers, and questioned
why the company even “cares how I feel about XYZ as long as I’m working, I’m doing my job.”
Here, Pn12 establishes the perceived irrelevancy and inappropriateness of worker emotions to
appropriate employer concerns. Echoing this point, Pn8 noted that detection of workers’ emotions
inappropriately exceeds the scope of the transactive relationship between workers and employers:
“because you pay me to work, you don’t pay me to have conversations about how I’m feeling.”

These perceptions of emotion AI’s irrelevance and inappropriateness in the workplace suggest
that emotion AI in the workplace may breach contextual norms regarding appropriate information
sharing in the workplace—a violation of contextual integrity [12].

5.4.1.2 Emotion Data Sensitivity

Participants described how their emotions are not only private, but a particularly sensitive type of
private information. Participants noted that the decision whether and to what extent to share their
inner emotions should be an individual decision, and likened their emotions to components of their
individual health and body.

As such, participants compared the emotion data generated by emotion AI to other sensitive
information types, such as biometric and health data. Workers like Pn9 described how they view
records of their emotions “just like your medical information” and that “it should be kept private”
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as such, while others like Pn11 suggested that emotion data “should be regarded as like mental
health information.” Pn11 questioned the distinction between emotion data and mental health
information, asking “whether it be depression and anxiety, you know, so why is [emotion data] any
different than those?”

Given the perceived sensitivity of emotion data, participants perceived emotion AI’s inference
of emotions as an especially flagrant type of privacy intrusion. As Pn9 described it, use of emotion
AI to infer worker emotions is not simply a general violation of privacy, but “a total invasion of
your privacy, like in an acute way.” These findings indicate that workers may perceive the emotion
data that emotion AI generates as particularly private and sensitive, and expect that emotion data is
handled in accordance with its heightened sensitivity.

5.4.1.3 Emotion AI Violates Boundaries Over Emotional Information

Participants described how conventional disclosure practices regarding how they felt at work were
a personal choice that allowed them to control boundaries around whether and to what extent they
shared how they felt with employers. Participants perceived emotion AI to traverse those boundaries
and erode workers’ ability to manage their privacy over their emotional information.

For example, Pn11 compared emotion AI to employee feedback surveys that asked employees
to share with their employers how they felt. Pn11 described how such self-reports were acceptable
ways for employers to obtain this information as they preserved employee control over what and
to what extent they shared their emotional information, but that using emotion AI to automatically
infer what workers feel violates this personal boundary: “If you want to ask me a question, and
I choose to answer it, that’s fine. But to...basically put me under a microscope and see how I’m
writing things, or how my body’s responding to different things [to infer that information]...I don’t
like.” Here, Pn11 highlights participant concerns around the automatic and continuous nature of
emotion AI-enabled workplace surveillance.

Yet, participants’ concerns were not only how and to what degree they were monitored, but
what was monitored—their emotions. Demarcating clearly between expressed and felt emotion,
participants described how emotion AI inferring their emotions beyond whether and to what extent
they choose to express them transgresses those boundaries. As Pn9 put it, emotion AI inferring
their “deeper” felt emotions is akin to “spying” that crosses “a huge privacy boundary.” By
traversing boundaries between expressed and felt emotion and bypassing workers’ ability to manage
those boundaries, participants perceived emotion AI’s inferences as an intrusion of their interiority
that extracts emotional information they perceived as inherently their own; as Pn11 put it, “That’s
mine. I don’t need someone monitoring that. It’s my information. It’s my emotions.” Indeed,
participants emphasized that the core issue at stake in inferring their emotions was not simply
disclosing emotions they otherwise wanted to conceal, as if there were something to hide [355],
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but that it was problematic because it eroded workers’ autonomy to manage privacy over their
emotional information. As explained by Pn8, even emotion AI’s inferences of a worker’s positive
emotions can be troublesome: “it could show that I’m really happy, that I enjoy what I’m doing.
And I don’t know that anybody needs to know that either.”

Participants’ perceptions indicate that the automatic, continuous, and intrusive nature of emotion
AI-enabled workplace surveillance inferring information about workers’ interior emotions and
affect may be profoundly unsettling to workers. All together, they illustrate how workers’ boundary
management over the disclosure of their emotional information [339, 340] is circumvented by
emotion AI’s automatic inferences, and how those inferences may violate workers’ desired privacy
over their emotions by providing workers with an actual level of privacy over their emotions that is
less than desired (see [40] for further detail about Altman’s concept of actual and desired privacy).

5.4.2 Emotional Labor, Coerced and Claimed

Integrating the sociological concept of emotional labor—inducing and suppressing feelings to
convey a particular emotion as required by their job [53], our findings of participants’ anticipated
and experienced behavioral responses to emotion AI suggest that it may operate as a surveillance
tool that enforces workers’ compliance with workplace expectations around workers’ emotion
management. In addition, our analysis of participants’ perceptions and experiences finds that
workers may engage in emotional labor [53] not only to comply with perceived expectations of
their emotional expression, but also as an impression management strategy [356] that influences
what others perceive them to feel while managing and preserving privacy over what is known
about their emotions. As such, our findings suggest that workers may engage in emotional labor
to preserve their privacy over their emotions, to the extent that the performance of emotional labor
can afford.

5.4.2.1 Emotional Surveillance Enforces Emotional Labor Expectations

Participants with cognizant experience of emotion AI in their workplace characterized it as an
emotional surveillance tool that enforced their compliance with workplace expectations of their
emotional labor [53]. Offering an illustrative example, Pc6, a customer service representative,
shared that if the emotion AI that monitored customer calls inferred that “you’re not perky enough,”
it would intervene by nudging the employee to induce more positive emotion: “you get a whisper,
‘Hey, we need you to smile more, you got this!”’

Aware of the continuous monitoring of their emotions and enforcement of emotional labor
expectations, but without visibility to what information is generated or how it is used, participants
described how this information asymmetry enforced a constant expectation that workers convey a
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positive affect out of fear of how the emotion AI would detect their non-compliance with emotional
labor expectations and, consequently, how its inferences could be used against them by their
employers. As described by Pc7, emotion AI acts as an “authority” that holds workers “liable”
to “do [their] best” and “discipline” them to “obey the rules”—including rules around emotion
management.

Participant descriptions of the use of emotion AI to systematically monitor worker emotions
and enforce expectations of emotional labor provide support for an understanding of emotion AI
as a tool that enables emotional surveillance [357]. These findings indicate that under emotion AI-
enabled workplace surveillance and the information asymmetry it generates, workers may assume
the need to constantly practice the emotional labor they perceive is expected of them.

5.4.2.2 Emotional Labor as Privacy Practice

Building on our findings established in Section 5.4.1.3 that emotion AI violates workers’ privacy
over their emotions, we find that workers may engage in emotional labor as a way to preserve
privacy over their emotional information in response to emotion AI. Participants described how the
emotional labor of inducing and suppressing their emotions at work protected them by allowing
them to manage what and to what extent their employers knew about how they felt. Participants
experienced and anticipated how emotion AI further erodes the privacy afforded by emotional labor
through automatic inferences of their emotions. Thus, emotion AI not only enforces adherence to
emotional labor expectations but simultaneously also penetrates workers’ ability to use emotional
labor to protect their interior emotions.

Participants with cognizant experience subject to emotion AI in their workplace described
how they modified their emotional expressions in response to emotion AI-enabled workplace
surveillance in order to convey a particular emotion readable to the machine. These participants
shared how this practice was not simply to comply with perceived emotional labor expectations, but
also to manage what information was inferred by the emotion AI and subsequently shared with their
employers. Pc1, a teacher whose tone of voice and facial expressions during remote instruction
were analyzed for emotion inferences as part of performance metrics, shared how emotion AI would
reveal information to her employer that she did not want to share, such as disagreement with an
automated lesson plan, as her expressions “sometimes will say” how she feels even if she chose
not to explicitly express it. Consequently, Pc1 shared how she had “to really be in control of [her]
facial expressions” and vocal tone to avoid the emotion AI from inferring emotions such as stress
or being upset (i.e., “modify” and “lower” her vocal tone). Experiences like P1’s suggest that
workers may manage their emotional expressions not simply to comply with workplace expectations
of emotional labor, but also as a privacy behavior that utilizes the boundary between expressed and
felt emotion to manage what is known about how they feel to their employers.
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As such, participants anticipated how emotion AI’s inferences would disrupt the preservation of
privacy over their emotions afforded by emotional labor. For example, Pn14, an immigration officer
for the federal government, described the “mentally distressing” emotional labor expectations of
his job that required officers to “grind it and just keep going” when confronted with administrative
demands that conflicted with their personal values. Pn14 described how it was unsafe for officers to
voice how they felt, and feared that if emotion AI were used in his workplace, it could expose him
and his fellow officers as employees that did not support the organizational changes (i.e., detecting
officers that did not “like the way it was being presented, or what was being laid down to us”)
which in turn could jeopardize their employment.

These findings suggest that workers may engage in emotional labor practices of inducing and
suppressing emotions not solely as a requirement of their occupation, but also as a mechanism
to manage and maintain privacy over their emotions in order to maintain stability and security in
their jobs. Through automatic and continuous monitoring practices that bypass the affordances of
emotional labor for protecting privacy, emotion AI then can disrupt workers’ practices for managing
their privacy over their emotions.

5.4.3 Beyond the Usual Harms

Participants experienced and anticipated how emotion AI in the workplace and its inferences of
worker emotions exposes employees to a multitude of harms. Mapping our analysis to Citron and
Solove’s general taxonomy of privacy harms [41], which was not developed specifically in the
context of AI, we identify both parallels with this typology as well as emotional labor-induced
harms expressed by our participants that the typology does not quite capture: amplification of
emotional labor’s negative effects, disparate effects of emotional labor amplification, and chilling
effects to workers’ own, felt emotions.

5.4.3.1 Privacy Harms

We first discuss how emotion AI implicates established privacy harms, in alignment with Citron
and Solove’s privacy harm taxonomy [41].

Psychological Harm. Psychological harms refer to negative mental responses experienced as
a result of privacy violations [41]. Participants shared how the practice of emotion AI-enabled
surveillance can induce emotional disturbance and distress, harming workers’ psychological well-
being with negative effects including worry, stress, and paranoia.

Pc3, whose call center analyzed recordings from employees’ web cameras to monitor their
emotions, shared how he maintained “a sense of...worrying” throughout his experiences being
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subject to emotion AI. Pn15, who did not have cognizant experience with emotion AI in particular
but did have experience with her employer maintaining digital records of observed employee
emotions, described how if she was aware that she was subject to emotion AI, it would be “very
stressful, and it would make it so that the only place I could really relax is outside of work...and
I would have felt very unhappy at the workplace.” Similarly, Pn10 anticipated that “if [he] knew
it was happening, [he] would be a bit paranoid” and Pn11 noted that she “would feel like [she’s]
under a microscope, like people are watching” which would ”put [her] back on guard.” These
examples illustrate how emotion AI’s surveillance itself can result in direct harms to workers’
psychological wellbeing.

Autonomy Harm. Autonomy harms involve constraints on people’s freedom to make choices
[41]. In line with findings from Section 5.4.1.3 that emotion AI violates workers’ privacy over their
emotional information, participants emphasized how being subjected to emotion AI would acutely
harm their autonomy by automatically extracting and sharing inherently personal information about
their emotions, which could expose them to emotional manipulation by their employers. Moreover,
participants shared how they perceived employer efforts to obtain consent to emotion AI as coercive,
suggesting that standard employer monitoring consent practices (i.e., asking an employee to sign a
notice consenting to emotion AI) may be perceived as coercive, and should not be viewed as worker
consent to the privacy violations imposed by emotion AI in the workplace.

For example, Pn9 described their emotional information as deeply personal, and believed that
individuals alone should have the ability to exercise choice in sharing it. Pn9 stated that “I think
it should be up to your own person to decide what information...about your health and body” is
shared, and that the decision to share that information should be decided “not [by] your employer...or
anyone else.” Pn9 exemplifies participant perceptions that in eroding workers’ privacy over their
emotional information, emotion AI can harm workers’ autonomy over when and how they share
their emotions.

While obtaining consent for emotion AI to collect or infer workers’ emotional information may
arguably mitigate its autonomy harms, our findings suggest that this may be insufficient as it may
be perceived as coercive rather than freely given consent. Of note, Pc3 was the only participant
with cognizance of emotion AI in their workplace who noted their employer sought their consent,
specifically to use “camera tracking” to monitor call center workers’ emotions. Pc3 found this to
be coercive, as employees felt obligated to sign the consent document because their job was on
the line. Pc3 explained that “everyone just felt obliged because it was an all-in-or-nothing sort
of situation...everyone, if they wanted to keep their employment, they had to sign that document.”
Underscoring the coercive nature of seeking consent to emotion AI-enabled workplace surveillance,
Pc3 shared that a coworker had to leave the organization because “they didn’t sign the document
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on their own accord.”
Our findings suggest that the dissemination of workers’ emotional information may leave work-

ers vulnerable to emotional manipulation by their employers. For example, Pn12 anticipated how
the use of emotion AI would indirectly manipulate workers to “think a lot more...company-oriented
things” once awareness of the emotion monitoring grew. Yet, employers may use this information
to directly influence workers’ emotions as well. Pc1 reported that her employer used emotion infer-
ences and metrics to “coach” teachers by informing them that they weren’t expressing themselves
“the right way” and warn that they “might not get rehired” if teachers did not embody the emo-
tional expectations their employer demanded. Demonstrating how workers’ emotional information
can expose workers to emotional manipulation, Pc1 reported that their employer would use emotion
data to influence teachers to feel how the district wanted them to feel: “That’s not how you should
be feeling about [your lesson plans]. This is the way you should be approaching this. This is the
way you should think.”

By denying workers the ability to control what is known about their felt emotions and in a context
where workers do not have a free choice to consent to the practice, emotion AI-enabled workplace
surveillance harms workers’ autonomy by coercing workers to relinquish control over their private
emotions to their employer. In addition, it poses a risk of future harm to workers’ autonomy by
revealing emotional information that employers can then use to manipulate workers into aligning
their feelings with the interests of the organization. Importantly, these effects of introducing emotion
AI are happening regardless of emotion AI’s precision in recognizing emotions, a point we discuss
further in Section 5.5.1.

Physical Harm. Physical harms characterize privacy violations that injure one’s body [41].
Participants described how the stresses and psychological harms of emotion AI collecting and
sharing information about workers’ emotions can manifest physically, injuring workers’ physical
wellbeing.

For example, participants with cognizant experience with emotion AI described how it can
deplete workers of physical energy and vitality. As illustrated by Pc6, being subject to emotion AI
“drains the snot out of [her].” Likewise, Pc3 explained that “it takes away from people’s energy
that could be used towards more productive things for both themselves and the company while
working.” These examples illustrate how emotion AI can physically harm workers by stripping
them of physical energy. What’s more, this effect may impair worker productivity, which may pose
an economic risk of harm to employees as well as employers.

Noting the close relationship between emotional and physical health, Pn8 anticipated how being
required to use emotion AI at her workplace would just make her angry, which could in turn impair
her physical wellness: “You have a piece of equipment on me, that can tell people that I’m angry
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about something, annoyed about something, probably more anger, because my blood pressure
will probably go up.” Pn8’s observation highlights how the physiological responses to emotion
monitoring can adversely impact one’s physical wellness. Even if those changes are temporary (i.e.,
temporary blood pressure spikes), they can lead to longer term consequences (i.e., organ damage
[358, 359]).

Economic Harm. Economic harms are the result of privacy violations that lead to monetary
loss [41]. Participants described experiences and concerns related to economic harms resulting
from the processing of their emotional information, as the revealed information may hinder future
job opportunity or result in job loss. Particularly, participants were concerned that emotional
information inferred by emotion AI could be used to make employment decisions or to justify
performance evaluation decisions—upon which raises, promotions, and bonuses often depend.

Illustrating how using emotion data in performance evaluations can economically harm workers,
Pc3 described how a colleague’s performance review, which included metrics aggregated from
video-based emotion tracking along with other data sources to infer employee satisfaction and
engagement, suggested that the employee was not satisfied with their job. As a result, Pc3 explained
that management then began to doubt whether the employee was “up to the role”. Pc3 expressed
disdain for his employer “questioning a person’s ability to continue [the job] based on...minimal
information” derived from emotion AI inferences, threatening workers’ job security. In addition,
workers shared concern that use of emotion AI’s inferences in performance reviews could result
in the loss of economic opportunity, such as denying a promotion or raise. For example, Pn11
worried their emotion data would lead to a poor performance review and pass them for a potential
promotion, on the grounds that “I wasn’t necessarily happy or something like that.” Participants’
shared experiences and concerns suggest that certain uses of emotion AI (i.e., in performance
evaluations) can expose workers to economic harm.

Reputational Harm. Reputational harms involve injuries to one’s reputation or standing [41].
Touching on concerns about emotion AI’s reliability and validity, participants reported that infer-
ences of felt emotion are invalid and unreliable to assess how employees feel due to the high variation
of emotions experienced in the workplace, the indistinguishability of emotions felt about work from
other contexts, and technical inaccuracy. Participants expressed concern about consequences to
their reputation as a result of misleading or inaccurate emotion AI inferences.

Pn10 described a recent example where his felt emotions varied significantly throughout the
week, “feeli[ing] very angry and concerned and just paranoid” at the beginning of the week
due to a higher than usual workload, but felt “very happy” by the end of the week as he “got
everything caught up,” ending the week feeling accomplished. Pn10 highlights here how workers
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can experience felt emotions more deeply and extreme than they express them, an emotional
phenomena that can be attributed to one’s care for consequences [360]. By conflating workers’ felt
emotion with its modulated emotional expression, Pn10 worried that the “extremes that you would
get” could confer a misleading impression of one’s overall emotional wellness to their employer.

What’s more, Pn10 worried that the blurred boundaries between the personal and the professional
would render emotion AI’s inferences about workers’ emotional lives at work indistinguishable from
their personal ones [318]. Pn10 emphasized that emotions felt while at work are often related to
private life events rather than work concerns, such as recent “bad news about a family member”
or upset at something relatively “dumb” like the cancellation of a favorite TV character, raising
concern that the inferred emotional information may give his employer the wrong impression of
how he feels as only “some of [his] emotional responses are going to be work related.”

In addition, participants shared concerns that emotion AI’s technical inaccuracies may create a
false impression about workers. As a supervisor at a production facility with workplace hazards
(i.e., pneumatic air and dangerous machinery), Pn5 acknowledged how emotion AI could improve
workplace safety (i.e., detecting fatigue to reduce workplace accidents), yet remained concerned
about emotion AI’s potential to injure an employee’s reputation as a result of potentially inaccurate
inferences. Referring to her personal concerns, Pn5 reported that she doesn’t “have the most
friendliest face,” describing that she could feel “happy as I don’t know what,” yet others may
misread her face as “stoic...or upset.” Given her experience with others misreading her emotions
from her facial expressions, Pn5 was concerned the emotion AI would as well: “I wouldn’t want
it misreading....if the human can do it, then I know a piece of technology could do it, so that’s not
cool in my opinion.” Consequently, Pn5 was concerned of what “everybody would think of [her]”
if the emotion AI continued to misread her emotions negatively. Marking the significant difference
between felt emotion and expressed emotion, Pn5 also shared concerns that detecting felt emotion
would lead to unreliable and invalid predictions about workers: “I’m so mad I want to shoot
someone. So that don’t mean I’m gonna go ahead and do it.” Describing the effects inaccurate
inferences would have on workers as “probably [her] biggest fear,” Pn5 expressed concern that
emotion AI’s inaccuracy could unfairly harm workers’ reputation in the workplace, and worried
about what other potential consequences this might entail for workers: “will it spill over? ...what’s
the consequence behind how you feeling?”

In addition to reputational harms, Pn5’s concerns raise important implications for employer
liability, as employers may be compelled to act on certain inferences (i.e., anger) so they are not
held liable for negligence in case that person threatens workplace safety and/or security (i.e., inflicts
violence). As the algorithmic detection of anger has been shown to exhibit racialized bias [80,
361], employer interventions could involve unjust actions taken against workers of color erroneously
detected as angry that not only harm a workers’ reputation, but as recent scholarship has observed,
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potentially expose them to dangerous interactions with law enforcement as well [362].
Participants’ insights illustrate how emotion inferences are likely a poor construct to assess

employee wellness, which can mislead others to have a false impression of workers and unfairly
harm workers’ reputation. In addition, they suggest that the detection of some affective phenomena
(i.e., fatigue) carry different risk profiles than others (i.e., anger), which may expose workers to
additional harms (i.e., discrimination and economic harms).

Relationship Harm. Relationship harms concern injury to personal and professional relation-
ships [41]. Participants shared experiences and concerns with how emotion AI in the workplace
can damage trust and amplify tension between employers and employees and limit the capacity for
workers to engage with and support each other, injuring professional relationships between and
amongst workers and their employer.

Participants reported how they perceived the organizational decision to implement emotion
AI in the workplace as a suggestion that their employer does not trust them. Pc3 described
how the implementation of emotion AI in their workplace fostered “a sense of distrust” and
“disconnect between [workers] and [their employer].” Similarly, Pc7 shared that after emotion
AI was introduced, she and her colleagues immediately wondered, “why is the organization not
trusting us?” As a consequence, participants shared that this sense of distrust would damage the
professional relationship between workers and employers. For example, Pn12 shared that they
“would probably feel disregarded” by their employer if they were to implement emotion AI in their
workplace, and anticipated how “a lot of people...would probably be really put off by the fact that
a company is willing to roll something out...that kind of privacy violation tool.”

In addition, participants indicated that the decision to adopt emotion AI could amplify pre-
existing tensions between workers and employers. For example, Pn11 perceived emotion AI in
the workplace as an inauthentic way to promote wellness that, in effect, shifted the employers’
responsibility to manage a workplace environment that is conducive to worker wellbeing onto
individual workers. Likening emotion AI to employee wellness initiatives (i.e., encouraging workers
to practice self-care), Pn11 underscored the hypocrisy of employers that “drive [workers] for
profits” using emotion AI to promote an “individual responsibility to take care of yourself”
instead of addressing underlying workplace conditions that can impair workers’ wellbeing as a
“whole disconnect...that doesn’t really line up for [her].” Pn11’s observations suggest that worker
responses to the implementation of emotion AI—even when presented positively as a way to
promote wellness—can exacerbate already present tensions in the employer-employee relationship
regarding employee wellness.

Moreover, participants shared how emotion AI could constrain relationships between workers.
As Pc3 described, “everyone always complains about it...how ridiculous it is,” but that they had
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to do so carefully. Pc3 explained that workers were careful to only bring up concerns with each
other in-person “when just having conversation” so that their concerns were not digitally recorded
or inferred by the organization. Moreover, Pc3 described how his boss would sometimes hear
their conversations, but would “remain neutral” as their boss was not in a position to advocate
employees’ concerns. Pc3’s experience suggests that emotion AI-enabled workplace surveillance
may damage the professional relationship among workers as well, by limiting workers’ capacity to
support and engage with each other, and potentially suppress dissent among them.

Discrimination Harm. Discrimination harms perpetuate social inequalities of disadvantaged
groups in ways that leave “a searing wound of stigma, shame, and loss of esteem...knowing that one
is viewed as less than human, as not worthy of respect” [41]. Participants described experiences
and perceptions of how emotion AI-enabled workplace surveillance can perpetuate and obscure
gender-based discrimination in the workplace.

For instance, Pc7 described how her colleague experienced negative emotions related to her
pregnancy, explaining how “pregnancy comes with...so many things going on around the body”
that can negatively affect how one feels while at work. Pc7’s colleague had not yet disclosed her
pregnancy to their employer, so when their employer expressed concern about her negative emotions
and the “mistakes” she made by failing to engage with patients warmly enough, the colleague felt
“forced” to disclose her pregnancy to explain away the emotion AI’s inferences about her negative
emotional state. The unwanted disclosure of pregnancy to their employer that Pc7’s colleague
felt forced to reveal as a consequence of emotion AI-enabled workplace surveillance ultimately
gave their employer a way to evade anti-discrimination requirements. Instead of modifying their
expectations to accommodate the employee’s pregnancy, their employer tied emotional expression
to work performance (i.e., compliance with emotional labor expectations) and eventually gave the
colleague a choice to either “quit their job, or improve” the negative emotions they experienced as
part of their pregnancy that manifested in their interactions with patients. Describing the difficulty
her colleague experienced in attempting to manage her pregnancy-related negative emotions how
their employer expected, particularly when subject to emotion AI-enabled workplace surveillance,
Pc7 explained that “once she realized that [emotion monitoring] was going on...it kind of like
changed her attitude in a way, because now you are acting under force, and pressure.” Though
Pc7 indicated that her colleague “really tried her best” to improve, the colleague ultimately had
to leave the organization. This example suggests that emotion AI can harm workers by inducing
disclosure about private matters (e.g., pregnancy) that may then be used by employers to justify
discriminatory practices.

Underscoring the concerning potential for emotion AI-enabled workplace surveillance to perpet-
uate and obscure discrimination, Pn13, a manager, anticipated how emotion AI could be beneficial

80



to her organization by affording managers information about employees that could be used to justify
employment decisions that otherwise lacked documented support. For example, Pn13 described
“a situation a couple of years ago where we had to terminate a [female] employee, and it was
without cause,” noting that emotion AI could be useful to employers in similar situations. Pn13
shared that it would be useful for “IT management use it on an as-needed basis” because it would
offer employers “concrete data’’ to “build a case” against a worker they wished to terminate (who
otherwise would have been fired without cause). Explaining further, Pn13, a woman herself, shared
that “females are stereotyped to have more emotion” and that women “need to, you know, keep
your emotions out of the workplace.” Pn13 described her “negative experiences” as a manager
working with womens’ emotions in the workplace, such as “disagreeing with a manager, and not
wanting to do what they ask, resulting in storming off.” Pn13 thought emotion AI-enabled work-
place surveillance could be particularly beneficial to the organization if it could detect “emotions
in the workplace from females that were extreme, and over the top and inappropriate.” P13’s
remarks here demonstrate the stigma surrounding womens’ emotionality in the workplace, and the
eagerness employers may have in adopting emotion AI-enabled surveillance systems that afford
employers information they can wield to legitimize otherwise risky employment decisions (i.e.,
firing a woman without cause) and potentially shield them from discrimination claims.

5.4.3.2 Emotional Labor Harms

While many of the harms experienced and anticipated by participants align with Citron and Solove’s
privacy harms taxonomy as discussed in Section 5.4.3.1, emotion AI and its interaction with
emotional labor also surfaces harms that exhibit nuanced qualities that do not neatly align with
the taxonomy. We identify three harmful aspects to emotion AI as a surveillance mechanism to
enforce emotional labor: (1) enhanced enforcement of compliance with emotional labor amplifies
emotional labor’s negative effects; (2) negative effects of emotional labor disparately endured by
workers of marginalized identities and backgrounds (i.e., Black women as presented in our sample);
(3) chilling effects to workers’ own, felt emotions.

Emotion AI Amplifies Emotional Labor’s Negative Effects on the Worker. Participants de-
scribed how the automatic, continuous emotion monitoring provided by emotion AI worsened, or
could worsen, the adverse impact to their wellbeing they already experienced from the emotional
labor they performed at work through constant discipline and enforcement of emotion rules, in effect
amplifying these known negative effects of emotional labor [53] that are only partially recognized
by the privacy harms taxonomy [41].

For example, Pn11 anticipated how emotion AI’s emotional surveillance would heighten the
emotional labor they already practiced as a mental healthcare provider. Pn11 noted how difficult

81



it would be to continue to express care and concern for her clients under emotion AI-enabled
workplace surveillance: “rather than being present with my clients, so I wouldn’t not only have
to watch my emotions and my reactions, and also still be present for the clients, but then I would
have to also be on guard to whatever this technology is trying to infer about me.” Here, Pn11
highlights how both emotion AI’s enforcement of emotional labor expectations and emotion AI’s
surveillance of worker emotions can amplify the already difficult performance of emotional labor
and associated negative effects, in effect harming workers’ wellbeing, but also divorcing workers
from their own emotional experience.

For participants, the negative psychological effects of continuously complying with emotional
labor expectations under emotion AI-enabled surveillance carried a deeper quality than psycholog-
ical disturbance and distress, leading to a sense of alienation that can estrange workers from their
own selves and those around them [53, 363]. For example, Pc6 shared how the distress of being
subject to emotion AI’s constant emotional surveillance and emotional labor enforcement inducing
feelings like hopelessness and fear reduced her sense of purpose to datified performance indicators:
“I’m like getting nowhere, that all of this stuff is counted against my metrics.” Likewise, Pn15
worried about the self-estrangement that could emerge from being subject to emotion AI, as it
would prevent her from “being able to be [her] full self.” Pn15 described how she “would have
been disappointed” in herself for suppressing who she was and how she felt.

In summary, emotion AI’s automatic surveillance of worker emotions affords employers the
continuous, perfect enforcement of emotional labor, which can amplify its negative effects to
workers’ wellbeing. While this harm shares similarities to psychological and possibly physical
privacy harms [41], it entails harms of worker alienation and self-estrangement that are amplified as
a result of emotion AI-enabled workplace surveillance’s enforcement of emotional labor compliance
that are not captured by Citron and Solove’s typology. Indeed, the experience of estrangement from
one’s own private self and emotions is an “important occupational hazard, because it is through our
feelings that we are connected with those around us” [53].

Disparate Effects of Emotion AI’s Emotional Labor Enforcement. Our findings suggest the
negative effects workers may experience under emotion AI-enabled workplace surveillance as
an emotional labor enforcement tool may be disproportionately felt by workers of marginalized
identities and backgrounds. In particular, the experiences of Black women with emotion AI in
their workplaces suggests that the negative effects from its use as an emotional labor enforcement
tool may be more severe for Black women, who disproportionately endure challenging customer
interactions as doubly women and workers of color [364]. While emotion AI can amplify this
discrimination harm [41], its interaction with emotional labor involves a nuanced effect whereby
workers may disproportionately endure emotional labor to confront the discrimination that harms
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them.
Pc6 described how her employer monitored her video and call-based interactions with customers

in real-time to ensure that workers “stay upbeat and make [them] really be positive and energetic
through the whole conversation.” Pc6 reported that this expectation was enforced even in the face
of challenging interactions, which for Pc6 included racist and sexist customers who met her with
disdain and sometimes even refused her support upon recognizing her identity as a Black woman.
Describing the distress of having to provide support to these customers, Pc6 shared how difficult
it was to maintain positivity “when your insides are crying because of the poor, poor attitudes
that you have to deal with all day,” knowing that their emotions were monitored to make sure of
it. Pc7, a Black woman and healthcare aide whose employer similarly used real-time video and
audio-based emotion analytics to monitor interactions with patients, reported similar distress from
enduring emotional surveillance in the face of racist customer interactions. Pc7 shared that “there’s
also some patients who don’t like Blacks...so they will like insult you, they’ll treat you badly”;
though Pc7 would always “try [her] best” to convey positivity and make the patient happy, she
described how sometimes it was too much to endure when “you cannot take it anymore.”

Both Pc7 and Pc6 described how they made sense of their experiences enduring emotional labor
as ways to challenge racism, spinning them in a positive light. For example, Pc6 shared that even if
she had “someone that’s racist, I want to provide the best experience ever so that I can make you
change your viewpoint on how you feel about someone of my complexion” and “change the narrative
that your experience with a Black person was the best that you have had in a long time.” Similarly,
Pc7 described how maintaining calmness and positivity toward difficult patients could challenge
patient prejudice: by refusing to respond to racism and contempt with anger, Pc7 believed that
she “chose to do the right thing” by concealing the negative emotions that such racist encounters
provoke, allowing her to “be the bigger person.” Such sense-making processes demonstrate the
additional burdens and consequent discriminatory effects Black women and possibly other workers
of color may take on in order to reproduce the constant positive emotional labor required of their
jobs under emotion AI-enabled workplace surveillance.

Harms from emotion AI’s disparate negative effects from emotional labor enforcement share
similarities to established discrimination privacy harms [41] in that they may disproportionally
affect workers of marginalized identities and backgrounds, yet differ in that it does not create the
same mark of shame and stigma. Pc6 and Pc7’s experiences instead reveal how they perform
emotional labor to challenge societal prejudices and their stigmatized associations. The disparate
effects workers may experience from emotion AI then stem from the additional labor marginalized
workers disproportionally endure on account of societal discrimination.
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Emotional Surveillance’s Chilling Effects on Felt Emotion. Concerned that emotion AI could
detect that the emotions they outwardly expressed in accordance with their job’s emotional ex-
pectations did not align with their inner, felt emotions, participants with cognizance of emotion
AI-enabled workplace surveillance experienced chilling effects to their own felt emotions in order
to align their emotions with perceived workplace emotional expectations. More than amplifying
constraints to workers’ autonomy and the psychological harms this restriction may involve [41],
we find these chilling effects to workers’ felt emotion to involve concerns that may be ignored by a
categorization that insufficiently captures the complexities of human emotion that include, but also
exceed, limits to free choice and rational thought [360].

For example, Pc1 described how the continuous emotional surveillance and emotional labor
enforcement they experienced under emotion AI prevented her from experiencing, not just dis-
playing, human, negative emotions. Pc1 shared that under constant emotion monitoring to enforce
expectations that teachers maintain a positive demeanor, she felt she was not even allowed to
experience negative emotions while at work—regardless of how she expressed them outwardly.
Contextualizing her experience as a high school teacher, Pc1 shared examples of everyday interac-
tions that would reasonably induce negative feelings: “teenagers, they’re going to try to tell you
that you look fat one day, or they’re gonna...ask if you have a boyfriend, or they’re going to tell you
that their mom is younger than you.” Pc1 explained how these difficult interactions “push you to
learn how to handle [them]” and not visibly “get angry.” But, under emotional surveillance and
emotional labor enforcement, “if you did get a little heated one day and have a bad day, definitely
you would be investigated.” As a result, Pc1 found it difficult to not even be able to feel negative
emotion, out of fear her employer would investigate her as a result. Similarly, Pc7 shared how she
was unable to feel certain emotions as a result of her employer’s emotion AI-enabled emotional
surveillance, describing how the “pressure [of] wanting to feel something that is outside the orga-
nization, or just something that you are just by yourself,” but couldn’t, was “overwhelming” due
to the “constraining” effects of emotional surveillance.

These experiences demonstrate how emotion AI-enabled workplace surveillance can chill worker
autonomy over their inner, felt emotions. This harm extends beyond established definitions of
autonomy harm [41] as the point of contention goes further than concerns of undermining peoples’
choices and restricting lawful human behavior, rather it involves manipulating and re-orienting
worker affect and emotions in ways that limit the bounds of human emotional life.

5.5 Discussion

Emotion AI is often celebrated for its potential to improve the safety and culture of organizations
and the wellbeing of the employees that compose them [5]. Yet, our examination of workers’
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perceptions of and experiences with emotion AI illustrates a starkly different story: one where
workers are subject to invasive emotional surveillance that enhances the control employers have
over workers’ emotional lives [365, 150, 53] and amplifies the adverse consequences workers may
experience from emotional labor enforcement and privacy intrusion. Even in the increasingly
privacy-invasive modern workplace [150, 292], we find that participants perceived emotion AI to
enable an especially intolerable form of surveillance that erodes workers’ privacy and control over
their own emotions. Employers’ unrestrained ability to monitor and manipulate their employees’
emotions with emotion AI-enabled workplace surveillance threatens to degrade the value of and
shift social norms around privacy at perhaps the most fundamental level of human experience:
what we refer to as emotional privacy.

Our findings call for industry, policy, and research to contend with emotion AI’s erosion of
emotional privacy. To that end, we first discuss our conceptual contribution of emotional privacy to
illustrate how emotion AI destabilizes privacy over one’s emotional life, and argue that emotional
information and freedom from emotional manipulation are worthy of preservation and protection—
within and beyond the workplace. We conclude with implications of our findings regarding
emotional privacy for policy and design.

5.5.1 Distinguishing Emotional Privacy

Documenting how employers engage in surveillance practices to monitor and manage employee
emotions, Arlie Hochschild introduced the sociological concept of “emotional labor” in 1979
to describe the phenomenon of corporate control and commodification of workers’ emotions.
Hochschild’s arguments proved to be politically potent [366] and were followed by an impressive
breadth of scholarship that largely focused upon emotional labor’s adverse effects [367]. Yet, less
attention has been paid to the privacy implications of emotional labor, which Hochschild referred
to as “the best account of how deep institutions can go into an individual’s emotional life while
apparently honoring the worker’s right to ‘privacy”’ [53].

Hochschild depicts the interiority that remains deep inside workers as an “inner jewel” that
evades the gaze of even the most authoritative employer [53]. As our findings suggest, emotional
labor can function as a mechanism to manage and preserve one’s privacy over this inner jewel,
yet, emotion AI that automatically infers workers’ emotions enables employers to break this shield
and access the inner jewel of workers’ interiority. In so doing, as our study finds, emotion
AI erodes peoples’ ability to preserve the privacy of their emotions—what we refer to as their
emotional privacy—restricting whether and to what extent people can manage what is known about
their emotions to others by transgressing human boundaries between expressed and felt emotion.
Throughout this paper, we show how emotion AI use can disrupt this desired quality for many
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workers, how workers attempt to manage their emotional privacy through emotional labor, and why
emotional privacy is consequential due to the harms its invasion imposes on workers. Emotional
privacy has implications beyond the workplace, as emotion AI technologies and applications span
many contextual use cases, including healthcare, education, marketing, and law enforcement [368].
The breadth of scholarship aiming to improve the algorithmic detection of “fake” and “genuine”
emotions [369, 370, 371, 372] highlights emotion AI’s threat to emotional privacy.

By exposing and manipulating human emotion, as our findings suggest, the consequences of
this emerging technology’s privacy harms add a new quality to the current recognition of digital
privacy harms [41]. While emotion AI-enabled workplace surveillance has much in common
with other surveillance infrastructures, our findings suggest that there is a different, deeper level
of quality to its privacy invasiveness. Emotion AI-enabled workplace surveillance constitutes a
deeper privacy intrusion into a person’s interior—surveilling and manipulating humans’ emotional
selves and bodily interiority—than is the case with prior surveillance infrastructures that mostly
monitor outward display acts. Regardless of its current technological limitations [78, 128, 80, 290],
our findings show that emotion AI is perceived by those who are or may be subjected to it as a
technology that reads and manipulates one’s inner thoughts and emotions, and those perceptions
pose real and harmful consequences to workers as we show.

Our findings demonstrate the need to study privacy of emotions or emotional privacy in more
depth — regarding both harms to emotional privacy as well as protections of and rights to emotional
privacy. As we show, emotion AI, by definition and design, erodes emotional privacy. To address
its invasions of emotional privacy, we must first recognize emotional privacy as part of the human
right to privacy—legally and ethically—and acknowledge that people deserve protection against
technology-enabled harms from emotional privacy violations. Echoing participants’ sentiments,
we argue people ought to have a right to privacy over their emotional information and remain free
from emotional manipulation.

Such recognition and protection of emotional privacy could take the form of a civil right and
liberty, as argued by legal scholars introducing parallel forms of privacy, notably Citron’s inti-
mate privacy [41] and Richards’ intellectual privacy [373], which argue that privacy over our
intimate and intellectual lives—together encompassing our bodies, health, relationships, thoughts,
and beliefs—are fundamental to human flourishing and thus ought to be protected. However, algo-
rithmic inferences thereof have the potential to reveal novel insights due to emotions’ fundamental
integration with human behavior and cognition [374]. As such, while emotional privacy may span
parallel privacy forms such as intimate and intellectual privacy, the contested and sweeping nature
of human emotion raises questions about what it means and what is at stake when emotions are
inferred using computational means. Whether and how emotional privacy involves concerns of
bodily and intellectual integrity, and where it might diverge from established privacy interests, is
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an area requiring further research and theoretical work.

5.5.2 Governing Emotional Privacy

Our findings have implications for policy that begins to protect emotional privacy. Law and
policy can act as counterweights to limit the otherwise boundless practice of worker surveillance
[375, 150]. Yet, U.S. federal law does not currently limit or address the general surveillance of
workers [375], barring public employees who enjoy constitutional privacy protection against their
government employers [376]. As such, available legal avenues for workers regarding employer
surveillance fall under a patchwork of state legislation and common law privacy torts [376],
though both have proven woefully inadequate to protect against and remedy privacy harms workers
endure in the workplace [376, 375, 377], and do not cover emotional privacy. Of note, the
California Consumer Privacy Act (CCPA) mostly exempted employers from compliance under its
“workforce data exemption” [378], though its successor as of 2023—the California Privacy Rights
Act (CPRA)—extends protection to all personal information, including employee data [379], which
may have implications for workplace surveillance practices.

What’s more, history has shown that new data practices and technologies can enable employers
to evade worker privacy protections [375, 380]. In response to surveillance constraints, employers
have shifted away from the discreet collection and processing of workers’ personal information and
other data practices that are regulated to a participatory approach that engages workers to share their
information with employers under the guise of progress and wellbeing [381], in effect normalizing
extensive and invasive employee surveillance and silencing its legal objections [381, 375]. Emotion
AI-enabled workplace surveillance goes further by no longer requiring workers’ participation to
share their thoughts and feelings, instead circumventing worker disclosure of such information
with automatic (claimed) inferences of worker emotion and affect. Absent of technological, legal,
or normative constraints to restrict its use [375], emotion AI in the workplace stands to collect,
process, and share deeply private and sensitive emotional information about workers, leaving them
without adequate and explicit protection and vulnerable to the harms we identified in this work.

Of the available employment privacy statutes in the U.S., most focus on remedying particular
harms [337]. Exceptions include a few state statutes that limit the surveillance itself (i.e., video
surveillance with audio [382]) and restrict the collection of certain types of employee data (i.e.,
biometric data [383]). However, because of the breadth of the information emotion AI processes
and the uniqueness of the information emotion AI claims to generate (i.e., automatically reading a
person’s emotions and affective phenomena more broadly), it is difficult to appropriately classify
it under existing regulatory schemes [384]. Open questions remain regarding whether information
about human emotion and affect can be protected under existing categories, including thoughts and
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beliefs, biological and biometric data, sensitive information, and/or identifiable health information
[384]; and whether the artificially intelligent nature of the inference’s origin and its ability to
“derive the intimate from the available” demands a renegotiation of conventional understandings
of individual privacy to capture its potential to enable mechanisms of large-scale, “hyper-targeted
control,” [385] particularly at the hands of anthropomorphized, emotionally intelligent AIs [386,
387, 388]. These open questions pose significant barriers to the application of enforceable regula-
tory frameworks to mitigate, prevent, and remedy potential harms from emotion AI [384, 389], a
matter of increasingly pressing public concern [117, 390].

Consequently, legal scholar Bard advocates for the development of a framework to prevent or
mitigate emotion AI’s potential harms in particular, rather than AI broadly (i.e., a general AI code of
ethics). The development and enforcement of mechanisms to address emotion AI’s harms, as Bard
observes, necessarily begin with the task of identifying them [384]. Our identification of emotion
AI’s privacy harms in the workplace provides a foundational contribution to this discourse.

At a more fundamental level, regulation and policy could strengthen worker power and expand
worker rights. Surely, the lack of available worker protections has enabled the adoption of ex-
ploitative and invasive emotion AI-enabled workplace surveillance [292]. Through this work, we
have recognized and advocated for a right to emotional privacy in the workplace and identified the
potential harms to which workers may be exposed as a result of emotion AI’s erosion of emotional
privacy—insights that labor rights advocates could use to take steps in protecting and preserving
workers’ emotional privacy.

5.5.3 Designing for Emotional Privacy

There are several opportunities for industry actors to better protect emotional privacy, and mitigate
or pre-empt some of emotion AI’s harms within and beyond its application to the workplace.

First, for collective rather than individual monitoring applications, techniques such as differential
privacy can protect privacy by introducing noise that offers plausible deniability for any identifiable
individuals in emotion AI datasets [391]. For instance, after initial backlash over privacy concerns,
the most recent release of Microsoft’s Viva platform, which generates wellbeing-related insights
about individual employees and makes that information visible to employees through an individual
dashboard [392], uses differential privacy, de-identification, and aggregation [392] to ensure iden-
tifiable data is visible only to the employee, while providing “privacy-protected” wellbeing-related
insights to management [392, 393]. In addition, decentralized federated learning techniques could
prevent the centralized collection of individual, identifiable inferences of emotion, restricting harms
from the unregulated and unconstrained flow of emotion data. However, the privacy guarantees
of such techniques are limited and should not be regarded as a “silver bullet” to privacy problems
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[394].
Second, enterprise risk management practices that identify, categorize, assess, and prioritize

privacy risks to minimize harm to consumers could recognize the harms of emotion AI and
incorporate them into existing and future risk management processes, such as privacy or data
protection impact assessments (PIAs/DPIAs) [395] and ethical impact assessments [396]. Given
the acceleration of privacy laws and regulation, prudent organizations that handle personal data
will adopt data protection and privacy risk minimization standards [397]. To mitigate harm from
the collection and processing of emotion data, future work could build on this study to measure the
risk of emotional privacy harm, an important component of several risk mitigation frameworks.

It is important to emphasize that emotional privacy harms may remain even if such policy and
privacy interventions to mitigate emotion AI’s harms were implemented. For example, efforts
to improve the precision of emotion AI inferences may stem some of emotion AI’s harms (i.e.,
reputational harms), but the perfect emotional surveillance of a highly accurate emotion AI system
may perpetuate or introduce other harms (i.e., psychological and emotional labor harms). While
faulty emotion AI can harm people, as we show, machine accuracy improvement is an imperfect
solution, as more accurate surveillance systems can indeed exacerbate privacy concerns [215].
Certainly, many of emotion AI-enabled workplace surveillance’s harms (i.e., direct psychological
and autonomy harms) cannot be mitigated through either technical solutions or the governance
of emotion data, but through the refusal [398] to adopt the emotion AI and prevent its emotional
surveillance collecting emotional information in the first place. Surely, non-adoption decisions by
organizations would pre-empt the identified emotion AI-enabled workplace surveillance harms all
together.

Privacy enhancement, regulation, and risk mitigation all have limits; a failure to consider at a
more fundamental level whether it is just to develop, design, and implement systems that implicate
the privacy of our inner, emotional lives can expose and exacerbate social injustices for all. These
are questions of ethics and justice [399, 400], and to that end we contribute emotional privacy as a
lens to identify and address the harms posed by technologies that infer and interact with emotions
and other affective phenomena, and last but not least, an individual right to privacy over one’s
emotional information and to remain free from emotional manipulation.

5.6 Conclusion

In examining workers’ experiences and perceptions of emotion AI in the workplace, we find that
emotion AI violates workers’ emotional privacy, erodes workers’ ability to manage privacy over
their emotional information, and exposes workers to a wide range of privacy harms stemming from
its emotional surveillance into workers’ interiority and its enforcement of workers’ compliance with
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emotional labor expectations. Our results call for the recognition of a human right to emotional
privacy, which can better guide researchers, policy makers, and industry practitioners to make
ethical and responsible decisions regarding emotion AI that protect and preserve peoples’ ability
to maintain privacy over their emotional information.
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Part III: Measuring Emotional Privacy Across Contexts

Part II established emotional privacy as a foundational privacy interest in emotion AI systems
with context-relative stakes. Part III thus turns to the task of measuring emotional privacy by
drawing on Helen Nissenbaum’s theory of Contextual Integrity (CI), a widely adopted framework
for evaluating the appropriateness of privacy-relevant information flows relative to their social
context.

CI evaluates information flows based on five interdependent parameters: subject, sender, re-
cipient, information type, and transmission principle. These parameters define the structure of an
informational norm. When flows align with entrenched social expectations across these parameters,
they are considered presumptively appropriate. Privacy violations arise when these expectations are
breached—when established privacy norms are disrupted. Importantly, CI is not only descriptive
but normative: it includes a layered justificatory analysis to determine whether identified privacy
violations—or novel flows without established social benchmarks—are normatively justified: (1)
identifying the interests at stake, (2) weighing benefits and risks, and (3) evaluating whether the
flow advances or undermines the social ends of the context in question [12, 13]. Part III adopts
this model to analyze emotional privacy in the context of emotion AI systems in healthcare and
employment, applying CI as both a measure framework and a normative diagnostic for emotional
privacy.

To operationalize this analysis, I drew upon Kirsten Martin’s work (e.g., [401, 402]) to design
a mixed-methods factorial vignette survey. Participants were presented with scenarios in which
CI’s five parameters were fixed, while the social context and type of data input were systematically
varied. Open-ended prompts followed each vignette to elicit perceived benefits and risks, and a
post-survey questionnaire collected demographic data and information about participants’ privacy
beliefs. This approach enabled empirical measurement of emotional privacy judgments grounded
in CI, while also testing the influence of contextual and individual-level factors on those judgments.
I employed a dual-sampling strategy: one nationally representative U.S. sample stratified by race,
sex, and age, and one purposive sample of individuals with lived experience of mental illness and/or
minoritized racial, ethnic, or gender identities—groups potentially more vulnerable to impacts from
the flow of inferred emotional information in these domains.

Participants were presented with scenarios in which an emotion inference was held constant
across vignettes as the information type parameter. Each scenario clarified that the employer
or healthcare provider derived the inference from existing contextual records. Vignettes varied
systematically by two source modalities (speech/text patterns vs. facial expressions) and across 14
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distinct purposes. This design allowed empirical isolation of participant judgments regarding the
privacy of interpreted emotional information, applying CI principles to inference-based systems.
By varying both the data source and the purpose of use, the study also illuminated how meaning is
ascribed to data flows: perceived appropriateness hinges not only on the modality of data collection
but on the intended purpose of the inference—underscoring the centrality of purpose in privacy
judgments involving inferred personal information.

The quantitative data empirically affirm CI’s normative heuristic. Judgments by purpose gen-
erally aligned with CI’s expectation that data flows are more appropriate when they reinforce the
contextual ends of a given domain. However, divergences emerged. Regression results and sample
comparisons suggest that participants with minoritized identities were more likely to perceive both
greater benefits and greater risks than participants in the general population. Effects by purpose
were not just stronger, but in some cases, directionally distinct. These results show that norma-
tive privacy judgments can diverge across individuals occupying the same roles within a given
context—especially when those individuals face differential risks or histories of marginalization.

The qualitative findings reveal that while participants acknowledged potential benefits of emotion
AI—such as improved diagnosis, early intervention, or support for workplace mental health—these
were overshadowed by concerns that such inferences crossed a moral line. Respondents described
risks of excessive surveillance that could erode their ability to meaningfully shape their work or care
environments, while simultaneously augmenting the power of already hierarchically advantaged
institutions. These concerns reflected a common theme: that machine interpretation of human
emotion, particularly when deployed in institutional settings, risks undermining individual dignity
and agency.
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CHAPTER 6

Emotion Inferences in the Workplace and
Healthcare: Workers’ and Patients’ Emotional

Privacy Judgments and the Relative Influence of
Contextual, Socio-demographic, and Individual

Privacy Belief Factors1

6.1 Introduction

Emotion AI deployments in both workplace and healthcare settings promise similar aims across
contexts—improved safety, performance, and wellbeing [403, 296, 404, 405]. Alongside these
transformative promises are substantial privacy and ethical trade-offs.

Understanding when and how privacy is transgressed is essential to grasping the social impacts
of emerging technologies and mitigating their harms [41, 406]. Yet empirical knowledge on how
workers and patients—the individuals most exposed—judge the appropriateness of emotion AI
data flows, and how those judgments vary by context, purpose, social position, and privacy beliefs,
remains scarce. In its absence, technology research, policy, and practice risk privileging dominant
norms while overlooking the heightened vulnerabilities of minoritized groups.

1This chapter is based on three publications: (1) Shanley Corvite*, Kat Roemmich*, Tillie Rosenberg, and
Nazanin Andalibi. 2023. Data Subjects’ Perspectives on Emotion Artificial Intelligence Use in the Workplace: A
Relational Ethics Lens. Proc. ACM Hum.-Comput. Interact. 7, CSCW1, Article 124 (April 2023), 38 pages.
https://doi.org/10.1145/3579600. *Co-first authors contributed equally. This material is based upon work supported
by the National Science Foundation under Grant No. 2020872.; (2) Kat Roemmich, Shanley Corvite, Cassidy
Pyle, Nadia Karizat, and Nazanin Andalibi. 2024. Emotion AI Use in U.S. Mental Healthcare: Potentially Unjust
and Techno-Solutionist. Proc. ACM Hum.-Comput. Interact. 8, CSCW1, Article 47 (April 2024), 46 pages.
https://doi.org/10.1145/3637324. This material is based upon work supported by the National Science Foundation
under Grant Nos. 2020872 and 2236674; (3) Kat Roemmich and Nazanin Andalibi. 2024. Emotion Inferences
in the Workplace and Healthcare: Workers’ and Patients’ Emotional Privacy Judgments and the Relative Influence
of Contextual, Socio-demographic, and Individual Privacy Belief Factors. (under review at ACM Transactions on
Computer-Human Interaction).
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Theoretically and empirically grounded in the understanding that privacy norms are interde-
pendently bound by contextual variables [401, 407], vary by socio-demographic and individual
privacy belief factors [408, 409, 410, 411, 412], and may differ between dominant (i.e., nationally
representative) and minoritized perspectives [413], this study contributes a deeper understanding
of the benefit and risk perceptions of emotion AI held by data subjects, their emotional privacy
judgments, and the factors that shape them, by answering the following research questions:

What is the relative influence of contextual, socio-demographic, and individual privacy
belief factors on workers’ and patients’ emotional privacy judgments of emotion AI
data flows? What benefits and risks do they anticipate?

To answer these questions, we designed a factorial vignette survey based on Helen Nissenbaum’s
theory of contextual integrity, which normatively justifies data flows when they uphold the legitimate
goals of the context and serve its broader social ends [12]. To conceptualize emotional privacy as
the appropriateness of emotional information flows, we structured vignettes by fixing contextual
integrity’s five canonical parameters: information type, subject, sender, recipient, and transmission
principles. Guided by the principle of purpose limitation—which restricts data use to specific,
legitimate aims [414, 415]—we systematically varied vignettes by 14 emotion data purposes
(e.g. safety, diagnostics, performance management) and two input modalities (image/video vs.
speech/text). Participants rated their comfort across 56 scenarios in total (2 contexts x 2 inputs x
14 purposes). We also collected socio-demographic factors and individual privacy beliefs (e.g.,
institutional trust, perceived sensitivity of emotional information) to model their influence on
privacy judgments. Recognizing that nationally representative samples may obscure the privacy
needs and vulnerabilities of underrepresented groups [413], we conducted the study across two
U.S. adult samples: a nationally representative cohort by race, sex, and age (𝑛=300) and a targeted
oversample of minoritized participants by race/ethnicity, gender, and mental health status (𝑛=385).
We analyzed cohorts separately to reveal patterns that pooled, weighted analyses might miss.

After considering their comfort levels to each set of context-relative scenarios, participants then
answered open-ended questions regarding what benefits, harms, undesired impacts, or concerns, if
any, they anticipated from emotion AI use in the domain (employment, healthcare) corresponding
to that of the vignettes to which they had just finished responding. These open-ended questions
were intentionally broad to allow participants to conceptualize the impacts most meaningful to
them.

Our results yield four key insights for emotional privacy theory, system design, and governance:

1. Purpose is a dominant, context-specific driver of privacy judgments. Holding contextual
integrity’s actor, attribute, and transmission principle parameters constant, varying the stated
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purpose of an emotion AI flow shifts mean comfort by −7.9 to +7.0 points—the largest
swings observed. Purpose shows an interdependent effect: its direction and magnitude vary
with the institutional goals of each domain, with some purposes producing the strongest
effects across the model. In contrast, input modality shows a consistent main effect across
contexts and cohorts: replacing image/video with speech/ text raises comfort by +2–5 points,
reflecting generalized discomfort with facial emotion analytics.

Employment. Flows supporting the workplace’s social mission—keeping workers safe, cared
for, and productive—raise comfort: risk-of-harm predictions (≈ +7), group mental-health
monitoring (+2.6/+2.2), and automated acute support (+1.7/+1.9). Conversely, evaluative
flows importing clinical diagnoses or expanding individual surveillance—early medical diag-
noses, individual mental health inferences, and performance scoring—lower comfort (−1.3
to −3.7). While these flows might, in principle, aid productivity and care, participants ap-
pear to weigh disclosure risks to employers more heavily, recognizing the power asymmetries
such flows may intensify—thus contravening employment’s higher-order social goals (e.g.,
dignity, fair treatment [416]).

Healthcare. Early neurological screening is the only purpose rated positively in both samples
(+2.2/+3.5), aligning with healthcare’s aim of improving clinical outcomes. Yet other
clinical purposes—early mental health diagnosis, individual mental health inference, and
automated interventions—register the strongest negative effects (−3.5 to −7.9), suggesting
that granting machines interpretive authority over emotional states heightens vulnerabilities
and undermines bodily and decisional autonomy—core to healthcare’s contextual integrity
[417].

These purpose-specific variations underscore contextual integrity’s normative claim: a flow is
judged appropriate when its purpose furthers the context’s institutional goals and the broader
social ends they serve, and inappropriate when it strains or distorts those ends. Our findings
therefore support governance efforts to bind the flow of personal information generated by
emotion AI to narrowly articulated, context-serving purposes and apply purpose limitation
principles by default.

2. Socio-demographic variation shapes emotional privacy judgments in context. Our dual-
sampling approach highlights differing privacy judgments between representative and mi-
noritized cohorts. Across both employment and healthcare settings, participants in the
minoritized cohort tended to follow the same directional trends as the nationally representa-
tive cohort—but with magnified effect sizes, both positive and negative. These differences
suggest heightened perceived susceptibility to emotional inferences and greater judgment in-
tensity, consistent with the idea that position-related vulnerability shapes privacy expectations
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[413]. Importantly, divergences emerged at the purpose level. For example, in employment,
early diagnosis for mental illness had a more negative effect in the minoritized sample (−2.5
vs. −1.3), as did neurological disorder screening (−1.7 vs. +0.5). These divergences were
also context-specific. For instance, in healthcare,early mental health diagnosis was rated less
negatively by the minoritized cohort (−0.5 vs. −2), while neurological screening was rated
more positively (+3.5 vs. +2.2). These results suggest that participants more acutely attuned
to systemic disparities (e.g., in care access, stigma) may evaluate flows through a different
lens of contextual appropriateness—recognizing, for example, how a given use might support
or undermine a context’s broader social ends. This position-sensitivity is further evident in
the one statistically significant reversal of effect direction: identifying patients in need of
support in healthcare, which was rated negatively by the representative cohort (−1.2) but
positively in the minoritized cohort (+1.3). Such divergences highlight how differing lived
experiences inform privacy judgments about whether a data flow upholds or violates con-
textual integrity. These divergences underscore how lived experience shapes judgments of
contextual appropriateness. Concerning socio-demographic factors, while not all effects were
statistically significant, patterns by race, gender, mental health status, and education were
nonetheless illuminating, wherein we observed patterns consistent with position-related vul-
nerability. In both contexts, Black participants and those without a Bachelor’s degree tended
to report greater comfort, suggesting heightened sensitivity to flows that promote wellbeing
and dignity. Meanwhile, gender minorities and participants with mental health histories ex-
hibited sharper negative responses in healthcare, highlighting where emotion AI systems may
exacerbate existing vulnerabilities. These findings underscore the need for demographic sen-
sitivity in the design and governance of emotion AI, and caution against assuming nationally
representative samples capture the full range of emotional privacy concerns.

3. Trust and perceived sensitivity are decisive belief factors. Institutional trust and perceived
sensitivity of emotional data strongly influence comfort judgments. Each one-unit increase
in trust, or decrease in perceived sensitivity, shifts comfort by 0.4 to 0.5 points, comparable to
many mid-range purpose effects. Specifically, institutional trust increased comfort by +0.44
to +0.54 per scale unit, while perceived sensitivity decreased it by −.25 to −0.3. Notably,
perceived sensitivity of emotional information varied by context and, in some cases, was
even rated higher than traditionally recognized sensitive categories of data such as biometric,
genetic, or union membership information. This underscores the need to treat emotional
information as a first-order privacy concern. Because these are continuous variables, their
cumulative effect may exceed that of any single contextual or demographic variable we tested.
As trust varies widely across workplaces and healthcare settings, meaningful protections
should therefore be built into systems by design—not deferred to assumed institutional
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goodwill—and governed according to the heightened sensitivity of emotional information.

4. Workers and patients fear erosion of dignity and contextual values. While participants
acknowledged that emotion AI use by employers or healthcare providers could, in principle,
support positive outcomes (as framed in the survey vignettes), these potential benefits were
consistently overshadowed by a wide range of perceived risks and harms. In both contexts,
participants feared that the introduction of emotion AI would exacerbate the very challenges
they already face—challenges that are often interconnected in the privatized landscape of
the U.S., where access to care frequently depends on employer-provided subsidies and health
plans. These concerns included the difficulty of maintaining work-life boundaries, the
stigmatization of mental health issues, the quality and timeliness of care, and the lack of
meaningful voice in shaping these institutional environments as both employees and patients.

Participants also emphasized contextual and relational concerns. Even when emotion AI
was introduced for ostensibly pro-social aims such as promoting safety, wellbeing, or mental
health, it was often seen as degrading the relationships that gave these settings their meaning.
In healthcare, this meant the loss of the “human” in human medicine, as the values of the
patient-provider relationship was perceived to be displaced by those of the commercial market.
In the workplace, it meant further erosion of worker agency and dignity in environments
already characterized by intrusive surveillance, leading to strained peer relationships and
deepened hierarchical power asymmetries.

These findings underscore that the core affiliations that make these social contexts meaningful
are themselves at stake. As Contextual Integrity reminds us, privacy norms are grounded in
how information flows shape the roles, responsibilities, and values embedded in specific social
contexts [13]. When emotion AI purposes imply support to those values—by enhancing
agency or preserving dignity—participants responded more favorably. But when it more
obviously threatens them, concerns were more prominent. The moral evaluation of emotion
AI, then, hinges not only on contextual purpose, but also on whether it sustains or erodes the
normative structures that make these contexts worth protecting in the first place.

By grounding emotional privacy as a normative judgment shaped by contextual goals, individual
beliefs, and position-related vulnerabilities, this study extends contextual integrity by incorporating
diverse participant perspectives and empirically testing the influence of purpose—alongside fixed
contextual integrity parameters—on privacy judgments. In doing so, we offer both a theoretical
refinement and an actionable model for evaluating the acceptability of emotion AI systems within
the contextual integrity framework. These insights lay the foundation for designing and governing
emotion AI technologies that respect autonomy, support dignity, and advance the broader social
ends these systems claim to serve. At the same time, they surface a critical challenge: ensuring that
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the full socio-technical pipeline—from purpose specification to transmission constraints and system
safeguards—consistently upholds these normative commitments across specific deployments and
contexts. Our findings also offer empirical support for recent regulatory developments such as the
EU AI Act, and provide a model for anticipating future governance needs. In the sections that
follow, we elaborate this framework, present our empirical findings, and discuss implications for
the responsible development, deployment, and regulation of emotion AI grounded in heightened
safeguards for emotional information, purpose-aware design and governance, and sensitivity to
contextual and positional vulnerabilities in privacy research and practice.

6.2 Background and Related Work

Despite growing deployments of emotion AI in the workplace and healthcare, the privacy implica-
tions of these technologies remain poorly understood—particularly from the perspective of those
most affected. While calls for empirical attention to privacy in technologies handling emotional
data are growing, particularly in applications of AI to the workplace [418, 334, 419] and healthcare
[420, 421, 422, 423], two persistent gaps limit progress. First, there is a structural gap: the actors
designing, deploying, and evaluating these technologies often lack insight into the situated norms
and vulnerabilities of the individuals over whom they hold power [424, 306]. Second, there is a
conceptual gap: emotional privacy remains empirically under-theorized and thus difficult to oper-
ationalize [418], with limited empirical attention to how emotional information flows are judged
across contexts, identity characteristics, and belief systems.

The present study addresses both gaps by investigating how three interdependent dimensions—
(1) contextual factors, (2) socio-demographic characteristics, and (3) individual privacy beliefs—
influence emotional privacy judgments. Our analytic framework models the relative influence of
these factors on workers’ and patients’ judgments of emotion AI data flows alongside the structural
parameters of contextual integrity. In doing so, we build on contextual integrity theory to clarify
what emotional privacy means in practice, identify the factors that shape its protection or violation,
and inform governance efforts to align emotion AI with both human values and contextual demands.
This section reviews literature motivating our inclusion of these factors as explanatory variables
alongside contextual integrity parameters, with attention to how identity-based vulnerabilities can
influence emotional privacy judgments in work and healthcare domains.

6.2.1 Contextual Factors

According to the theory of contextual integrity, privacy norms are shaped by the interdependent
parameters of a given social context, including actors, attributes, and transmission principles. An
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information flow is judged appropriate when it aligns with these norms and supports the context’s
institutional goals [12]. What is acceptable in healthcare may not generalize to the workplace; these
domains differ not only in place but in politics, conventions, and cultural expectations [12, 425].
Attending to the specific contextual configurations of employment and healthcare is thus essential
for evaluating whether, and to what extent, emotional privacy is preserved or violated. Such analysis
can reveal gaps between normative ideals and lived experience, enabling more socially responsive
design and policy aligned with the values of those most affected by emotion inference technologies.
In addition to measuring emotional privacy through contextual integrity’s core parameters, this
study examines the relative influence of two further contextual factors: the modality of data input,
and the stated purpose of its use. These are particularly salient in emotion AI, where inferences are
drawn from multimodal signals and may be used for opaque or poorly justified ends.

6.2.1.1 Data Input

In both workplace and healthcare contexts, emotion recognition frequently relies on text, speech,
and facial data, often in combination with additional contextual or biometric information [426,
427, 428, 429]. The specific input modality may influence emotional privacy judgments, as
privacy perceptions are known to vary across data types. Facial and bodily data captured through
cameras and facial recognition systems raise concerns about visibility, identification, and biometric
surveillance [419, 241, 430, 431]. Speech data collected via continuous microphones, such as
those in smart speakers, elicit fears of ambient surveillance and constant monitoring [432]. Text-
based inputs, including monitored emails and messages, prompt concerns about intrusions into
private communication and intent inference [433]. In emotion AI, such data are not shared directly
but processed to infer emotional states and output task-relevant information. Under the theory
of contextual integrity, these input modalities form part of the broader “sender” of emotional
information [434].

Empirical studies support the idea that input type shapes privacy perceptions. Lee et al.’s
qualitative study on mobile affective computing found sensor-specific concerns, with users worried
that certain data types could expose personal traits and lead to profiling and surveillance [435].
Similarly, Zhang et al. showed that inferences about mental health from mobile data triggered
privacy concerns that varied by data source and contextual framing [423]. These findings suggest
that the input source used to generate emotion inferences may directly shape how workers and
patients evaluate emotional privacy.
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6.2.1.2 Purpose

The purpose for which information is collected and used is known to shape privacy perceptions—
particularly when the stated purpose offers a personal or collective benefit [436, 437, 316, 315,
362, 438, 439, 440]. Individuals are often more willing to share sensitive information, including
emotional or health-related data, when they perceive it as contributing to their own wellbeing [409]
or advancing a broader social good [441, 442, 435]. However, purpose-driven framing can be
leveraged by powerful actors to normalize surveillance and downplay privacy risks. In workplace
contexts, for instance, employers increasingly frame monitoring tools as enhancing productivity or
wellbeing, thereby encouraging participation while limiting dissent [375]. Similarly, in healthcare,
optimistic narratives about digital tools can obscure underlying privacy threats [443]. While
positive framing may mask certain risks, people remain concerned about their emotional privacy
even when purported benefits are emphasized. Zhang et al. found that privacy concerns persisted
in mobile mental health apps, despite framing these tools as beneficial [423].

These findings highlight the contextual salience of purpose in shaping emotional privacy percep-
tions. Indeed, U.S. privacy regulations such as the Health Insurance Portability and Accountability
Act (HIPAA) embed purpose specificity as a normative constraint on sensitive data use [444, 445].
While purpose is not explicitly included among contextual integrity’s five canonical parameters,
applications of the theory often treat purpose as an optional transmission principle constraining data
use [12]. Given that emotion AI systems infer emotions from diverse data inputs and for a range
of ends, we expect emotional privacy judgments to be shaped not only by the structural features
defined by contextual integrity, but also by the purpose for which emotion inferences are used. By
empirically assessing the effect of purpose across fixed contextual integrity parameters, our study
extends contextual integrity by measuring how purpose meaningfully contributes to emotional
privacy judgments in context-specific ways.

6.2.2 Socio-Demographic Variations

While contextual factors define the descriptive and normative boundaries of privacy within a given
setting, individuals’ socio-demographic characteristics shape how those boundaries are perceived,
enforced, and contested.

Empirical work shows that privacy perceptions vary across socio-demographic dimensions such
as education [409], race/ethnicity [409], and gender [410, 411]. Although the relationship between
privacy perceptions and socio-demographic status remains understudied [408], research in privacy
and HCI suggests that identity-based characteristics influence both one’s exposure to surveillance
and sensitivity to its harms [411, 446, 447].
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6.2.2.1 Education

Recent Pew findings indicate that public concern over AI applications varies by educational attain-
ment. Individuals with postgraduate education expressed greater concern about facial recognition
by police, while those with a high school diploma or less were more concerned about AI-enabled
misinformation detection and autonomous vehicles [448]. Similarly, Bhatia and Breaux found that
individuals with doctorate degrees reported lower concern about sharing personal information than
those with lower educational attainment [409].

6.2.2.2 Race/Ethnicity

Research shows that Black and Latino populations are afforded less privacy in U.S. society, in
part due to the long-standing normalization of racialized surveillance practices [449, 450]. This
structural disparity may contribute to privacy resignation and a diminished perception of risk,
despite disproportionately high levels of vulnerability to privacy intrusions [446]. People of color
may face heightened risks from emotion AI technologies, as studies have found that emotion
recognition algorithms using speech, facial analysis, and natural language processing are often less
accurate for people of color—increasing the likelihood of misclassification and harm [80, 451,
452].

6.2.2.3 Gender

Gendered surveillance also shapes privacy experiences and concerns. Women, who face dis-
proportionate exposure to gender-based harassment [453, 240] and workplace monitoring [241],
consistently report heightened privacy concerns in these contexts [454, 455, 456, 457, 458]. While
research on the privacy perceptions of transgender and non-binary individuals remains limited,
existing scholarship suggests that gender minorities have distinct privacy needs—shaped by ele-
vated vulnerability to technological harms from exclusion and exposure [459, 460], as well as a
heightened reliance on safe, supportive, and affirming technology-mediated interactions [218, 461,
462].

6.2.2.4 Mental Health Status

The privacy perceptions of individuals with mental illness warrant special consideration, as this
population may be more vulnerable to the impacts of automated emotion inference. While emotion
AI applications may offer mental health benefits in some cases [404], individuals with mental illness
also face heightened risks from stigmatization, disability discrimination, and inaccurate inferences
[405]. Research centered on the privacy perspectives of individuals with mental illness highlights
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a constrained choice architecture: despite recognizing personal privacy risks, individuals report
feeling compelled to trade privacy for access to potentially beneficial mental health technologies,
including those that rely on emotion inferences [202, 420].

These risks are magnified in employment and healthcare contexts. Workers with mental illness
frequently hesitate to disclose their conditions due to fears of discrimination, damaged professional
reputations, and lack of confidentiality. Disclosure decisions often involve weighing the potential
benefits of accommodations against risks of stigma and exclusion [463, 464, 465]. Similarly, pa-
tients with mental illness report distinct privacy concerns about health information sharing—even
in clinical settings—stemming from prior experiences of mental health-related mistreatment [421].
These concerns extend to mobile mental health applications, where participants express partic-
ular discomfort with the sharing of sensitive data types such as social interaction information—
potentially due to lived experiences with isolation and vulnerability [423]. The emergence of
emotion AI in digitized workplace and healthcare settings may compound these challenges. Emo-
tion AI systems have roots in problematic efforts to pathologize affective difference, such as the
stigmatization of emotional expression in autistic individuals [466]. These technologies often pri-
oritize the extraction of emotionally legible signals, despite weak epistemological foundations, and
risk medicalizing affective variance [467, 64]. Such concerns are especially acute for those with
conditions marked by atypical affective expression and regulation, who may be subject to mental
illness predictions generated by models that circumvent personal disclosure decisions [437, 9].

The literature reviewed here suggests that emotional privacy judgments may vary by socio-
demographic characteristics—including education, race/ethnicity, gender, and mental health
status—each of which can shape individuals’ exposure to risk and capacity for control in digi-
tal environments. Our study builds on this body of work by empirically examining the relationship
between socio-demographics and emotional privacy judgments concerning emotion inferences in
workplace and healthcare contexts. We do so using two U.S. samples: a nationally representative
cohort stratified by sex, age, and race, and a minoritized cohort composed of people of color, gender
minorities, and individuals with lived experience of mental illness. Further details on recruitment
and sampling are provided in Section 6.3.3.

6.2.3 Privacy Belief Influences

Beliefs about privacy can impact how individuals perceive and evaluate technologies, including
general privacy concerns, perceived sensitivity of information sensitivity, risk perceptions, and
levels of institutional trust [412, 468, 469, 47].
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6.2.3.1 General Privacy Concerns

Many studies measuring privacy rely on the concept of privacy concern, in part due to enduring
disparities in how privacy is defined and conceptualized [470, 471]. While early scales captured
privacy concern as a generalized construct [412, 472, 473, 474], a growing body of work shows these
concerns are highly sensitive to context [475, 476, 477]. Consequently, general privacy concerns
have limited utility in explaining context-specific privacy preferences and outcomes [478]. Still,
general concern measures like the Internet User’s Information Privacy Concerns (IUIPC) scale
remain widely used—both as controls in privacy perception studies [412] and as predictors of
related constructs such as privacy decision-making [479] and expectations [402].

6.2.3.2 Perceived Risk

Closely related to privacy concern is perceived privacy risk [480, 409]. While sometimes concep-
tualized as a global construct [481, 482], perceived risk can also be framed in terms of specific
potential harms [409]. It can affect privacy judgments on an affective level: when a technology
or data practice is viewed positively, it tends to be perceived as less risky and more beneficial,
reducing privacy concerns overall [483, 484]. Risk perception is also a known mediator in privacy
judgments. For example, in healthcare settings, Alraja et al. found that attitudes toward emerging
technologies were shaped by perceptions of privacy, security, and trust, mediated through individ-
ual risk assessments [485]. This underscores the value of accounting for perceived risk in models
of privacy perception.

6.2.3.3 Trust

Privacy and institutional trust are mutually reinforcing constructs [47, 486]. Trust in a specific
institution can influence both general and context-specific privacy judgments [486], often by reduc-
ing the perceived risk of information misuse [487, 488]. At the same time, individuals’ baseline
privacy dispositions may precede and shape their levels of institutional trust [479, 486]. In both
workplace and healthcare settings, trust plays a key role. Tolsdorf et al. found that workers’ privacy
perceptions in digitized workplaces were shaped by trust in their employers’ handling of personal
data [489], while Shen et al. showed that patients’ willingness to share health information was
similarly influenced by trust in healthcare organizations [421]. These findings highlight the impor-
tance of modeling institutional trust when evaluating privacy perceptions in contextually sensitive
domains.
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6.2.3.4 Data Sensitivity

Data sensitivity is best understood not as a static property, but as a belief that varies by individual
traits and situational context [469, 490]. Sensitivity is closely linked to privacy risk: more
sensitive data is seen as riskier and requiring stronger protections [412, 491]. Prior work suggests
that emotional information and related data such as mental health status are widely regarded
as sensitive, particularly in commercial and surveillance contexts [202, 492, 493, 362, 418].
Importantly, people often underestimate the sensitivity of data inputs—like sensor data—while
expressing strong concern about the inferences drawn from them. In Lee et al.’s study on mobile
affective computing, participants viewed raw sensor data as relatively non-sensitive and often failed
to recognize how it could be processed to reveal emotional or psychological traits. When made
aware that such data could be used to reveal personal traits, however, participants expressed greater
concern [435]. These findings suggest that emotional privacy judgments may be more accurately
captured when people are explicitly informed about how inferences are generated—i.e., from which
inputs, and for what purposes. We expand on these implications for vignette design in Section
6.3.2.

Our study examines how emotional privacy judgments are shaped by individual privacy beliefs.
By analyzing workers’ and patients’ evaluations of emotional information flows in workplace and
healthcare contexts, we offer insight into how individual beliefs interact with contextual features
and socio-demographic characteristics. These findings inform the design of policies and systems
that more closely align with the privacy judgments and needs of diverse people and groups.

6.3 Methods

A useful method to uncover individuals’ privacy perceptions about a technology which may oth-
erwise be difficult to examine [12, 494, 495, 496], we designed a factorial vignette survey to elicit
workers’ and patients’ emotional privacy judgments concerning automatic emotion inferences, and
allow us to investigate how their emotional privacy judgments vary by individual and situational
factors. From their perspectives as workers and patients, participants rated their level of comfort
to a series of vignettes in which their employers and healthcare providers processed data already
collected about them to automatically infer their emotions. We varied the vignettes by contextual
factors, and issued a post-test for participants to report their socio-demographic information and
privacy beliefs. Our analysis contributes an understanding of whether and to what extent work-
ers’ and patients’ emotional privacy judgments concerning automatic emotion inferences vary by
contextual, socio-demographic, and individual privacy belief factors. In this section, we describe
our survey’s theoretical underpinnings, design, recruitment and data collection efforts, and data
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analysis procedure, followed by a reflection on our research’s limitations and opportunities for
future work.

6.3.1 Theoretical Frameworks

Two theoretical frameworks for privacy underlie our study design: (1) Nissenbaum’s contextual
integrity [12], which defines privacy “as respecting the appropriate norms of information flow for a
given context” [401]; and (2) McDonald and Forte’s privacy vulnerability, a theoretical perspective
to surface the privacy risks vulnerable people face in the operation of privacy norms [413].

Contextual Integrity

Under contextual integrity, privacy violations occur when information flows transgress contextually
specific privacy norms. To establish a privacy norm, five specifications are necessary: (1) informa-
tion type (about what); (2) subject (about whom); (3) sender (by whom); (4) recipient (to whom);
and (5) transmission principle (flow under what conditions) [401]. Together, these parameters
“predict a complex dependency between privacy judgments on the one hand, and the values for
all five parameters on the other” [407]. As such, it was important that our study recognized the
combined interdependency of these contextual parameters (in addition to individual differences)
when investigating workers’ and patients’ emotional privacy judgments by using this framework to
establish emotional privacy norms in the workplace in healthcare.

Methodologically, factorial vignette surveys are well-suited to account for a set of interdependent
contextual parameters to surface privacy perceptions, enabling researchers to study the effect of
factors in combination on privacy perceptions by asking participants to report their perceptions to
various scenarios that are bound within contextual specifications and vary by a researcher’s factors
of interest. Informed by prior work specifying contextual, socio-demographic, and individual
privacy belief parameters in factorial vignettes to study privacy perceptions [12, 409, 407], our
vignette design uses contextual integrity principles to measure emotional privacy judgments by
defining contextual specifications that govern norms surrounding emotional information sharing in
the workplace and healthcare as follows in Table 6.1.

Privacy Vulnerabilities

Though contextual integrity is a leading theoretical framework for privacy scholarship, McDonald
and Forte argue that it often overlooks how privacy norms can function unevenly—benefiting
privileged groups while disadvantaging vulnerable or minoritized groups. Drawing upon critical
theories that expose how norms themselves can perpetuate exclusion and oppression [497, 498,
499, 500, 497, 501], they propose that privacy theory and research move “beyond norms” to center
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Contextual
Parameter

Emotional Privacy Norms

Information Type emotional: including but not limited to mood, stress, anxiety, depression, bore-
dom, calmness, fear, fatigue, attentiveness, happiness, sadness, disgust, surprise,
anger

Subject* employees/patients
Sender emotion inference system
Recipient* employer/healthcare provider(s)
Transmission
Principles

– recipient retains subject’s emotional information indefinitely, as allowed by law
– recipient will not share subjects’ emotional information, unless otherwise noted
– subject consented to monitoring by recipient

Table 6.1 Emotional Privacy Norm—Fixed CI Parameters. Adapted from Martin and Nissenbaum,
2015 [401]. *Factorial Vignette Condition

privacy vulnerability as both an analytic and normative lens. This perspective recognizes how
individuals’ identities and social positions shape their privacy risks, which may not be reflected in
dominant norms, and seeks to advance a socially just understanding of privacy that accounts for all
[413].

We aligned our study with this perspective in two ways. First, our study design accounted for
socio-demographic differences by quantifying the relative influence of education, race/ethnicity,
gender, and mental health status on emotional privacy judgments measured using contextual in-
tegrity theory. Second, we conducted the study across two samples: a U.S. nationally representative
cohort by race, sex, and age (𝑛=300), and a cohort oversampling participants by minoritized identity
statuses—race/ethnicity, gender, and mental health status (𝑛=385).

Analyzing these groups separately allowed us to identify comparative patterns that could other-
wise be obscured in pooled analyses. This methodological choice was not intended to monolithize
minoritized perspectives, but rather to empirically examine McDonald and Forte’s theoretical
proposition: that privacy norms may obscure, reinforce, and therefore systematically disadvantage
certain groups based on intersecting vulnerabilities. By disaggregating socio-demographic factors
and comparing privacy judgments across dominant and minoritized cohorts, we use contextual
integrity not as a static normative framework but as an empirical tool to reveal how privacy expec-
tations may differ across social identities. This approach supports, rather than replaces, contextual
integrity’s foundational principles while advancing McDonald and Forte’s call to empirically sur-
face privacy vulnerabilities as both analytic and normative concerns. While our study focused
on education, race/ethnicity, gender, and mental health status, we recognize that other minoritized
statuses (e.g., disability, assistive technology use) are also relevant and warrant future empirical
attention.

106



Normatively, we conceptualize vulnerability as referring to groups requiring additional protec-
tions or safeguards beyond those conventionally provided, consistent with medical and research
ethics standards [502, 503]. Empirically, we define vulnerability as encompassing groups known
to face significant disparities and unmet needs (e.g., risk factors, access, outcomes) in labor and
health domains—including the economically disadvantaged by education; racial, gender, and eth-
nic minorities; and individuals with chronic health conditions including mental illness [504, 505].
Through this lens, our study centers privacy vulnerabilities by: (1) incorporating socio-demographic
factors known to shape privacy judgments (education, race/ethnicity, gender, mental health status),
and (2) adopting a dual-sampling strategy to comparatively assess emotional privacy judgments
between socially dominant perspectives (i.e., U.S. representative sample) and minoritized groups
known to be disproportionately surveilled, more vulnerable to privacy harms, or otherwise pos-
sessing distinct privacy needs. The literature supporting this approach is reviewed in Section
6.2.2.

By integrating contextual integrity’s normative parameters with a theoretically grounded and
empirically informed privacy vulnerabilities lens, our study investigates both how emotional infor-
mation flows are evaluated and how privacy judgments vary across social positions with privacy
experiences, expectations, and needs.

6.3.2 Factorial Vignette Survey Design

Privacy skeptics often point to what is commonly referred to as the privacy paradox: though people
say they have privacy concerns, behaviors implicating their privacy suggest otherwise [506]. One
way to explain the privacy paradox relates to how we measure privacy in the first place, with privacy
research often failing to specify and account for the variables upon which privacy judgments so
crucially depend [401]. Other explanations include an individual’s lack of awareness regarding the
extent to which data is collected and repurposed, and how said collection and use may impact them
[507, 508, 509]. Certainly, how we measure privacy also has important societal implications, as
public policy often relies upon conceptualizations of privacy as employed in research [401, 480]
to inform privacy regulation, and it is therefore important to attend to factors that can influence
privacy perceptions and norms when conceptualizing, operationalizing, and measuring privacy
[401].

6.3.2.1 Factorial Vignettes

Conventional privacy research often overlooks the contextual and individual variables that shape
privacy expectations, the perception of privacy violations, and for whom those violations are most
salient [401, 413]. Grounded in contextual integrity theory (Section 6.3.1), our factorial vignette
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design systematically incorporated these variables to investigate workers’ and patients’ emotional
privacy judgments.

Vignette Structure. Each vignette described a scenario in which an employer or healthcare
provider used data already collected about the participant to automatically infer emotions. To
ensure clarity and standardization, we fixed the contextual parameters concerning consent, data
retention, and sharing practices (Table 6.1) and provided participants with the following reference
statement at the start of each vignette set:

“Emotional state” refers to your emotions and moods, including but not limited to
stress, anxiety, depression, boredom, calmness, fear, fatigue, attentiveness, happiness,
sadness, disgust, surprise, and/or anger. Unless otherwise noted, assume that:

1. your employer/healthcare provider will not share your information;

2. your information is retained indefinitely, as allowed by law;

3. you have consented to this monitoring through a consent form.

Participants were instructed to consider their willingness to be the subject of the described
technology, taking into account the type of data, its intended use, and the social context.

Within-subjects Experimental Design. The vignette design followed a 2 (Context: workplace,
healthcare) x 2 (Data Input: speech/text, image/video) x 14 (Purpose) within-subjects design. All
participants responded to all 56 scenarios. Vignettes were split into two sets by context. To avoid
ordering effects, we randomized vignette presentation order across the three nested dimensions:
(1) context, (2) data input, and (3) purpose.

Dependent Variable: Comfort. For each vignette, participants rated their comfort using a Vi-
sual Analog Scale (VAS) ranging from 0 (“very uncomfortable”) to 100 = (“very comfortable”).
The VAS permitted 1-unit increments, treating comfort as a continuous measure and allowing
participants to respond in line with mental models of subjective experience rather than ordinal cate-
gories. VAS is widely recommended for measuring subjective phenomena due to its metacognitive
sensitivity and ability to capture fine-grained judgments [510, 511, 512], while avoiding common
limitations of ordinal (e.g., Likert-type) scales such as clustering and data loss [513, 514, 515, 516,
517, 518].

Although no consensus exists on the optimal dependent variable for privacy perceptions re-
search [12, 494, 495, 496], the appropriate measure depends on the construct of interest. Studies
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focused on behavioral privacy often use willingness-to-use (e.g., [519, 409]). However, such con-
structs are less suitable for normative privacy judgments, especially in power-imbalanced settings
like employment and healthcare, where choice constraints and institutional pressures may shape
expressed willingness and risk obscuring underlying privacy concerns—a dynamic consistent with
the bounded rationality and malleability of privacy perceptions identified by Acquisti et al. [507].

Studies eliciting normative privacy judgments commonly use either participants’ comfort lev-
els (e.g., [520, 521]) or judgments of acceptability (e.g., [407]). We selected comfort because
acceptability can be shaped by adaptive preferences or resignation to constrained choices, par-
ticularly among workers and patients with limited agency over emotion inference technologies.
Comfort also correlates strongly with perceived privacy risk [409]. Although Bhatia and Breaux
operationalized perceived privacy risk through willingness-to-share measures, their factorial vi-
gnette studies treated these ratings as reflecting both behavioral intent and normative judgments
of risk acceptability. Their finding that discomfort ratings explained up to 79% of the variance
in perceived privacy risk supports the use of comfort as a valid single-item measure of privacy
judgments in scenario-based designs, offering a practical and efficient proxy where more complex
outcome measures may be prohibitive. Finally, selecting comfort aligns with contextual integrity’s
emphasis on individuals’ intuitive judgments of normative appropriateness relative to contextual
norms [434]. While we regard comfort as the most suitable dependent variable for this study’s focus
and design, future work could explore alternative constructs or multi-item measures to assess vari-
ations in emotional privacy judgments across contexts, identity characteristics, and measurement
approaches.

Vignette Prompt. We asked participants to rate their level of comfort with each scenario using
the following text, adapted to context. Variable levels are summarized in Table 6.2.

As a $C1, rate your comfort (0 = very uncomfortable to 100 = very comfortable)
with your $C2 using a computer program to automatically detect your emotional states
using records of $I collected from your daily activities and device use, for the purpose
of $P.

We used the phrase “computer program to automatically detect emotional state” to promote
neutrality and comprehension. This phrasing avoided technical jargon (e.g., “emotion AI”), stig-
matizing proxies (e.g., “mental health state”), or unfamiliar terms (e.g., “affective state”) that could
bias or confuse participants.

Participants saw only the text relevant to the given context (“as an employee...” or “as a
patient...”) crossed with the assigned data input, followed by a separate VAS slider for each of the
14 purposes. This design minimized cognitive load and improved response efficiency. Although
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Vignette Variable Levels
Context ($C) (1) employee* ($C1), employer** ($C2), work performance ($C3)

(2) patient* ($C1), healthcare provider** ($C2), overall health ($C3)

Data Input ($I) (1) what you say (either verbally or written/typed) and how you say it (e.g.,
speed, tone)
(2) images or video of what you look like, based on your facial expressions

Purpose ($P) (1) giving ($C2) data-driven insights into ($C1)’s wellbeing
(2) sharing that information with academic researchers
(3) diagnosing mental illness in ($C1) earlier than otherwise possible
(4) diagnosing neurological disorders (e.g., dementia, ADHD) in ($C1) earlier
than otherwise possible
(5) avoiding subjectivity in other methods ($C2) may use to learn about your
emotional state (e.g., surveys, observations)
(6) inferring mental health state of ($C1) individually
(7) inferring mental health at the group level only
(8) identifying ($C1) needing mental health support to better plan organiza-
tional mental health resources
(9) inferring ($C1) at risk of harming others
(10) inferring ($C1) at risk of self-harm
(11) developing intelligent computer therapy programs for ($C1)
(12) detecting moments ($C1) may need emotional support and responding to
help
(13) alerting ($C2) when ($C1) may need support
(14) assessing ($C3) of individual ($C1)

Table 6.2 Vignette Variables and Levels by Contextual Factor.
*CI Parameter: Data Subject;
**CI Parameter: Data Recipient

participants rated 56 vignettes (28 per context), the consistency of the purposes across data input
conditions allowed participants to develop familiarity with the response format and proceed quickly.
Figure 6.1 shows an example vignette from the employment context.

Purpose Selection. The 14 purposes included in this study were selected through a two-stage
process to ensure relevance, validity, and comparability across contexts. First, we identified
common and emerging uses of emotion AI documented in industry practice through patent analyses
of workplace [522] and healthcare [523] applications. Second, we cross-referenced these industry
uses with scholarly literature describing potentially beneficial applications of emotion AI across
both settings. This literature emphasizes purposes such as providing general wellbeing insights and
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Figure 6.1: Presentation of Vignettes. (Partial Example)

more specific mental health inferences at both individual and group levels [524, 404]; detecting or
preventing self-harm or harm to others [362, 437, 438, 525]; and enabling early detection of mental
and neurological illness with the goal of improving mental health support, safety monitoring, and
research [437, 9, 315, 362, 525, 404].

While comprehensive, this set is not intended to be exhaustive. Rather, the purposes represent a
theoretically and empirically grounded sample of common and proposed emotion AI uses relevant to
workplace and healthcare contexts. In our analysis, purpose is modeled as a fixed effect, reflecting
these specific uses, rather than as a random sample intended to generalize to all conceivable
purposes. This design choice supports the validity of our findings while acknowledging that other
uses warrant future empirical attention.

6.3.2.2 Open-ended questions

After completing each of the two vignette sets (employment and healthcare contexts), participants
answered four open-ended questions:

1. In what ways, if any, do you think these systems could benefit you? Please describe and
provide examples and as much detail as you are comfortable with.

2. In what ways, if any, do you think these systems could harm you or have other undesired
impacts on you? Please describe and provide examples and as much detail as you are
comfortable with.

3. What other concerns, if any, do you have about these systems? Please describe and provide
examples and as much detail as you are comfortable with.

4. In what ways, if at all, do aspects of who you are (for example, your race/ethnicity, gender,
sexuality, employment status, class, education, mental health conditions, physical health
conditions, or any other features of your identity) shape your responses to the use of computer
programs to infer your emotional states?
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The qualitative data gathered through these questions provided rich insights into participants’
perceived benefits, risks, and personal contexts influencing their privacy judgments.

6.3.2.3 Post-test

After completing the vignette ratings and open-ended questions, participants responded to a post-
test that gathered additional information about individual characteristics. Following best practices
for inclusive survey data collection [344, 526, 527, 528], the post-test collected socio-demographic
information, including race/ethnicity, gender, age, subjective socio-economic status, mental health
status, employment status, and educational attainment.

The post-test also assessed individual privacy beliefs. Participants responded to items measuring
general information privacy concerns, perceived risks of employer and healthcare provider access
to sensitive personal information, institutional trust in those entities, and the perceived sensitivity
of emotional information relative to other commonly recognized sensitive data types [529, 389].
These items adapted the Internet Users’ Information Privacy Concerns (IUIPC) scale [412] to our
specific contexts of employment and healthcare. Full item wording for the socio-demographic and
privacy belief measures appears in Appendices C.4 and C.5. Participants used the same Visual
Analog Scale (VAS) ranging from 1 to 100 to report privacy beliefs, maintaining consistency with
the vignette ratings. To avoid potential priming effects, we administered the post-test only after
participants completed all vignette responses.

These measures allowed us to analyze whether, and how, socio-demographic and privacy belief
factors shaped emotional privacy judgments alongside the contextual integrity parameters and
additional contextual factors varied in the vignettes.

6.3.2.4 Pilot Study

To ensure the survey consistently measured the intended constructs, we conducted a pilot study
(n=25) in which participants completed the survey vignettes and provided feedback on any confusing
elements. Analysis of the pilot data indicated that no substantive design changes were necessary.
Participants’ responses confirmed that their comfort ratings reflected perceptions of employer
or healthcare provider use of computational emotion inferences specifically, rather than general
monitoring—supporting the survey’s construct validity.

The pilot also assessed potential participant fatigue. We included attention check questions and
monitored completion time. While factorial vignette designs often entail a learning curve due to
their novelty rather than respondent fatigue [424]; participants became familiar with the vignette
format quickly. Despite evaluating 56 vignettes, the average completion time was 24 minutes, and
only two participants failed the attention check. These results indicated the survey length was
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appropriate for the study’s objectives.

6.3.3 Recruitment and Data Collection

6.3.3.1 Sampling

We collected two samples to assess emotional privacy judgments: (1) a U.S. nationally repre-
sentative sample by age, sex, and race (𝑛=300), and (2) a sample oversampling individuals with
one or more minoritized identities (person of color, minority gender, and/or mental illness status;
𝑛=385). As described in Section 6.3.1, this sampling strategy allowed us to investigate how privacy
judgments vary both within and between socially dominant and minoritized perspectives.

6.3.3.2 Recruitment

Participants were recruited via Prolific, using pre-screening criteria for age, sex, race, minoritized
identities, and other relevant characteristics. The nationally representative participant group was
recruited in October 2021 using Prolific’s automatic balancing feature. The minoritized participant
group was recruited between December 2021 and February 2022 using targeted pre-screening. Par-
ticipants completed the survey through Qualtrics and were compensated $3.80, following Prolific’s
recommended rate. We note that some under-represented gender and ethnic minority groups could
not be analyzed separately due to small sample sizes. Summary statistics are reported in Table 6.3.

6.3.3.3 Ethical Oversight

Our institution’s IRB determined that this study qualified for exemption from oversight under 45
CFR 46.104(d)(2)(i), which applies to survey procedures where information is recorded such that
subjects cannot readily be identified, directly or indirectly [530]. Data were collected anonymously
via the Prolific platform, which compensated participants directly, eliminating the need for re-
searchers to collect linkable personal information. The study was determined to involve no more
than minimal risk to participants, consistent with federal research ethics standards.

Exemption from oversight does not preclude ethical responsibility. The research team followed
best practices to protect participant privacy, data security, and dignity, including obtaining informed
consent, ensuring anonymity in survey responses, minimizing participant burden, and reviewing
pilot study results for potential ethical concerns. The pilot study identified no design or content
issues, and participants’ open-ended responses indicated high engagement and willingness to reflect
on the study topics. Although Prolific assigns participant IDs, these were not published or linked
to study results, and data access was restricted to the research team.
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Factor Level Rep. Sample Min. Sample

Race / Ethnicity Additional ethnicities 11 26
Asian 26 47
Black 51 104
Latino/a 15 42
White 197 194

Gender Trans and/or non-binary 6 44
Woman 148 232
Man 146 139

Mental Health Status Under treatment for 1+ mental illness 67 115
Untreated / resolved mental illness 50 101
No mental illness 183 140
Did not report 0 57

Age Group 18–27 55 170
28–37 55 120
38–47 49 42
48–57 52 30
58+ 89 36
Did not report 0 15

Education Bachelor’s degree or higher 170 167
No bachelor’s degree 130 190
Did not report 0 56

Table 6.3 Descriptive Sample Statistics by Socio-demographic Level

6.3.4 Data Analysis

Pre-processing

We prepared our dataset for analysis by removing 49 respondents that did not complete both sets of
vignettes, 13 respondents that did not provide any demographic information, and one respondent
who failed the attention check. We additionally removed one low quality (i.e., same answer for
every question without justification in the open-ended questions) submission and 12 duplicate
submissions. For those who had one incomplete and one complete submission, we preserved
the complete submission and discarded the incomplete one; for those who had two complete
submissions, we preserved the first submission and discarded the second. We imputed missing
responses (i.e., randomly skipped questions) using the mice package in R, a common method in
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social science research to handle missing data [531, 532].
Due to the size of our sample, it was necessary to condense groupings of the socio-demographic

levels collected in the post-test (provided in Appendix C.4). Due to race/ethnicity mapping and
value differences between our pre-screener and Prolific’s categories described in Section 6.3.3.2,
participants reporting mixed or multiple race/ethnicities were grouped according to either their non-
white race/ethnicity or primary ethnicity in order to preserve the most data integrity. For example,
participants identifying as white and Latino/a in the prescreener had inconsistent race/ethnicity
values reported by Prolific (e.g., some “white”, some “mixed”, some “other”); to ensure data con-
sistency and in acknowledgement of historical controversies in U.S. reporting of Latino/a racial
categories as white [533], we coded these participants’ race/ethnicity as Latino/a. Participants
reporting multiple non-white ethnicities in our pre-screener were grouped according to the pri-
mary race/ethnicity reported in their Prolific profile, as data in these cases did not have the same
inconsistencies.

Factors

For both our representative and minoritized samples, we regressed the contextual, socio-
demographic, and individual privacy belief variables of interest on participants’ reported comfort
level to each scenario. Table 6.4 lists the factors used in our analysis:

Factors Levels

Contextual
Context (Employment vs. Healthcare)
Data Input
Purpose

Socio-demographic

Race/Ethnicity
Gender
Mental Health Status
Educational Attainment

Privacy Belief
General Privacy Concerns
Trust in Employer/Healthcare Provider Handling Sensitive Information
Perceived Sensitivity of Emotional Information in Employment/Healthcare

Table 6.4 Analysis Factors and Levels

For the socio-demographic categorical variables, we re-leveled the reference categories so
that the results would compare levels to the most socially dominant group in each category,
which we defined as white race/ethnicity, male gender, age 58+, no mental illness experience, and
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educational attainment of Bachelor’s degree or higher. For the contextual categorical variable of
purpose, we defined the reference category as “giving employers/healthcare providers data-driven
understanding into employee/patient wellbeing” given the prevalence of organizational initiatives
to drive employment and healthcare decisions with data, including those providing insights into
workers’ [301] and patients’ [534] emotional state.

For individual privacy beliefs reported in the post-test, we averaged participants’ reported value
(ranging from 0-100) across each construct: general privacy concerns, trust in employer/healthcare
provider handling of sensitive information, and perceived sensitivity of emotional information
handled by employer/healthcare provider. Responses to some questions were first reverse-coded as
necessary (e.g., if the higher value for the question indicated the opposite direction of the belief
measured).

Mixed Effect Modeling

Our analysis takes a comprehensive approach to understanding how each of the contextual, socio-
demographic, and individual privacy belief factors interdependently influence emotional privacy
judgments. We conducted the quantitative analysis in R using multi-level modeling techniques
with the lme4 package. As our factorial vignette design obtained multiple observations from each
participant, the multi-level modeling approach clusters the analysis by participant, which allowed
our analysis to account for individual variation within participant responses and avoid violating the
independence assumption in traditional linear regression approaches [535]. This structure specifies
individual participants as a random effect to account for subject to subject variability, thus limiting
biased covariance estimates for each participant, and specifies our independent variables of interest
as fixed effects [536, 535].

We fitted four multivariable linear mixed-effects models: one for responses to each employment
and healthcare vignette sets, for both the representative and minoritized samples. To facilitate com-
parisons between samples, and because our individual privacy belief variables collected responses
that were specific to and varied by either the employment or healthcare context, it was necessary to
run separate models for both samples and vignette contexts.

To assess the best model fit for each dataset [537], we used ANOVA to compare various model
combinations that specified individual participants as a random effect, included fixed effects for
our contextual variables of interest (purpose and data input), and additionally included fixed effects
combinations that varied by what socio-demographic and individual privacy belief variables were
included. The ANOVA function conducts likelihood ratio tests (LRTs) to compare the likelihoods
of multiple models and assess whether including or excluding certain fixed effects significantly
improve model fit. We used LRTs along with Akaike Information Criterion (AIC) and Bayesian
Information Criterion (BIC) values for each model to select models based on fit [538, 537]. We fit
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our models using maximum likelihood (ML), which means that estimates for the specified random
and fixed effect parameters were generated by maximizing the likelihood of the observed data;
fitting models with ML rather than lmer’s default restricted maximum likelihood (REML) criterion
is necessary to meaningfully compare models with varying fixed effects structures [538].

To facilitate model comparisons to investigate our research questions, we chose to employ a
model with the same fixed effects across all four models. We included a variable as a fixed effect
if our ANOVA analysis showed it was a significant predictor in at least one of the four datasets and
a variable that contributed to the best model fit, with the exception of respondents’ general privacy
concerns. Respondents’ general privacy concerns were not a predictor in any of the four models,
but we chose to include it given our interest in privacy perceptions. During this process we opted
to exclude the socio-demographic variables for age group, perceived socio-economic status, and
employment status as fixed effects in our models. We conducted t-tests using the Satterthwaite’s
method to assess statistical significance [539], as it is generally inappropriate to use traditional
p-values to assess the significance of fixed effects in mixed effect models [540].

We additionally used ANOVA to compare our chosen model to each of the four datasets’
respective null models (containing no predictors), confirming our final models’ fitness. To assess the
proportion of variance explained by the model’s structure, we computed the intra-class correlation
(ICC) for the null models of both datasets [541]; the ICC for the representative and minoritized
models was .72 and .67 respectively, indicating fair to good reliability [542]. For all models, we
plotted the residuals to the quantiles of the standard normal distribution to confirm that the normality
assumption was met [543]; although not all variables were normally distributed, the linear mixed
effect analysis we employed is suitable for both normal and non-normal variables [544, 545].

We ultimately selected (and report on) a random slope mixed effects model for all datasets. This
model provides a nuanced understanding of how our study’s contextual, socio-demographic, and
individual privacy belief variables of interest influence workers’ and patients’ emotional privacy
judgments by recognizing that individuals may have unique responses to the explanatory variables,
and that the relationship between the independent variables and participants’ reported comfort
can differ from person to person, by assigning distinct baseline values for each participant and
allowing the effects of the independent variables to have a different effect for each participant.
Specifically, our chosen model treats individual participants as random effects, and as described
in Table 6.4, includes the following explanatory variables as fixed effects: contextual variables
of data input and purpose; socio-demographic variables of gender, race/ethnicity, mental health
status, and educational attainment; and individual privacy beliefs concerning general privacy, trust
toward employer/healthcare provider handling of sensitive information, and perceived sensitivity
of emotion data use in employment/healthcare. Participants’ individual privacy beliefs regarding
the riskiness of their employer/healthcare provider handling of sensitive information was found to
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be a predictor, but removed from the analysis due to multicollinearity with individual trust beliefs.
For each factor, we compare the relative magnitude and strength of the relationship between

samples using Z-tests; a positive Z-score indicates the factor effect is greater in the U.S. representa-
tive group compared to the minoritized sample, while a negative Z-score indicates the factor effect
is relatively greater in the minoritized group. We identify significantly different variable effects
between U.S. representative and minoritized samples where the absolute value of the Z-score is
greater than the critical value (e.g., 1.96 for a 5% significance level). The variation between sam-
ples reveals meaningful differences in how distinct contextual, socio-demographic, and individual
privacy belief factors influence U.S. representative and minoritized perspectives differently, even
where the variation is not significantly different between samples or where the effect of some
predictors is not strong enough within each sample to be significant on its own.

Qualitative Responses

We conducted iterative qualitative analysis to analyze participants’ answers to three open-ended
questions described in 6.3.2.2.

Codebooks were developed separately for each of the two contexts. We developed a codebook
through several coding exercises to create a common understanding among the research team. Five
coders trained in qualitative coding individually and independently open-coded a random subset of
50 participants’ responses, followed by a meeting to discuss and refine codes. In a second exercise,
the team then applied the revised codebook to a separate random sample of 35 responses, and met
to finalize the codebook and ensure team agreement.

Once we finalized the codebook, we established inter-rater reliability (IRR) [273] as follows.
Two coders separately coded a newly selected random subset of 20 responses using the final
codebook. Using functionality available in ATLAS.ti, we measured IRR with Krippendorff’s alpha
binary. Tables 6.5 and 6.6 include the alpha binary for the codebook themes for each context and
the average of the relevant alpha binary values. We established IRR after reaching a score above .75
[273], deemed as “acceptable,” after two rounds of coding data and measuring IRR. To identify and
resolve disagreements after the first round, the two coders met to discuss any discrepancies, shared
perspectives and rationales, and reached consensus to ensure similar understanding and application
of codes moving forward.

After we established IRR, we divided the remaining data among the same two coders. Though
they used the established codebook in this final coding round, the two coders could add new codes
to mark for discussion with the rest of the team. This choice ensured that our analysis remained
open and flexible. However, no new codes surfaced in these processes. After coding the remaining
data, the whole research team met to identify and refine resulting themes surrounding data subjects’
perceived risks and benefits associated with emotion AI in the workplace and healthcare.
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Codebook themes Alpha binary
Perceived potential benefits of emotion AI use in the workplace 0.735
Perceived potential concerns of emotion AI use in the workplace 0.85
Average alpha binary across relevant themes 0.7925

Table 6.5 Alpha Binaries of Codebook Themes—Workplace Context

Codebook themes Alpha binary
Perceived potential benefits of emotion AI in healthcare 0.881
Perceived potential concerns of emotion AI in healthcare 0.837
Average alpha binary across relevant themes 0.859

Table 6.6 Alpha Binaries of Codebook Themes—Healthcare Context

6.3.5 Limitations

6.3.5.1 Vignette Responses

Our design elicited workers’ and patients’ self-reported comfort with being subject to various
applications of automatic emotion inferences as a measure of their emotional privacy judgments.
We framed vignettes as neutrally as possible, avoiding references to potential harms. However,
some purposes (e.g., enhancing safety or mental health support) may have implied benefits, which
could have influenced judgments [409]. Future work could test framing effects more explicitly.

Our use of a continuous Visual Analog Scale (VAS) for the dependent variable reduced common
limitations of ordinal scales, such as data loss and clustering (see Section 6.3.2.1). While standard
limitations of self-reported data apply, factorial vignette designs mitigate respondent bias by varying
factors across scenarios, making it difficult for participants to systematically adjust responses [401].

6.3.5.2 Model Variables and Missing Factors

We recognize that privacy judgments are shaped by a wide range of contextual and individual
factors. Our models focused on contextual integrity parameters, socio-demographic identities, and
privacy beliefs most relevant to our research questions. Our vignettes specified consent and data
handling parameters consistent with typical workplace and healthcare data practices. However,
real-world implementations may involve organizational and institutional cultures, different consent
dynamics, data sharing policies, or types of emotional information, which could affect privacy
judgments in addition to individual variables such as privacy awareness or technological literacy.
Such factors were beyond the scope of this study but merit future investigation.
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6.3.5.3 Generalizability and Sample Limitations

While our U.S. representative sample followed standard demographic balancing procedures and
our minoritized sample intentionally centered minoritized perspectives, neither fully captures the
diversity of experiences within these participant groups.

Participants were recruited from Prolific—click workers who are often over-represented in
research and whose privacy perceptions may differ from the broader population. Nonetheless,
recent scholarship indicates that Prolific samples are generally representative in studies of privacy
perceptions [546], supporting the validity of findings drawn from our U.S. representative sample.

Finally, our decision to combine data input types and to examine emotion inferences without
specifying emotion categories facilitated a manageable vignette design and minimized participant
fatigue. However, these choices necessarily limit the granularity of our findings. Future research
should explore how privacy judgments vary across more specific data modalities and emotion types.

6.3.5.4 Statistical Considerations

Our mixed-effects models balanced theoretical relevance with statistical rigor, accounting for
individual variability and interdependent predictors. As expected in models incorporating multiple
variables and random effects, some factors showed non-significant associations [547, 538]. We
interpret these conservatively and report confidence intervals to avoid dichotomous significance
testing [547, 538]. Where appropriate, we discuss notable patterns that may have theoretical
significance [547, 540].

6.4 Comparing Normative Judgments of Emotional Privacy

Our study systematically dissects the complex interplay of factors influencing emotional privacy
judgments toward technologies that infer and interact with human emotion in workplace and health-
care settings. Using mixed-effects modeling, we examine how contextual, socio-demographic, and
individual privacy belief factors differentially influence workers’ and patients’ comfort levels. Our
findings synthesize insights crucial to privacy theory, human-computer interaction, and technology
policy, enhancing our understanding of emotional privacy amid growing AI-driven practices.

Recognizing that privacy perceptions vary across contexts and between dominant (U.S. rep-
resentative) and minoritized groups [413, 12], we highlight these variations to underscore the
multi-dimensional nature of emotional privacy judgments. Our analytic framework enables mean-
ingful comparisons in emotional privacy judgments and identification of significant trends and
differences.
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Regression results, summarized in Tables 6.7 (employment) and 6.8 (healthcare), present coef-
ficients, standard errors, and statistical significance across key variables.

Regression Results—Employment Context

Representative
(n=300)

Minoritized
(n=385)

Z-Test
(comparison)

(Intercept) 36.64 (6.44)∗∗∗ 34.24 (6.08)∗∗∗ 0.27

Contextual Factors

Data Input (baseline: image/video)

speech/text 2.69 (0.35)∗∗∗ 4.25 (0.34)∗∗∗ -3.21

Purpose (baseline: data-driven insights)

(2) academic research 4.18 (0.93)∗∗∗ 1.26 (0.89) 2.28
(3) early diagnosis – mental illness -1.32 (0.93) -2.49 (0.89)∗∗ 0.91

(4) early diagnosis – neurological 0.55 (0.93) -1.70 (0.89)· 1.75

(5) avoid human subjectivity 0.57 (0.93) -1.39 (0.89) 1.52

(6) indiv. level inference -3.48 (0.93)∗∗∗ -3.70 (0.89)∗∗∗ 0.17

(7) group level inference 2.63 (0.93)∗∗ 2.16 (0.89)∗ 0.36

(8) identify those needing support 2.15 (0.93)∗ 3.78 (0.89)∗∗∗ -1.27

(9) infer risk to others 6.39 (0.93)∗∗∗ 7.03 (0.89)∗∗∗ -0.50

(10) infer risk of self-harm 3.20 (0.93)∗∗∗ 2.60 (0.89)∗∗ 0.47

(11) auto. intervention – therapy 1.68 (0.93)· 1.92 (0.87)∗ -0.19

(12) auto. intervention – acute support 1.66 (0.93)· 1.85 (0.89)∗ -0.14

(13) alert employer 0.28 (0.93) -0.05 (0.89) 0.26

(14) assess performance -0.88 (0.93) -2.55 (0.89)∗∗ 1.30

Socio-demographic Factors

Race/Ethnicity (baseline: white)

Asian -3.15 (4.31) -8.05 (3.55)∗ 0.88

Black 5.64 (3.19)· 7.38 (2.79)∗∗ -0.41

Latino/a 8.27 (5.44) 4.45 (3.84) 0.57

Other races/ethnicities 6.78 (6.27) 3.53 (4.69) 0.41

Gender (baseline: male)

trans and/or non-binary -0.63 (8.71) -4.63 (4.08) 0.42
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Representative
(n=300)

Minoritized
(n=385)

Z-Test
(comparison)

woman -2.99 (2.41) -0.06 (2.45) -0.85

Mental Health (baseline: no history)

under treatment 6.47 (3.13)∗ -0.79 (3.06) 1.66

resolved/untreated -3.67 (3.36) 2.17 (2.97) -1.30

Education (baseline: Bachelor+)

no Bachelor’s degree 0.14 (2.46) 6.16 (2.37)∗∗ -1.76

Privacy Beliefs

general privacy concerns -0.04 (0.07) -0.07 (0.07) 0.34

emotion data sensitivity -0.30 (0.05)∗∗∗ -0.25 (0.05)∗∗∗ -0.71

trust in employer - sensitive info. 0.54 (0.05)∗∗∗ 0.40 (0.05)∗∗∗ 2.09

AIC 71657.54 93685.87

BIC 71861.58 93911.72

Log Likelihood -35799.77 -46811.94

Observations 8400 10780

Groups (participants) 300 385

Var: Intercept 394.19 417.98

Var: Residual 257.45 303.61

∗∗∗𝑝 < 0.001; ∗∗𝑝 < 0.01; ∗𝑝 < 0.05; · 𝑝 < 0.1. Bold Z-scores indicate statistical significance between samples at 𝑝 < 0.05.

Table 6.7: Regression Results—Employment Context
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Regression Results—Healthcare Context

Representative
(n=300)

Minoritized
(n=385)

Z-Test
(comparison)

(Intercept) 28.91 (8.21)∗∗∗ 26.96 (6.72)∗∗∗ 0.18

Contextual Factors

Data Input (baseline: image/video)

speech/text 4.13 (0.37)∗∗∗ 5.35 (0.36)∗∗∗ -2.37

Purpose (baseline: data-driven insights)

(2) academic research -2.61 (0.98)∗∗ -2.43 (0.95)∗ -0.13

(3) early diagnosis – mental illness -1.98 (0.98)∗ -0.55 (0.95) -1.05

(4) early diagnosis – neurological 2.19 (0.98)∗ 3.47 (0.95)∗∗∗ -0.94

(5) avoid human subjectivity -3.73 (0.98)∗∗∗ -2.44 (0.95)∗∗ -0.94

(6) individual-level inference -5.52 (0.98)∗∗∗ -4.72 (0.95)∗∗∗ -0.59

(7) group-level inference -4.32 (0.93)∗∗∗ -4.74 (0.95)∗∗∗ 0.31

(8) identify those needing support -1.17 (0.98) 1.34 (0.95) -1.84
(9) infer risk to others -0.26 (0.98) -0.56 (0.95) 0.22

(10) infer risk of self-harm -0.27 (0.98) -1.10 (0.95) 0.61

(11) auto. intervention – therapy -7.91 (0.98)∗∗∗ -7.88 (0.95)∗∗∗ -0.02

(12) auto. intervention – acute support -3.49 (0.98)∗∗∗ -3.18 (0.95)∗∗∗ -0.23

(13) alert provider -3.89 (0.98)∗∗∗ -2.09 (0.95)∗ -1.32

(14) assess overall health -1.91 (0.98)· 0.23 (0.95) -1.57

Socio-demographic Factors

Race/Ethnicity (baseline: white)

Asian 3.33 (5.44) -3.90 (3.92) 1.08

Black 10.65 (4.02)∗∗ 6.66 (3.05)∗ 0.79

Latino/a 4.60 (6.87) 5.47 (4.29) -0.11

Additional races/ethnicities 3.01 (7.93) 0.95 (5.18) 0.22

Gender (baseline: male)

trans and/or non-binary -6.26 (10.99) -15.32 (4.55)∗∗∗ 0.76

woman -1.52 (3.03) -0.07 (2.71) -0.36

Mental Health (baseline: no history)
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Representative
(n=300)

Minoritized
(n=385)

Z-Test
(comparison)

under treatment 3.69 (3.94) 1.70 (3.33) 0.39

resolved/untreated -0.12 (4.23) 3.32 (3.31) -0.64

Education (baseline: Bachelor+)

no Bachelor’s degree 2.06 (3.06) 2.12 (2.63) -0.01

Individual Privacy Beliefs

general privacy concerns -0.04 (0.08) -0.08 (0.07) 0.35

emotion data sensitivity -0.10 (0.05)· -0.11 (0.04)∗∗ 0.15

trust in provider - sensitive info. 0.44 (0.06)∗∗∗ 0.53 (0.05)∗∗∗ -1.07

AIC 72732.10 94520.25

BIC 72936.15 94745.93

Log Likelihood -36337.05 -47229.12

Observations 8400 10724

Groups (participants) 300 385

Var: Intercept 632.11 511.98

Var: Residual 288.95 342.41

∗∗∗𝑝 < 0.001; ∗∗𝑝 < 0.01; ∗𝑝 < 0.05; · 𝑝 < 0.1. Bold Z-scores indicate statistical significance between samples at 𝑝 < 0.05.

Table 6.8: Regression Results—Healthcare Context

Together, these analyses provide a comprehensive overview of how contextual, socio-
demographic, and privacy belief factors influence emotional privacy judgments about emotion
AI in the workplace and healthcare. Table 6.9 distills the results, complemented visually by the
coefficient plot in Figure 6.2.

6.4.1 Contextual Vulnerability: Setting, Data Input, and Purpose

In examining emotional privacy judgments concerning emotion inferences, we focused on three
key contextual variables: context ($C), data input ($I), and purpose ($P). Participants evaluated
tailored vignettes that varied by these variables as follows:

As a $C1, rate your comfort (from 0 = “very uncomfortable” to 100 = “very comfort-
able) with your $C2 using a computer program to automatically detect your emotional
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Figure 6.2: Coefficient Plot with Error Bars. Each point represents the tested independent variable;
its position on the x-axis indicates the estimated effect size on reported comfort. Filled circles
signify statistically significant relationships; open circles represent non-significant relationships;
the color red represents estimated negative relationships; the color black represents estimated
positive relationships. Vertical dashed lines mark the zero line. Error bars display 95% confidence
intervals around coefficient estimates. The plot offers insights into the direction, significance, and
uncertainty of variable effects.

states using records of $I recorded from your daily activities and device use, for the
purpose of $P

Our analysis assesses how data input ($I) and purpose ($P) shape emotional privacy judgments
within each context.
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6.4.1.1 Context: Emotional Privacy Judgments More Susceptible to Factor Influences in
Healthcare than in Employment

Privacy perceptions differed substantially between employment and healthcare contexts (Table
6.10).

Mean comfort was markedly lower in employment (32.50/32.55) than in healthcare
(49.70/50.02). However, the regression intercepts—which control for all other variables—reveal
that in healthcare, baseline comfort was even lower (28.91/26.96). This suggests that factors in our
model had a greater impact on comfort levels in healthcare than in employment, where intercepts
were closer to the mean comfort levels.

These differences reflect distinct power dynamics and privacy expectations. Healthcare is an-
chored in trust and confidentiality, particularly around mental health, where subjective emotional
disclosures are central. This reliance may amplify privacy sensitivities, especially among mi-
noritized groups who have faced inequitable care or stigma. Our qualitative findings confirm
heightened concerns about emotion AI’s potential to undermine autonomy, care access, and the
patient-provider relationship.

By contrast, employment reflects normalized surveillance and limited worker autonomy, con-
tributing to baseline discomfort with emotion inferences. Qualitative data indicate that workers—
especially from minoritized groups—view such technologies as likely to exacerbate existing privacy
and power disparities.

These patterns underscore the contextual variability of emotional privacy judgments and validate
our use of mixed-effects modeling to disentangle how contextual, socio-demographic, and belief
factors shape these judgments. Lower healthcare intercepts indicate that such factors exert stronger
influences in healthcare, where participants expressed overall higher comfort yet rejected most
specific purposes for emotion inference—especially those that undermined autonomy or discretion.
In contrast, while employment settings evoked lower baseline comfort, participants differentiated
sharply between acceptable and unacceptable uses. Some purposes—such as group-level infer-
ences or harm prevention—elicited positive responses, suggesting conditional acceptance even
in surveillance-prone environments. Yet overall, emotion inferences in employment remained a
source of concern, particularly given the risks of employer misuse and the potential to reinforce
existing power asymmetries.
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6.4.1.2 Data Input: Workers and Patients Favor Speech/Text Emotion Recognition Over
Facial Emotion Recognition, though Emotional Privacy Judgments Remain Low
with All Modalities

We examined whether and how participants’ comfort with emotion inferences varied by the type of
data input to the emotion recognition algorithm. From their perspectives as employees and patients,
participants rated their comfort (from 0 = “very uncomfortable” to 100 = “very comfortable) with
their employers and healthcare providers using a computer program to detect their emotional states
from either (1) speech/text records—what they say (verbally or written/typed) and how they say it
(e.g., speed or tone)—or (2) images/video of their facial expressions, for various purposes.

Figure 6.3: Predicted Comfort Levels by Data Input Type. This figure illustrates the predicted
comfort levels by combining the data type variable coefficients to each mixed-effects regression
model intercept, derived by analyzing respondent comfort on a scale from 1 (very uncomfortable)
to 100 (very comfortable). Bars with black borders indicate statistically significant results.
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Our regression results show that both workers and patients were significantly more comfortable
with speech/text-based emotion inferences than with those based on facial recognition. Compared to
the baseline category of image/video records, speech/text inputs were associated with significantly
higher comfort in both employment (representative: 𝛽 = 2.69, 𝑆𝐸 = 0.35, 𝑝 < 0.001; minoritized:
𝛽 = 4.25, 𝑆𝐸 = 0.34, 𝑝 < 0.001) and healthcare (representative: 𝛽 = 4.13, 𝑆𝐸 = 0.37, 𝑝 < 0.001;
minoritized: 𝛽 = 5.35, 𝑆𝐸 = 0.36, 𝑝 < 0.001). This may reflect public discomfort with facial
recognition technologies and their attendant accuracy and privacy concerns [419].

Notably, although speech/text inputs raised comfort relative to facial recognition, predicted
comfort levels across all data inputs remained low—ranging from 32.31 to 39.33 on a 0–100 scale
(Figure 6.3). The more pronounced positive effect of speech/text was statistically significant in
both employment and healthcare, with Z-scores of -3.21 and -2.37, respectively.

These findings support a growing recognition that facial recognition technologies—including
facial emotion recognition—are widely viewed with suspicion. They also confirm that data input
is a meaningful and statistically significant contextual factor shaping emotional privacy judgments.
However, this does not suggest that emotional privacy can be preserved by avoiding facial inputs
alone. Even with speech/text, predicted comfort remained low.

Importantly, the effect of data input was more pronounced for participants in the minoritized
sample, who consistently reported lower comfort across both contexts and all input types. This
pattern underscores greater emotional privacy concerns about all forms of emotion recognition—
speech, text, and facial—among people of color, people with mental illness, and/or minority genders
compared to the U.S. representative cohort.

6.4.1.3 Purposes for Which Employers and Healthcare Providers Use Emotion Inferences
Shape Emotional Privacy Judgments

To assess the influence of purpose on emotional privacy judgments, we examined whether and how
participants’ comfort varied across fourteen distinct purposes for which employers and healthcare
providers might use emotion inferences (Table 6.2). We report how participants rated their comfort
(0 = “very uncomfortable” to 100 = “very comfortable) relative to a common baseline: providing
data-driven insights into employee or patient wellbeing. For interpretive clarity, we grouped the
fourteen purposes into higher-level themes (Table 6.11).

Our findings demonstrate that purpose significantly shapes emotional privacy judgments, with
effects varying by specific purpose, context, and participant group. Generally, purposes that
reinforced each context’s social mission or aligned with its privacy expectations were judged more
positively, while purposes that strained those expectations were judged more negatively. As prior
work shows, perceived technological benefits and risks can both influence privacy perceptions
[409].
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To contextualize these findings, we draw on qualitative analyses of perceived benefits and risks
voiced by study participants, drawn from their open-ended responses—further explicated in Section
6.5.

Figure 6.4 visualizes predicted comfort levels for each purpose.

Figure 6.4: Predicted Comfort Levels by Purpose. This figure illustrates the predicted comfort levels
by combining the purpose variable coefficients to each mixed-effects regression model intercept,
derived by analyzing respondent comfort on a scale from 1 (very uncomfortable) to 100 (very
comfortable). Bars with black borders indicate statistically significant results.

Facilitating Earlier Diagnosis of Neurological Disorders and Mental Illness. One proposed
use case for emotion inferences involves facilitating earlier medical diagnosis. This application has
been suggested for healthcare and, increasingly, the workplace—given the extensive time people
spend at work and the rise of surveillance systems already collecting data from which emotional
features might be extracted [303, 548, 549]. We examined how using emotion inferences to detect
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mental illnesses and neurological disorders earlier than otherwise possible influenced participants’
comfort. Participants rated their comfort (0 = “very uncomfortable” to 100 = “very comfortable”)
with their employers or healthcare providers using emotion inferences for:

(3) diagnosing neurological disorders, such as dementia or ADHD, in employ-
ees/patients earlier than otherwise possible; and
(4) diagnosing mental illness in employees/patients earlier than otherwise possible.

Predicted comfort levels for both diagnostic purposes remained low across contexts and
samples—ranging from 31.75 to 37.19 for workers and 26.41 to 31.1 for patients. As shown
in Figure 6.4, comfort was consistently lower in healthcare than in employment, reflecting height-
ened privacy concerns about emotion inferences in clinical settings.

Earlier diagnosis of mental illness. Across both contexts and samples, using emotion inferences
to detect mental illness had a negative effect on comfort compared to the baseline purpose. While
both workers and patients expressed discomfort with this application, differences emerged by
context and sample.

Employment context. For employment, the negative effect was statistically significant only
in the minoritized sample (representative: 𝛽 = −1.32, 𝑆𝐸 = 0.93, not significant; minoritized:
𝛽 = −2.49, 𝑆𝐸 = 0.89, 𝑝 < 0.01). Qualitative findings suggest this may reflect greater privacy
concerns about employer access to mental health information among minoritized participants.

Healthcare context. In healthcare, the negative effect was more pronounced and statistically
significant only in the representative sample (representative: 𝛽 = −1.98, 𝑆𝐸 = 0.98, 𝑝 < 0.05;
minoritized: 𝛽 = −0.55, 𝑆𝐸 = 0.95, not significant). The smaller effect in the minoritized group
may relate to disparities in mental healthcare quality. Participants from minoritized backgrounds
reported difficulties getting providers to recognize their mental health concerns and noted that
emotion inferences might help legitimate issues that might otherwise be ignored. Nonetheless,
predicted comfort remained low in both samples (26.41 for the minoritized sample and 26.93 for
the representative sample), and the difference between them was marginal.

Notably, although early mental health diagnosis aligns with healthcare’s broader goals, partici-
pants still viewed this purpose as diminishing their emotional privacy.

Earlier diagnosis of neurological disorders. By contrast, using emotion inferences to detect
neurological disorders had markedly different effects.

Healthcare context. In healthcare, this purpose produced a significantly positive effect on com-
fort in both samples (representative: 𝛽 = 2.19, 𝑆𝐸 = 0.98, 𝑝 < 0.05; minoritized: 𝛽 = 3.47,
𝑆𝐸 = 0.95, 𝑝 < 0.001). It was the only purpose across all fourteen tested to have a significant
positive effect on patient comfort. Despite generally low comfort with emotion inferences, partic-
ipants viewed this use case as a limited exception that had a positive effect on emotional privacy
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judgments.
Although our qualitative data did not explicitly address this finding, it may reflect the greater

availability of objective measures in neurological diagnostics (e.g., imaging, neurological exams),
which could reduce perceived risks to patient autonomy compared to subjective mental health
assessments. The stronger positive effect in the minoritized sample suggests these participants
may perceive greater potential benefits—or lower risks—from this specific application. How-
ever, estimated comfort remained low overall (30.43 for the minoritized sample and 31.1 for the
representative sample).

Employment context. In employment, effects were mixed. This purpose had no significant
effect in the representative sample (𝛽 = 0.55, 𝑆𝐸 = 0.93, not significant) but showed a weakly
significant negative effect in the minoritized sample (𝛽 = −1.70, 𝑆𝐸 = 0.89, 𝑝 < 0.1). The
larger and significant negative effect in the minoritized sample suggests workers from minoritized
backgrounds perceived higher risks—or fewer benefits—from employer use of emotion inferences
for neurological diagnosis.

Coefficient plots (Table 6.2) show that, within a 95% interval, the effect for the representative
sample crossed zero, while the effect for the minoritized sample did not. This indicates that
although the direction of the effect is uncertain for representative participants, it can be confidently
interpreted as negative for minoritized workers.

Qualitative data from minoritized participants underscore this discomfort, citing fears of negative
personal and professional consequences tied to health disclosures in the workplace.

Employee and Patient Assessments. Scholars and technologists have proposed automatic emo-
tion inferences as a potentially objective method to reduce bias in both employee [550] and patient
[142] assessments. Rather than relying on self-reports or human observations, incorporating pre-
sumably objective emotion inferences into work performance evaluations and health assessments
is thought to minimize human subjectivity and the biases involved in understanding individuals’
emotional states and their relation to overall work performance and health. We examined how
purposes related to augmenting employee and patient assessments influenced participants’ comfort
with emotion inferences. Participants rated their comfort (from 0 = “very uncomfortable” to 100
= “very comfortable”) with their employers or healthcare providers inferring their emotions for the
following purposes:

(5) avoiding subjectivity in other methods of your employer/healthcare provider
learning about your emotional state, like a survey or your employer/healthcare
provider’s observations; and (14) assessing the work performance/overall health of
individual employees/patients.
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Predicted comfort levels for these purposes were generally low. On a scale from 0–100, worker
comfort ranged from 31.69 to 37.21, while patient comfort ranged from 24.52 to 27.19 (see Figure
6.4).

Employment context. Employers using emotion inferences to assess overall work performance
had a negative effect on worker comfort compared to the baseline purpose, with significance
observed only in the minoritized sample (representative: 𝛽 = −0.88, 𝑆𝐸 = 0.93, insignificant;
minoritized: 𝛽 = −2.55, 𝑆𝐸 = 0.89, 𝑝 < 0.001). The larger and significant negative effect
in the minoritized sample likely reflects both the general trend in our results—that this sample
perceives greater invasions to emotional privacy—and, possibly, increased statistical power from
the larger sample size. Qualitative insights suggest this discomfort may also reflect concerns
among minoritized participants that emotional surveillance could impair work performance or lead
to negative employment outcomes.

Employers using emotion inferences to reduce subjectivity in understanding workers’ emotional
states did not yield statistically significant effects in either sample. Taken together, these findings
suggest that workers view employer use of emotion inferences for performance assessments as
negatively affecting emotional privacy.

Healthcare context. Healthcare providers using emotion inferences to avoid human subjectivity
in evaluating patients’ emotional states had a significant negative effect on patient comfort in both
samples (representative: 𝛽 = −3.73, 𝑆𝐸 = 0.98, 𝑝 < 0.001; minoritized: 𝛽 = −2.44, 𝑆𝐸 = 0.95,
𝑝 < 0.01). Although patient comfort was lower in the minoritized sample (24.52 vs. 25.18), the
smaller and less significant negative effect in this sample suggests that people of color, individuals
with mental illness, and/or minoritized genders may associate relatively higher benefit or reduced
risk with this purpose. Our qualitative findings support this interpretation: minoritized participants
expressed a desire for more objective, less biased evaluations of their emotional and mental health
but also voiced concerns that algorithmic inferences could exacerbate provider bias in practice.

By contrast, healthcare providers using emotion inferences to assess overall patient health had
no statistically significant effect in either sample, though a weakly significant negative effect (at the
𝑝 < 0.1 level) was observed in the representative sample.

In summary, these results indicate that workers judged employer use of emotion inferences for
performance assessments as negatively affecting their emotional privacy. Similarly, patients judged
healthcare providers’ use of emotion inferences to avoid subjectivity in emotional evaluations as
negatively affecting their emotional privacy.

Inferring Mental Health at Individual and Group Levels. We examined how participant com-
fort was affected by employers and healthcare providers using emotion inferences for the purpose
of inferring workers’ and patients’ mental health at both individual and group levels. Participants
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were asked to rate their comfort (from 0 = “very uncomfortable” to 100 = “very comfortable”)
with their employers/healthcare providers inferring their emotions using various data inputs for the
purposes of:

(6) inferring the mental health state of employees/patients individually; and
(7) inferring the mental health state of employees/patients. Inferences of an individual’s
mental health will not be made; only at a group level.

As Figure 6.4 illustrates, predicted comfort levels for both purposes were low across contexts
and samples, with worker comfort ranging from 30.54—39.27 and patient comfort ranging from
22.22—24.59. In both contexts, predicted comfort levels were lower in the minoritized sample than
in the U.S. representative sample.

Employment context. Employers using emotion inferences to infer individual workers’ mental
health had a significant negative effect on comfort in both samples, compared to the baseline
purpose (representative: 𝛽 = −3.48, 𝑆𝐸 = 0.93, 𝑝 < 0.001; minoritized: 𝛽 = −3.70, 𝑆𝐸 = 0.89,
𝑝 < 0.001), with a slightly more pronounced negative effect in the minoritized sample. By
contrast, employers inferring workers’ mental health at a group level had a significantly positive
effect on comfort in both samples (representative: 𝛽 = 2.63, 𝑆𝐸 = 0.93, 𝑝 < 0.01; minoritized:
𝛽 = 2.16, 𝑆𝐸 = 0.89, 𝑝 < 0.05), with a somewhat smaller effect in the minoritized sample. These
results indicate that individual-level mental health inferences are discomforting and perceived as
privacy invasive, whereas group-level inferences may be welcomed and seen as relatively privacy-
preserving. Consistent with these results, qualitative responses expressed enthusiasm for the
potential of emotion AI to improve mental health support by helping employers identify workplace
improvements or resources, tempered by deep concerns about misuse of individual-level emotional
information—especially the risk of negative employment outcomes such as termination or loss of
opportunities. Our regression results suggest that aggregating emotion inferences may mitigate
risks linked to identifiability, balancing perceived benefits with protections for workers’ emotional
privacy.

Healthcare context. In contrast, healthcare providers using emotion inferences to infer patients’
mental health—at either the individual level (representative: 𝛽 = −5.52, 𝑆𝐸 = 0.98, 𝑝 < 0.001;
minoritized: 𝛽 = −4.72, 𝑆𝐸 = 0.95, 𝑝 < 0.001) or the group level (representative: 𝛽 = −4.32,
𝑆𝐸 = 0.98, 𝑝 < 0.001; minoritized: 𝛽 = −4.74, 𝑆𝐸 = 0.95, 𝑝 < 0.001)—had a significant
negative impact on patient comfort across both samples. The negative effect of individual-level
inferences was slightly smaller in the minoritized sample than in the U.S. representative sample; the
effects for group-level inferences were similar across samples. These results indicate that patients
are significantly discomforted by mental health inferences regardless of identifiability. Qualitative
insights provide explanatory context: patients expressed concerns that emotion AI could facilitate
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or worsen harmful mental healthcare practices, such as biased assessments, reduced patient voice,
strained provider interactions, and misuse of sensitive information at both the individual and
collective levels. Notably, the positive effect associated with group-level inferences observed in
the employment context was absent in healthcare. Although our qualitative data did not directly
explain this pattern, we suggest that the inherently individualized nature of the patient-provider
relationship may account for participants’ reluctance to view group-level inferences as alleviating
privacy concerns in healthcare.

Societal and Collective Benefit. We examined how employers and healthcare providers using
emotion inferences for purposes of societal or collective benefit—specifically, to benefit society
by supporting academic research and to benefit workers and patients by identifying individuals
requiring additional support to improve mental healthcare resource planning—affected participants’
comfort with emotion inferences. Participants rated their comfort (from 0 = “very uncomfortable”
to 100 = “very comfortable”) with their employers/healthcare providers inferring their emotions
using various data inputs for the following purposes:

(2) sharing that information with academic researchers to help them learn more
about mental health, as part of a research partnership; and
(8) identifying employees/patients in need of mental health support, to better plan
organizational mental health resources

Predicted comfort levels remained low overall. As shown in Figure 6.4, patient comfort (ranging
from 24.53—28.3) was consistently lower than worker comfort (ranging from 35.5—40.82) across
both purposes and samples.

Employment context. Employers using emotion inferences to support academic research had
a positive effect on worker comfort relative to the baseline purpose, with larger and statistically
significant effects in the U.S. representative sample only (representative: 𝛽 = 4.18, 𝑆𝐸 = 0.93,
𝑝 < 0.001; minoritized: 𝛽 = 1.26, 𝑆𝐸 = 0.89, insignificant). While qualitative results did not sur-
face specific insights explaining this pattern, the result aligns with prior qualitative work indicating
that while people hold predominantly negative views toward automatic emotion recognition, their
attitudes are less negative in specific use cases involving societal benefit, such as supporting aca-
demic research [362]. The positive effect was significantly larger in the representative sample than
in the minoritized sample, with a Z-score of 2.38, possibly reflecting heightened mistrust of aca-
demic research in minoritized communities due to historical patterns of exclusion and mistreatment
[551].

For the purpose of identifying individuals in need of mental health support to inform organiza-
tional planning, this use case had a significantly positive impact on worker comfort relative to the
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baseline in both samples, with a larger effect in the minoritized sample (representative: 𝛽 = 2.15,
𝑆𝐸 = 0.93, 𝑝 < 0.05; minoritized: 𝛽 = 3.78, 𝑆𝐸 = 0.89, 𝑝 < 0.001). In contrast to the negative
effects observed for individual-level emotion inferences in Section 6.4.1.3, this result suggests that
workers’ discomfort can be mitigated when emotion inferences are used for purposes that do not
assess individual mental health states directly and are instead linked to collective worker benefit.
Qualitative results from support this interpretation: nearly one-third of participants, most with
minoritized identities, acknowledged potential benefits of using emotion inferences to improve
organizational mental health resources and accommodations.

Overall, these results suggest that inferences of worker emotion—when used strictly for societal
or collective worker benefit—may represent a limited acceptable use case that positively influences
emotional privacy judgments. However, sample-level differences also underscore the importance of
nuanced, personalized approaches to collecting, using, and sharing emotion inferences that respect
diverse privacy needs and preferences.

Healthcare context. By contrast, purposes framed as societal or collective benefit did not
preserve patient emotional privacy. Healthcare providers sharing emotion inferences with academic
researchers had a significantly negative effect on patient comfort in both samples (representative:
𝛽 = −2.61, 𝑆𝐸 = 0.98, 𝑝 < 0.01; minoritized: 𝛽 = −2.43, 𝑆𝐸 = 0.95, 𝑝 < 0.05). For the
purpose of identifying patients needing support to inform mental healthcare resource planning,
the results were not statistically significant at the .05 threshold; however, sample comparisons
revealed a statistically significant difference, with a negative effect in the representative sample and
a comparatively positive effect in the minoritized sample (Z = -1.84).

Qualitative insights help explain these patterns. Participants, including many with minoritized
identities, acknowledged the potential value of emotion inferences for advancing mental health
research. However, they expressed strong concerns about data sharing practices, particularly
fears that sharing inferred emotional information with third parties could compromise privacy and
create barriers to care. Additionally, higher expectations of confidentiality in the patient-provider
relationship likely contributed to the negative effect of this purpose, in contrast to the more positive
evaluations observed in employment.

Taken together, these results indicate that even when framed as benefiting society or patients col-
lectively, sharing patient emotion inferences is discomforting and perceived as violating emotional
privacy.

Harm Prevention. We investigated whether and how employers and healthcare providers infer-
ring workers’ and patients’ emotions for the purpose of preventing self-harm and harm toward
others influenced comfort with emotion inferences. Participants rated their comfort (from 0 = “very
uncomfortable” to 100 = “very comfortable”) with their employers/healthcare providers inferring
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their emotions using various data inputs for the following purposes:

(6) inferring whether employees/patients are at risk of harming themselves; and
(7) inferring whether employees/patients are at risk of harming others

Predicted comfort levels for harm prevention were consistently lower in the healthcare context
(25.86—28.65) than in the employment context (36.84—43.03), with lower estimates observed in
the minoritized sample than in the U.S. representative sample, as shown in Figure 6.4.

Employment context. Employers’ use of emotion inferences for harm prevention had a signif-
icantly positive effect on worker comfort relative to the baseline purpose. Notably, inferring risk
of harm toward others had the largest positive effect on worker comfort of any purpose tested in
both samples (representative: 𝛽 = 6.39, 𝑆𝐸 = 0.93, 𝑝 < 0.001; minoritized: 𝛽 = 7.03, 𝑆𝐸 = 0.89,
𝑝 < 0.001). Employers using emotion inferences to infer self-harm also had a significantly positive
effect in both samples (representative: 𝛽 = 3.20, 𝑆𝐸 = 0.93, 𝑝 < 0.01; minoritized: 𝛽 = 2.60,
𝑆𝐸 = 0.89, 𝑝 < 0.01). Positive effects were similar between samples, suggesting that workers may
view employer use of emotion inferences as acceptable for harm prevention purposes, provided that
use is limited and justified.

Our qualitative results offer a nuanced interpretation of these findings. While some workers
expressed support for monitoring employee emotions to prevent workplace violence or self-harm—
acknowledging potential safety benefits—they emphasized that this would only be acceptable
if emotion inferences were restricted strictly to this purpose and proven accurate. Participants
expressed deep concern that employers might repurpose emotion inferences for unrelated or punitive
uses, or that biased or inaccurate inferences could lead to false flags and unwarranted interventions,
ultimately compromising worker safety rather than protecting it. These findings underscore the
importance of weighing the potential safety benefits of harm prevention against the serious risks of
misuse and error.

Healthcare context. In contrast to the positive effects observed in employment, we found no
statistically significant effects of harm prevention purposes on patient comfort in either sample.
Trends indicated negative effects for both self-harm (representative: 𝛽 = −0.27, 𝑆𝐸 = 0.98,
insignificant; minoritized: 𝛽 = −1.10, 𝑆𝐸 = 0.95, insignificant) and harm toward others (represen-
tative: 𝛽 = −0.26, 𝑆𝐸 = 0.98, insignificant; minoritized: 𝛽 = −0.56, 𝑆𝐸 = 0.95, insignificant).

Our qualitative analysis provides explanatory insight. Most participants did not perceive benefits
to healthcare providers using emotion inferences for harm prevention and expressed substantial pri-
vacy concerns. They feared that such uses could legitimize over-surveillance of already vulnerable
mentally ill patients and worried that inaccurate inferences could lead to severe consequences, such
as unwarranted coercive interventions or involuntary commitment.
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Supportive Interventions. We examined how emotion inferences used for supportive interven-
tions influenced participants’ comfort with emotion inferences in workplace and healthcare con-
texts. Participants rated their comfort (from 0 = “very uncomfortable” to 100 = “very comfortable”)
with employers and healthcare providers inferring their emotions using various data inputs for the
following purposes:

(11) developing an intelligent computer program, such as a chatbot, that can
conduct mental health therapy with employees/patients, including you; (12) inferring
moments employees/patients may be in need of emotional support and responding
with an intelligent computer program designed to help employees/patients improve
their wellbeing, such as offering wellbeing tips; and (13) automatically alerting your
employer/healthcare provider when employees/patients may need support, including
you.

Predicted comfort levels for these purposes were generally low. Worker comfort ranged from
34.19—38.32 and patient comfort ranged from 19.08—25.42, with lower levels observed in the
healthcare context and the minoritized sample (Figure 6.4).

Employment context. Emotion inferences for supportive interventions had a positive impact on
worker comfort when used to develop (representative: 𝛽 = 1.68, 𝑆𝐸 = 0.93, 𝑝 < 0.1; minoritized:
𝛽 = 1.92, 𝑆𝐸 = 0.89, 𝑝 < 0.05) and deliver (representative: 𝛽 = 1.66, 𝑆𝐸 = 0.93, 𝑝 < 0.1;
minoritized: 𝛽 = 1.85, 𝑆𝐸 = 0.89, 𝑝 < 0.1) automated interventions that provided direct support,
relative to the baseline purpose. However, these effects were only weakly significant. Effects
were similar between samples. Our analysis did not identify a statistically significant effect for
interventions involving third-party alerts to managers or employers.

These results suggest that workers may perceive potential benefits from emotion inferences used
to develop or deliver direct wellbeing interventions—especially when such interventions remain
private and do not involve employer oversight. Our qualitative study did not yield direct insights
into this specific finding. However, workers expressed a general desire for improved wellbeing
support while also voicing concerns that employer access to inferred emotional information could
lead to negative personal and professional consequences. This suggests that workers may cautiously
welcome automated wellbeing interventions provided they protect privacy and are not shared with
employers or third parties.

Healthcare context. In contrast, healthcare providers using emotion inferences for supportive
interventions had a significantly negative and substantially larger impact on patient comfort across
all three purposes. Developing automated mental health therapy had the largest negative effect of
any purpose tested (representative: 𝛽 = −7.91, 𝑆𝐸 = 0.98, 𝑝 < 0.001; minoritized: 𝛽 = −7.88,
𝑆𝐸 = 0.95, 𝑝 < 0.001). Delivering acute wellbeing support, such as wellbeing tips, also had
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a significant negative effect (representative: 𝛽 = −3.49, 𝑆𝐸 = 0.98, 𝑝 < 0.001; minoritized:
𝛽 = −3.18, 𝑆𝐸 = 0.95, 𝑝 < 0.001). Automatically alerting a healthcare provider when support was
needed had a significant negative effect as well (representative: 𝛽 = −3.89, 𝑆𝐸 = 0.98, 𝑝 < 0.001;
minoritized: 𝛽 = −2.09, 𝑆𝐸 = 0.95, 𝑝 < 0.05).

Our qualitative analysis suggests several factors contributing to this discomfort. Participants
expressed concern that automated wellbeing interventions could harm patients’ mental health
through inaccurate inferences or inadequate responses, reduce human interaction between patients
and providers, lower the quality of mental healthcare, and breach confidentiality—particularly
troubling in a healthcare context characterized by strong expectations for privacy.

6.4.2 Identity-Based Effects

We examined the effect of socio-demographic factors on participants’ comfort with emotion infer-
ences in employment and healthcare, specifically race/ethnicity, gender, mental health status, and
educational attainment as described in Section 6.3.2.3 and justified in Section 6.2.2.

6.4.2.1 Race/Ethnicity

Compared to white participants, Black participants reported higher comfort with emotion inferences
in both employment and healthcare contexts. In employment, this effect was statistically significant
in the minoritized sample (representative: 𝛽 = 5.64, 𝑆𝐸 = 3.19, 𝑝 < 0.1; minoritized: 𝛽 = 7.38,
𝑆𝐸 = 2.79, 𝑝 < 0.01). In healthcare, higher comfort was significant in both samples (representative:
𝛽 = 3.33, 𝑆𝐸 = 5.44, 𝑝 < 0.01; minoritized: 𝛽 = 6.66, 𝑆𝐸 = 3.05, 𝑝 < 0.05).

Asian participants reported lower comfort with employers inferring their emotions compared to
white participants, particularly in the minoritized sample where the effect was statistically significant
(representative: 𝛽 = −3.15, 𝑆𝐸 = 4.31, insignificant; minoritized: 𝛽 = −8.05, 𝑆𝐸 = 3.55,
𝑝 < 0.05). We did not observe significant race/ethnicity effects for Latino/a or other categories,
and no significant effects for Asian participants in the healthcare context.

Across all race/ethnicity categories, Black participants reported the highest comfort levels in
both contexts, while Asian participants reported the lowest comfort in employment and white
participants reported the lowest comfort in healthcare.

While higher comfort among Black participants may appear surprising given the documented
racial and cultural biases present in emotion recognition datasets—leading to potential harms
through inaccuracy or discriminatory use [80, 451, 452]—this group may attribute greater potential
benefits to emotion inferences or perceive lower risk. Our qualitative analyses provide some support
for this interpretation. Black participants often highlighted the potential for emotion AI to mitigate
racial discrimination and improve emotional support in both employment and healthcare. Yet,
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Figure 6.5: Predicted Comfort Levels by Socio-demographics. This figure illustrates the predicted
comfort levels by combining the socio-demographic variable coefficients to each mixed-effects
regression model intercept, derived by analyzing respondent comfort on a scale from 1 (very
uncomfortable) to 100 (very comfortable). Bars with black borders indicate statistically significant
results.
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they also expressed concern about the risk of perpetuating existing inequities. Importantly, our
qualitative analyses did not explicitly investigate the influence of race/ethnicity on participants’
perceived risks and benefits. Future work is needed to understand how Black workers’ and patients’
nuanced perspectives on emotion AI shape their emotional privacy judgments.

6.4.2.2 Gender

In employment scenarios, we did not observe a statistically significant influence for any gender cat-
egory on participants’ comfort in either sample. While prior work suggests that privacy perceptions
are often gendered, including in workplace contexts [241], larger sample sizes may be needed to
confirm whether gender meaningfully influences emotional privacy judgments concerning emotion
inferences in employment and healthcare.

In the healthcare context, however, trans and/or non-binary participants reported significantly
less comfort than men on average, with this trend confirmed in the minoritized sample, which
included a larger number of trans and/or non-binary participants (representative: 𝛽 = −6.26,
𝑆𝐸 = 10.99, insignificant; minoritized: 𝛽 = −15.32, 𝑆𝐸 = 4.55, 𝑝 < 0.001). No statistically
significant differences were observed for women compared to men in either sample.

Notably, the discomfort reported by trans and/or non-binary participants regarding healthcare
providers’ use of emotion inferences represents the largest negative effect observed for any socio-
demographic factor in our analysis, underscoring substantial emotional privacy concerns about
healthcare applications of emotion AI in this group.

6.4.2.3 Mental Health Status

In the employment context, participants currently under treatment for one or more mental illnesses
reported significantly higher comfort with emotion inferences compared to participants with no
mental illness, but only in the U.S. representative sample (representative: 𝛽 = 6.47, 𝑆𝐸 = 3.13, 𝑝 <

0.01; minoritized: 𝛽 = −0.79, 𝑆𝐸 = 3.06, insignificant). While minoritized participants currently
under treatment reported lower comfort on average, the result was not statistically significant. As
the coefficient range in Table 6.2 shows, the direction of this variable’s impact remains inconclusive
in the minoritized sample.

We did not observe statistically significant differences in comfort for participants with resolved
or untreated mental illness in either sample.

In the healthcare context, no statistically significant effects were found for any level of mental
health status.

The significantly higher comfort observed among participants currently receiving mental health
treatment in the U.S. representative sample—but not in the minoritized sample, which included
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a comparatively higher proportion of such participants—suggests a complex relationship between
mental health status and emotional privacy judgments that may vary by intersectional identities.
Since our sampling did not differentiate based on specific mental health diagnoses, we recommend
future research explore perceptions of emotion inferences among people with particular mental
illnesses to better understand and address these perspectives.

6.4.2.4 Educational Attainment

Compared to participants with a Bachelor’s degree or higher, those without a Bachelor’s degree
reported, on average, higher levels of comfort with emotion inferences across both contexts and
samples.

For employer use of emotion inferences, participants without a Bachelor’s degree reported
higher comfort in both samples. This relationship reached statistical significance only in the
minoritized sample, where the positive effect size was substantially larger—a difference likely
influenced by the minoritized sample’s greater representation of participants without a Bachelor’s
degree (representative: 𝛽 = 0.14, 𝑆𝐸 = 2.46, insignificant; minoritized: 𝛽 = 6.16, 𝑆𝐸 = 2.37,
𝑝 < 0.01). In the healthcare context, the relationship between lower educational attainment and
comfort with emotion inferences was positive but statistically insignificant in both samples.

The consistently higher comfort reported by participants with lower educational attainment,
especially in the employment context, suggests that this group may be less likely to recognize
potential risks associated with emotion inferences and/or may perceive greater potential benefits.
More research is needed to better understand how educational attainment shapes emotional privacy
judgments and risk-benefit perceptions related to emotion AI.

6.4.3 The Role of Privacy Beliefs, Trust, and Data Sensitivity

We investigated whether and how individual privacy beliefs—including general privacy concerns,
trust in employers’ and healthcare providers’ handling of sensitive information, and perceived
sensitivity of emotional information—affected participants’ comfort with emotion inferences.

6.4.3.1 General Privacy Concerns

Participants’ level of general privacy concerns did not have a statistically significant effect on their
comfort with emotion inferences in either context or sample.
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Figure 6.6: Predicted Comfort Levels by Individual Privacy Beliefs. This figure illustrates the
predicted comfort levels by combining the individual privacy belief variable coefficients with each
mixed-effects regression model intercept, derived by analyzing respondent comfort on a scale from
1 (very uncomfortable) to 100 (very comfortable). Bars with black borders indicate statistically
significant results.
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6.4.3.2 Context-relative Trust in Sensitive Information Handling

The level of trust participants attributed to their employers’ and healthcare providers’ handling
of their sensitive information significantly and positively influenced their comfort with emotion
inferences in both contexts. Participants reporting higher levels of trust reported significantly
higher comfort with emotion inferences in both employment (representative: 𝛽 = 0.54, 𝑆𝐸 = 0.05,
𝑝 < 0.001; minoritized: (𝛽 = 0.40, 𝑆𝐸 = 0.05, 𝑝 < 0.001) and healthcare (representative:
𝛽 = 0.44, 𝑆𝐸 = 0.08, 𝑝 < 0.001; minoritized: (𝛽 = 0.53, 𝑆𝐸 = 0.05, 𝑝 < 0.001) contexts.

Of note, this effect was significantly different between samples for the healthcare context; the
Z-score of 2.09 indicates that positive trust beliefs had a greater influence on patient comfort in the
U.S. representative sample than in the minoritized sample.

6.4.3.3 Context-relative Perceptions of Emotion Data Sensitivity

Participants rated the level of sensitivity they associated with emotional information along with
other information types already categorized in law and literature as sensitive—political opinions,
religious beliefs, biometric data, health information, sex life/sexual orientation, genetic information,
and union membership [529, 389]—when handled by one’s employer and healthcare provider. As
participants answered this question in a post-test after responding to vignettes that described various
uses of their emotion inferences, we expect that responses are indicative of participants’ perceptions
of emotion inferences.

Employment context. As the box plot in Figure 6.7 illustrates, participants rated the sensitivity
of emotional information handled by one’s employer similar to data types already recognized as
sensitive. The median level of perceived sensitivity of emotional information handled by employers
for participants in the representative sample ranks higher than that for genetic information, health
information, and union membership. The median sensitivity rating for emotional information
handled by employers in the minoritized sample ranked among the lowest of sensitive data types,
with a similar sensitivity to political opinions.

Healthcare context. Participants rated the sensitivity of emotional information handled by
healthcare providers higher than when handled by employers, as shown in Figure 6.8. Participants in
the representative sample perceived the sensitivity of emotional information handled by healthcare
providers higher than biometric data, health information, political opinions, religious beliefs, and
union membership. In contrast to their relatively lower perceived sensitivity of emotion data
information handled by employers compared to other data types, participants in the minoritized
sample rated emotion data information’s sensitivity higher when handled by healthcare providers
than all other sensitive information types.

In addition, our analysis examined whether and how participants’ perceived sensitivity of emo-

143



Figure 6.7: Perceived Data Sensitivity Comparisons—Employment Context. Box plots show the
distribution of sensitivity ratings for each data type by sample, on a scale from 1 (not sensitive) to
100 (extremely sensitive).

Figure 6.8: Perceived Data Sensitivity Comparisons—Healthcare Context. Box plots show the
distribution of sensitivity ratings for each data type by sample, on a scale from 1 (not sensitive) to
100 (extremely sensitive).
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tional information when handled by employers and healthcare providers affected their comfort
with emotion inferences. We found that participants’ perceived sensitivity of emotion data had
a significant effect on their comfort with emotion inferences in both contexts. Participants as-
sociating emotional information with higher sensitivity reported significantly less comfort with
emotion inferences in the employment context (representative: 𝛽 = −0.30, 𝑆𝐸 = 0.05, 𝑝 < 0.001;
minoritized: (𝛽 = −0.25, 𝑆𝐸 = 0.05, 𝑝 < 0.001). Participants similarly reported less comfort with
emotion inferences in healthcare (representative: 𝛽 = −0.10, 𝑆𝐸 = 0.05, 𝑝 < 0.1; minoritized:
(𝛽 = −0.11, 𝑆𝐸 = 0.04, 𝑝 < 0.01) contexts, with a significant effect confirmed in the minoritized
sample.

6.5 Relational and Contextual Impacts: Perceived Benefits and
Risks

A relational ethics lens centers the needs of those most impacted by a technology, critically
examining its implications and challenging assumptions that AI can resolve complex social problems
without perpetuating existing patterns of injustice and discrimination [104]. This approach aligns
with scholarship advocating that the voices of those subjected to technologies should participate
in guiding their design, use, and regulation [552, 553]. Understanding data subjects’ perceptions
of emotion AI reveals whether its applications serve their interests in context, and highlights
implications for policy, regulation, and decision-making.

The qualitative analysis applies this lens to examine how people perceive the integration of
emotion AI in two contexts: the workplace and healthcare. After rating their comfort with various
potentially beneficial applications in each setting, participants described in open-ended responses
the benefits and risks they anticipated. While vignettes were framed to elicit possible positive
outcomes, participants were not primed to consider risks, harms, or unintended consequences.

These findings highlight the importance of examining the contextual and consequences of
emotion AI, particularly its entanglement with existing power dynamics. Centering the perspectives
of workers and patients, the analysis suggests that deployment may reinforce the existing inequities
and injustices in labor and healthcare it is deployed to remedy. The results underscore the need
for normative frameworks that protect emotional privacy and address individual vulnerabilities,
contributing to a more just and equitable integration of such systems by ensuring the agency and
dignity of those subject to them.
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6.5.1 Emotion AI in the Workplace

After answering survey vignettes about their comfort with various workplace applications of emo-
tion AI, participants reflected in open-ended responses on the benefits and risks they anticipated.2

While some imagined potential advantages implied by the vignette purposes such as improved
wellbeing support or bias reduction, the dominant sentiment was caution. Many feared that emotion
AI would intensify existing workplace inequities, enabling intrusive surveillance, undermining
autonomy, and amplifying bias. Such outcomes were seen as incompatible with workplaces that
respect individual dignity and agency.

The following sections examine how participants anticipated emotion AI could shape the struc-
tural conditions of their work through (1) contextual impacts on safety, performance, and employ-
ment status and (2) the relational dynamics essential to preserving dignity and agency, including
wellbeing, the experience of bias and stigma, and the degree of choice available to workers.

6.5.1.1 No Perceived Benefit

Roughly one-third of participants reported anticipating no benefits at all to emotion AI’s application
to the workplace. Even after responding to vignettes that suggested possible positive applications,
these participants explicitly stated there was “none” or “no benefit” to them. Instead, they raised
concerns that such systems could harm their wellbeing, erode the quality of their work environment,
jeopardize employment, and create or amplify bias and stigma. Many framed these risks as
incompatible with workplaces that respect individual dignity and agency.

Participants also expressed deep distrust in employers’ use of emotion AI and anticipated
responding either by conforming to its expectations or refusing participation altogether. As P103
explained, “I don’t [see a benefit]. Computers and such have not advanced enough to take the
place of people in these things and every person’s expressions and things are more subtle.” P86
similarly noted, “I don’t think anything could be beneficial from the intrusion of employers into
employees’ personal health.” Such perspectives reflect skepticism toward both the technological
capability of emotion AI and the motives behind its workplace deployment. Even among those
who acknowledged potential benefits, most went on to describe a range of risks they feared would
compromise their autonomy and wellbeing.

2This section is based on: Shanley Corvite*, Kat Roemmich*, Tillie Rosenberg, and Nazanin Andalibi. 2023. Data
Subjects’ Perspectives on Emotion Artificial Intelligence Use in the Workplace: A Relational Ethics Lens. Proc. ACM
Hum.-Comput. Interact. 7, CSCW1, Article 124 (April 2023), 38 pages. https://doi.org/10.1145/3579600. *Co-first
authors contributed equally. This material is based upon work supported by the National Science Foundation under
Grant No. 2020872.
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6.5.1.2 Contextual Impacts

Workplace Safety. Several participants saw value in the ability to identify potential harm to
oneself or others. P164 remarked, “Personally, I think the most beneficial uses of these programs
would be to detect potentially harmful/violent behavior,” while P77 noted it could “infer if em-
ployees could harm themselves and others.” P391 added, “If it’s able to see if a coworker has the
potential to hurt themselves or another person I would want to know. It would prevent injury or in
some cases death.” For these participants, emotion AI’s capacity to recognize signs of danger was
framed as a way to protect lives and, by extension, strengthen the workplace environment.

Performance Management. Some participants viewed emotion AI as a tool that could prompt
constructive employer responses, particularly when employees were overworked or experiencing
distress. P148 explained, “Potentially, this system could help me when I am overrun with work
and burnt out. The system could help alert my employers that I need something to improve my
emotional wellbeing.” Similarly, P245 saw the potential for such systems to “help [her] employer
understand or at least be obligated to comply with offering support or lenience.” These perspectives
suggest that, in theory, emotion AI could help secure accommodations or adjustments that respect
employees’ wellbeing, potentially benefiting both workers and employers. As P120 put it, using
emotion AI to improve productivity could “be a win-win.”

Work Status. Others worried that close monitoring would have the opposite effect, undermining
performance and eroding morale. P339 argued, “Monitoring employees’ attention or work with
close scrutiny has been proven to lower productivity.” P42 described a more personal impact:
“Lower self-esteem and bring embarrassment from being called out by an employer.” For these
participants, the prospect of constant surveillance raised concerns not only about effectiveness but
also about the precarity of their work status—preserving dignity, self-respect, and the ability to
work without undue pressure or stigma.

Participants also expressed concern that emotion AI could create or intensify existing power
imbalances between workers and employers, enabling high-stakes decisions with serious conse-
quences. P10 worried it could “give a little too much power or authority to the employers,”
while P115 feared it would give them “more access to personal, private data on their employees,”
granting employers leverage that could be misused. P44 described a broader structural concern:
“The amount of control that employers already have over employees suggest there would be few
checks on how this information would be used. Any ‘consent’ on employees is largely illusory in
this context.” His remarks underscore the belief that even nominal safeguards could be ineffective,
leaving workers vulnerable.

Some anticipated that such power could be used to justify unjust employment decisions. P245,
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who has a felony conviction, worried a system might “block people by accidentally saying they’re
dangerous,” reinforcing existing barriers to equal opportunity. P15 feared being fired or denied
raises if emotion AI flagged her as “not capable enough” or “not working enough.” P50 believed
the technology could be used “to fire employees struggling with mental health issues or to hold
them back from receiving promotions or raises,” or even to force unpaid leave. These accounts
stand in stark contrast to earlier visions of supportive workload management, instead highlighting
the risk that emotion AI could be used to legitimize exclusion, demotion, or termination.

Taken together, these perspectives show that while some workers saw potential for emotion AI
to improve safety and support, many feared it would instead amplify existing inequities and weaken
protections for fair treatment in the workplace.

6.5.1.3 Relational Impacts

Worker Wellbeing. Responding to vignettes portraying emotion AI as a tool for early health
detection, identifying those in need of support, and providing data-driven insight into employees’
wellbeing, some participants saw potential to improve both health and workplace experience—if
employers used the technology in ways that genuinely demonstrated care. Anticipated benefits
included detecting health conditions early, intervening before they worsened, and fostering greater
understanding of mental health in the workplace.

P314 remarked, “there are always undertones but at the same time it can detect if you really
need help. Not only that but to also have your employer care about your mental health? That seems
very beneficial because taking care of mental health will most likely help with performance of that
individual.” Similarly, P27 suggested that earlier detection could “lead to much more positive
health outcomes and a higher quality of life for those nearing retirement age.” For some, early
detection also offered a degree of self-determination; as P57 explained, “If a system sees I’m having
say. . . an OCD relapse before I do, I could take action earlier to stop it.”

Others emphasized the value of increasing both employer and self-awareness. P3 described
potential benefits “if employers are fair and understanding of their worker’s mental health and
the importance of providing accommodations when needed.” P230 saw value for personal coping
strategies—“I could find more ways to cope with my bipolar depression, while at home and
work”—while also imagining workplace-level gains in understanding: “I feel like it’s important
for the workplace to understand mental health and also disabilities, and I feel like this is amazing
and so beneficial.”

Yet even among those who imagined such benefits, concerns about harm were never far from
the surface. Participants worried that employers could use emotion AI–generated data in ways that
failed to demonstrate care, instead introducing risks that would damage wellbeing. Some feared
inaccurate assessments leading to misdiagnoses or unjust assumptions. P36 said, “I have a problem

148



with the possibility of incorrectly assessing individuals. It would be a hell of a thing to get 5150’d
into a psych ward just because a computer thought you needed it,” highlighting the potential for
such errors to harm both wellbeing and autonomy. Similarly, P84 warned that emotion AI “could
easily misdiagnose my condition or make it seem as if I had a poor work experience even if that is
not the case,” pointing to the risk of reputational and material consequences from flawed inferences.

Many saw emotion data as deeply personal and inappropriate for workplace monitoring. P96
described the risk of overreach: “Gather sensitive information the employee wishes to be kept
private, and they [emotion AI] just generally overstep boundaries.” For some, the very act of being
analyzed would cause distress. P363 explained, “The awareness that I am being analyzed would
ironically have a negative effect on my mental health.” Several participants also challenged the
relevance of such monitoring to the workplace at all. P62 noted, “It might be strange to have
a system at work monitoring my mental health as these things may have nothing to do with my
work, or what or how much I am accomplishing.” P56 stated, “It’s an invasion of privacy. It’s an
employee’s responsibility to seek out help not an employer’s responsibility to pry into someone’s
personal life.” Such remarks frame emotion AI as contextually inappropriate—violating norms
about what information is relevant to share in a work setting—and undermining the boundaries
necessary for maintaining dignity and agency in work contexts.

Bias and Stigma. Responding to scenarios in which emotion AI could be used to assess employees
more objectively, some participants saw potential for these systems to promote fairness—if they
were designed to address known limitations and account for individual differences. They imagined
benefits such as reducing bias in decisions, countering human subjectivity, and lowering the stigma
around mental health disclosure. Yet even among those who imagined such benefits, concerns
about harm were never far from the surface, with many fearing that in practice, emotion AI would
entrench existing prejudice, perpetuate stigma, and erode the conditions necessary for fair and
respectful treatment at work.

Some participants believed carefully de-biased and technically reliable systems could help.
P180 thought emotion AI could be beneficial “assuming the software adjusts for those differences
[across different identities] and still outputs correct and reliable data.” P228 said it might benefit
them “if it avoids employers’ human biases in making judgments so as to be more objective,”
and P194 thought it could help “in getting past the common problems of discrimination.” Others
imagined a role in reducing the stigma surrounding mental health disclosure, allowing needs to
be communicated indirectly. P28 valued being able “to speak about my wellbeing not directly,”
while P311 noted it could “allow access to care that normally has a negative stigma attached to it
without having to put yourself [out there].”

But participants more often described risks—particularly from inaccurate or misleading infer-
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ences. P87 warned that “all current AI systems depend heavily on their training material...very
difficult to provide a suitable large training set to cover the full gamut of human emotions.” P94
worried that “a system [might] see them make a weird facial expression” and conclude they were
suicidal. P328 pointed out that even accurate systems could cause distress if they surfaced emotional
states at the wrong time, removing a worker’s control over when and how to address them.

Concerns about bias extended beyond inaccuracy to entrenched forms of discrimination. P95
cautioned against systems “not programmed properly to consider race and culture,” and described
how her experience as a “poor/black/elderly/woman” already limited access to fair treatment. P7
questioned “who is deciding what expressions ‘look violent”’ and warned of racial and gender
bias “particularly against POC, women, and trans individuals.” P42 feared such systems could be
used as “evidence” to justify unfair treatment of minorities or women by “blaming it on mental
instability.”

Participants also linked these risks to mental health stigma. P358 stated, “Mental health is
stigmatized enough without allowing employers access to a computer program that thinks it can
figure out mental health,” while P234 warned, “there’s a nasty stigma...you can be subjected to
employee discrimination even though it’s against the law. I can’t afford to take that chance.”
Participants shared concern that emotion AI threatened to expose sensitive conditions in ways that
could invite judgment, exclusion, or career harm.

Finally, some worried about overreliance, particularly when systems operated without meaning-
ful human oversight. P103 warned it “will be relied upon too much,” P318 doubted that “trusting
employers to do the right thing” was realistic, and P283 expressed that “computers cannot do
what a human is able to do.” These concerns reflect a broader skepticism toward the premise that
algorithmic inference can—or should—be trusted in workplaces as a means to improve worker
wellbeing, especially when fair and equitable treatment is at stake.

Worker Autonomy. Participants described how they might respond if emotion AI were imple-
mented in their workplace, with most imagining two broad reactions: altering their feelings or
behavior to conform to the system’s expectations, or rejecting the technology altogether. These
anticipated responses underscore the centrality of agency—whether retained, negotiated, or lost—
when workers are subjected to emotion AI.

Some envisioned conforming as a strategy to avoid negative consequences, even at the cost of
authenticity. P360 said it “would cause me to act differently than I normally do at work,” while
P272 described feeling that “you could not be yourself and roll your eyes at your supervisor or
co-worker. . . you would have a constant feeling that Big Brother is watching.” P185 anticipated
they would “fake a smile or otherwise try to fool the software because I would not want my employer
to know my mental state unless I wished them to,” highlighting the link between emotional labor
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and the preservation of privacy surfaced in Chapter 5. For P71, masking neurodivergent behaviors
would require “a massive amount of energy. . . which would make me very distracted and unpro-
ductive,” with the added fear they might “constantly be flagged by the software” if unsuccessful.
These accounts reflect concern that conformity to algorithmically encoded norms could erode both
wellbeing and self-determination, especially for disabled or otherwise marginalized workers.

Others anticipated outright refusal, grounded in distrust of the technology’s accuracy and its
implications for privacy. P26 stated simply, “I would not trust such a system,” while P12 said,
“I do not trust a computer program to accurately and benevolently diagnose and/or treat mental
health issues.” For some, refusal meant rejecting the conditions altogether. P124 asserted, “I will
never accept employment with any organization that uses them,” P155 described it as “an invasion
of privacy that I would never agree to,” and P292 said that its adoption would signal “it is time to
find a new employer.”

While refusal was imagined as a way to preserve autonomy, participants recognized that rejecting
a job, quitting, or withholding consent is not an option equally available to all. Many would lack the
power to act on their objections, especially if they were unaware that emotion AI was being used.
This disparity in choice underscores the unequal distribution of agency in workplaces adopting
such technologies and highlights how emotion AI’s presence could constrain both the range and
the reality of workers’ self-determination.

6.5.2 Emotion AI in Healthcare

After rating their comfort with various healthcare applications of emotion AI, participants described
in open-ended responses the benefits and risks they anticipated if such systems were integrated into
healthcare. 3

Many imagined ways in which emotion AI could enhance care—improving assessment accuracy,
personalizing treatment, and facilitating the disclosure of sensitive information—particularly when
human interaction alone might be insufficient. Others saw potential for the technology to create
space for earlier intervention and expanded access to support.

Yet these possibilities were consistently tempered by concerns. Participants worried that emotion
AI could misinterpret their emotional states, reinforce existing disparities in access and quality of
care, or be used in ways that undermine trust in the clinician–patient relationship. Such concerns
reflected a deeper unease about how emotion AI might shift control over self-presentation, diagnosis,
and treatment away from patients—limiting their ability to direct their own care and constraining

3This section is based on: Kat Roemmich, Shanley Corvite, Cassidy Pyle, Nadia Karizat, and Nazanin Andalibi.
2024. Emotion AI Use in U.S. Mental Healthcare: Potentially Unjust and Techno-Solutionist. Proc. ACM Hum.-
Comput. Interact. 8, CSCW1, Article 47 (April 2024), 46 pages. https://doi.org/10.1145/3637324. This material is
based upon work supported by the National Science Foundation under Grant Nos. 2020872 and 2236674.
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their agency in managing their health.
The findings that follow consider both (1) contextual impacts—including how emotion AI could

affect the accuracy and fairness of clinical decision-making, shape the prevention of harm, and
alter access to and quality of care—and (2) relational impacts, such as its influence on patient
voice, dignity, agency, and the experience of bias or inequity in healthcare interactions. Together,
these accounts reveal how the integration of emotion AI into mental health services could either
strengthen or undermine the conditions necessary for equitable, respectful, and patient-centered
care.

6.5.2.1 Contextual Impacts

Assessments, Diagnoses, and Treatments. Responding to vignettes that described emotion AI
in healthcare as a tool to assess mental health status, identify patients in need of wellbeing support,
diagnose illness earlier than otherwise possible, and avoid human subjectivity in evaluation, some
participants saw potential for improving mental healthcare. They imagined systems that could
detect patterns human providers might overlook, facilitate earlier diagnoses, and help ensure that
treatment decisions were based on more complete information.

P57 observed that “machines are great at picking up things that humans aren’t and vice versa,
so a doctor augmenting their diagnoses and treatments with various robots and AI assistants have
major potential to improve care across the board.” P23 echoed this, noting that “sometimes doctors
are busy writing notes or [are] distracted. . . the system could help detect things the doctor didn’t
notice.” These accounts linked the promise of emotion AI to the reality of overworked or inattentive
providers, suggesting that additional insight could improve accuracy and responsiveness.

Others emphasized the potential to shorten long diagnostic delays. P7 reflected on a late ADHD
diagnosis, saying that “making resources so that people can get diagnoses and properly treated
faster would have helped [them],” while P33 imagined it would be “nice for the program to notice
a particular health concern before [she] did to facilitate faster treatment.” These comments align
with broader ideals of early detection and timely intervention, though participants often framed
these benefits as contingent on the system’s ability to operate without reproducing existing errors
or inequities.

Yet many also feared that emotion AI could worsen the very problems it aims to solve. Concerns
centered on inaccurate inferences, misdiagnosis, and the erosion of patient voice. P321 warned
that “culturally, expression can vary depending on many factors, which might lead to inaccurate
readings,”reflecting doubt that emotion AI could account for complex variation in emotional
expression across cultures and identities. Others noted that providers might accept flawed inferences
at face value, sidelining patients’ own perspectives. P81 explained, “Sometimes a system could tell
you that you are at risk of something when you are really operating at a safe level. . . Their own
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impressions should come first before being labeled.”
These accounts reveal how inaccurate or biased outputs could shape treatment decisions in ways

that disempower patients, replacing dialogue with algorithmic judgment. For participants, the risk
was not only faulty diagnoses but also the displacement of their lived experience from the center of
care. Patient perspectives anticipate that integrating emotion AI into assessments, diagnoses, and
treatment planning could undermine trust, diminish agency, and entrench the very inadequacies it
purports to address.

Harm Mitigation. Responding to vignettes describing emotion AI as a tool to identify patients
at risk of harming themselves or others and to alert providers for intervention, some participants
saw potential benefits.

They imagined that, in specific situations, such monitoring could help avert crises or connect
individuals to timely support. P322 thought it could work “by possibly monitoring a dangerous
person’s social media, or offering links and hotlines when someone is in need of immediate
support.” P279 acknowledged it might “help severely mentally ill people who need monitoring to
stay safe,” though they also warned it could be “way too invasive” in most other contexts. These
perspectives suggest a narrow conditional acceptance—potential value if the system truly improves
safety without excessive intrusion.

Yet many participants feared that harm prevention efforts could misfire, with serious conse-
quences. Several doubted emotion AI’s ability to distinguish between genuine risk and ordinary
expressions of emotion. P135 worried that “I can be mad about something and the system may
interpret that I will hurt someone. . . I could involuntarily be subjected to unnecessary help or even
restraint.” P193 added that the system “may not recognize” genuine self-harm intent but “could
falsely flag someone,” and that “reporting this to health services could be detrimental to the pa-
tient.” For these participants, inaccurate inferences risked triggering harmful interventions—such
as police involvement or involuntary commitment—that could erode trust, damage wellbeing, and
disproportionately harm minoritized communities.

Participants also described how constant surveillance for risk could itself have adverse effects.
P360 said the idea of such monitoring “makes [them] uncomfortable,” P373 anticipated it “may
cause. . . anxiety,” and P282 believed it could “lower self-esteem, frighten, put on the defensive,
or otherwise make matters worse.” These reactions point to the paradox of a system intended to
protect wellbeing instead producing fear, hypervigilance, or diminished self-worth.

Across these accounts, participants framed harm prevention as a high-stakes domain where
the costs of error—false positives, missed detections, intrusive interventions—could outweigh the
intended safety benefits. Underlying these concerns was a belief that the power to define and act on
perceived risk should not be ceded entirely to automated systems, especially in matters so closely
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tied to individual dignity, autonomy, and the right to self-determination in care.

Quality Care Access. Responding to vignettes that described emotion AI in healthcare as a tool
to assess patients’ overall health, provide deeper insight into patients’ mental health, and provide
automatic interventions, some participants could imagine such systems enhancing treatment quality
and expanding access to needed services—provided the technology was used to broaden access to
quality care.

Participants envisioned emotion AI inferences could help providers identify gaps in care, tailor
interventions, and better coordinate support across clinical teams. P33, for example, thought it
“could be nice for the program to notice a particular health concern before [they] did to facilitate
faster treatment.” P7 reflected that better diagnostic tools “would have helped [them]. . . so that
people can get diagnoses and properly treated faster.” For these participants, the technology’s
value depended on it being used to open pathways to care rather than to restrict them.

However, many feared that granting providers, insurers, or other parties access to emotion
AI–generated inferences could lead to harmful misuse, ultimately reducing access to quality mental
healthcare. P368 warned that such data “could cause healthcare providers to create biases about
their clients and even drop them from their system altogether. Deeming them ‘high risk’ and
refusing to cover them.” P50 anticipated “the quality of care [for their multiple neurological and
mental health conditions] would decrease dramatically if this technology was put in place by health
providers to cut costs.” These perspectives reflect concerns that emotion AI could function as
another triage mechanism for rationing care, entrenching disparities rather than alleviating them.

Participants also raised the risk that emotion AI could diminish the human element of mental
healthcare by reducing or replacing direct provider–patient interaction. P8 cautioned against
“removing much more of the human from human medicine,” arguing that such changes might
benefit only those who create and profit from the technology. P152 warned that “relying too
heavily on computer-assisted programs can lead to poor healthcare” by tempting providers to
“step too far back from the process.” For some, this concern was tied to specific technologies like
chatbots. P242 feared that “chatting with a chatbot for mental health support. . . could cause me
to feel isolated, invisible and lead to depression or self-harm.” Similarly, P50 emphasized that
“psychological healing also takes place primarily within human relationships, not AI chatbots,”
stressing that human beings “are better at reading one another than a computer can ever be.” These
comments highlight a belief that mental healthcare quality depends on interpersonal connection—
something participants saw as impossible to replicate in fully automated interactions.

Others worried about more direct barriers to treatment. P117 believed emotion AI “could be
misused to limit access to certain treatments or services,” while P51 suspected it “could be misused
by health insurance companies to decrease client support and increase costs for clients.” For some,
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these risks were embedded in a broader critique of healthcare’s profit-driven incentives. P159 put it
bluntly: “Given the sorry state of AIs, the baked-in biases, and the overcapitalization of healthcare,
I can only see this being used to deny service as a means of controlling costs, increasing profits
and sold to major ad networks as yet another profit center without our knowledge or consent.”

Across these accounts, participants expressed deep skepticism that emotion AI in healthcare
would be implemented in ways that genuinely improve patient outcomes. Instead, they anticipated
that its outputs could be weaponized to justify cost-cutting, exclusion, or targeted marketing while
eroding the human relationships, trust, and interpersonal care essential to patient dignity, agency,
and wellbeing.

6.5.2.2 Relational Impacts

Patient Voice. Vignettes described emotion AI in mental healthcare as a means to identify
moments when patients might need emotional support, respond through an intelligent computer
program, or even conduct therapy. For some, this raised the possibility of improving one of the
most persistent shortcomings of mental healthcare: the loss or dismissal of patient voices in clinical
interactions. Others, however, feared that rather than amplifying their perspectives, emotion AI
would further marginalize them by replacing patient self-reports with automated inference as a
primary basis for care decision-making.

Some participants saw a role for emotion AI in legitimating patient disclosures and facilitating
more open communication with providers. P242 believed such a system “could be beneficial if
they actually provide emotional support. . . it would feel less isolating and maybe like I was being
seen if the program was acknowledging and backing up that my words and expressions actually
indicate what I say they do and not what a medical professional (who is not listening anyway) has
decided.” For patients who had experienced being ignored, gaslit, or disbelieved—especially those
from minoritized communities—emotion AI’s promise lay in “backing up” their accounts, giving
weight to self-reported symptoms that might otherwise be discounted.

Yet participants more often worried that emotion AI could weaken their voice in care. P113
warned it would harm her ‘‘if doctors place complete confidence in software and discount the
information [she] may tell them if it doesn’t support [the] software.” P87 foresaw “a danger. . . if
such systems become widespread, it will become very difficult to refute their diagnoses.” In these
accounts, emotion AI was not a tool for listening but a mechanism for replacing human judgment
with machine authority—making patients’ own narratives harder to assert or defend.

Overall, participants underscored that their agency in mental healthcare depends on being heard,
believed, and actively involved in decisions about their own care. Emotion AI was seen as capable
of either reinforcing or eroding that agency: it could create new openings for disclosure when used
in genuinely supportive ways, or it could entrench patterns of dismissal and disempowerment when
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its inferences are privileged over patient accounts.

Provider Bias. Vignettes described emotion AI in healthcare as a way to supplement clinical
judgment with more “objective” insights, potentially reducing the influence of subjective provider
judgment in mental health assessments, diagnoses, and treatments.

Some participants saw this as a meaningful opportunity to counter the prejudice, stereotyping,
and inattentiveness they had experienced in traditional care. P334 reflected, “I’m an adult ADHD
person and would have benefited GREATLY from technology such as this. . . the path to my
diagnosis was arduous and oftentimes hindered by non-objective professionals.” For P95, whose
past encounters with human doctors had been marred by bias, “a program that’s able to. . . give
an unbiased evaluation, couldn’t be any worse.” These views framed emotion AI as a potential
corrective—if it could in practice produce accurate, unbiased inferences and be used to inform,
rather than replace, human care.

More often, however, participants anticipated that emotion AI could amplify rather than mitigate
bias. They worried that providers might accept its outputs uncritically, using them to legitimate
their own prejudices or act on the system’s embedded stereotypes. P331 warned it “could be biased
or based on stereotypes that could lead to incorrect information and harm by falsely associating
traits with someone.” P7, concerned about race and gender bias, described how such systems
might label people as “unhealthy looking” for failing to match normative appearance or behavior,
with specific risks for disabled people, non-native speakers, and those whose cultural or gender
expression diverged from the system’s expectations.

Some underscored that algorithmic bias compounds existing inequities in care. P306 cautioned,
“We as humans are bad at understanding intersectionality so how do we expect to code a computer
to understand it? I would hate for more discrimination to be a result of this.” For them, emotion
AI’s inability to account for multiple, intersecting identities—and the opacity of how such systems
are built—posed a risk of deepening disparities under the guise of technical objectivity. Others
noted that human oversight was no safeguard if the providers themselves held biases or lacked the
skill to recognize flawed outputs. As P335 put it, “It depends on the provider and their potential
biases. . . at the end of the day.”

Participants largely rejected the idea that automation alone could solve the problem of bias in
mental healthcare. While some imagined emotion AI as a way to counter subjectivity, far more
feared it would entrench or magnify the very inequities it promised to address—undermining trust,
fairness, and the conditions for dignified, patient-centered care.

Data Access. Vignettes presented emotion AI in mental healthcare as a way to deepen providers’
and researchers’ understanding of mental health through data-driven insights, with potential to
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improve care and advance research. Some participants welcomed this prospect, describing it as an
opportunity to address the persistent problem of providers lacking a full grasp of patients’ conditions.
P253 believed it “would benefit [me] greatly as having more ways to assess mental/physical health
would give healthcare providers a better understanding of the patients they deal with.” P285
similarly saw value if “the researcher could help practitioner better understand some aspect of
their practice.” These views framed emotion AI as a supplemental tool that—if implemented with
care—could enhance understanding of mental health and inform better treatment.

Alongside these possibilities, participants voiced deep concerns about how emotion AI infer-
ences could be accessed and used by actors beyond the clinical relationship, particularly insurance
companies and third parties, in ways that could restrict care, raise costs, or exploit sensitive data.
P368 warned that it “could cause healthcare providers to create biases about their clients and even
drop them from their system altogether,” while P50 feared it could be used “to cut costs” at the
expense of quality care. P159 doubted the technology’s deployment would be motivated by patient
benefit at all, seeing it instead as “another profit center. . . without our knowledge or consent.”
Such accounts reveal how perceived profit motives and structural incentives in healthcare shaped
skepticism toward emotion AI, even when participants could imagine potential benefits.

Privacy was a central thread in these concerns. P92 explained, “Sometimes we don’t want to
reveal things about ourselves. This would make me feel very vulnerable and exposed,” highlighting
fears of losing control over whether and how emotional states are disclosed. Others questioned
basic governance: P230 asked, “How will the data be held? Will it be deleted afterward? If sent in
for research, how many others will witness my data?” These questions reflected a broader unease
with opaque and potentially unregulated data flows. Participants also worried about compelled
disclosure or leakage: P149 wondered if readings could “ever be turned over to, or subpoenaed,
by law enforcement,” while P265 feared recordings “could be used for facial recognition beyond
the supposed purpose” and “once it gets out into the open you are at a loss.”

Several participants anticipated that such risks could extend beyond the patient to others in their
environment. As P149 noted, “There’s also the bystander issue. . . how would such audio or video
recording ensure that other people’s privacy in my residence was protected?” This underscored the
possibility of “collateral” privacy violations falling outside traditional safeguards such as HIPAA.

Across these accounts, participants recognized that emotion AI could, in theory, strengthen
mental healthcare by expanding knowledge and improving provider insight. Yet they overwhelm-
ingly feared that the same data could be used to deny services, increase costs, or leak beyond its
intended context—violating privacy, undermining trust, and eroding patient autonomy. For many,
the risks of losing control over sensitive emotional information outweighed the promised gains,
especially in a high-stakes domain where confidentiality and trust are foundational to care.
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6.6 Discussion

This study examined emotional privacy judgments—how people evaluate the appropriateness of
inferred emotional information flows—using contextual integrity (CI) [12] as both an empirical
measure and a normative lens. CI holds that privacy is preserved when information flows align with
entrenched social expectations about the roles, purposes, and constraints of a given context, and is
violated when these expectations are breached. In domains like employment and healthcare, these
contextual norms are tightly bound to the very conditions that enable human dignity and agency.
Work and care are not simply transactional arenas; they are capabilities-bearing contexts in which
fair opportunity, health, and self-determination are constituted. As the findings underscore, flows
of emotional information that reinforce these contextual ends may enhance dignity and agency;
flows that undermine them may erode the same.

By fixing the information type parameter to emotion inference and varying the purpose of
use and data source across factorial vignette scenarios, the study empirically tested CI’s central
claim: that appropriateness judgments hinge not just on what information is collected, but why
and for whom it is used. The quantitative results support CI’s normative heuristic—participants
judged emotion AI use as more appropriate when its purpose clearly advanced the core goals of
the context (e.g., preventing imminent harm in healthcare, ensuring workplace safety), and less
appropriate when purposes were misaligned (e.g., individual profiling in hiring, insurance risk
scoring). These patterns held across both nationally representative and purposive samples, but with
important divergences: participants from minoritized groups were more likely to perceive both
greater benefits and greater risks, underscoring that normative privacy judgments can diverge even
among individuals occupying the same contextual role.

The qualitative findings sharpen this picture. While participants could imagine benefits—
earlier detection of health conditions, targeted support for people in distress, reduced stigma around
mental health—they more often described these benefits as fragile, contingent on trust, and easily
outweighed by harms. Across both employment and healthcare contexts, participants expressed
concern that emotion AI would expand institutional surveillance in ways that reduced their ability
to control how they are seen, interpreted, and treated. Many feared that the very institutions
charged with enabling their flourishing would instead use emotional inferences to intensify power
asymmetries, limit opportunities, or pre-emptively constrain their choices. In short, the same
contexts that give structure and meaning to our lives—through dignified work and equitable care—
were seen as vulnerable to being reshaped in ways that diminish the agency and respect they are
meant to confer.

Together, these results illuminate both where participants draw the normative line on emotion
AI and why—revealing contextual and identity-based vulnerabilities that shape emotional privacy
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judgments, yet converge on a shared expectation: to be treated as a dignified human being with
inherent worth. These vulnerabilities tend to be most acute for minoritized groups, whose needs and
concerns often diverge from those of socially dominant groups. Relying solely on socially dominant
“internal standards of justice” [554] to define appropriate flows risks reinforcing systemic injustices
and silencing dissenting perspectives [12, 413, 555, 425]. Aligning the design, deployment, and
governance of emotion AI with the unmet needs and persistent concerns of those most vulnerable
to technological impact strengthens protections for everyone.

Building on these insights, the sections that follow highlight implications for anticipatory gov-
ernance, purpose binding, protections for emotional information, and designing for contextual
vulnerability and emotional privacy.

6.6.1 Anticipatory Governance

Our results have significant policy relevance. Notably, the patterns in our study mirror many
elements of the EU AI Act and its clarified application guidelines [556]. We observe striking
alignment between public intuitions and the regulatory architecture: areas that are regulated as
high or unacceptable risk in the AI Act also emerged as scenarios for which participants indicated
higher discomfort. Where the Act imposes strict limits—regulating biometric inputs, prohibiting
individual profiling in employment, addressing power asymmetries—participants’ comfort drops
sharply. Where the Act permits narrow exceptions—workplace safety, neurological monitoring for
medical applications, or non-identifiable aggregated insights—comfort increases. This convergence
suggests that the distinctions respondents drew in our survey closely matches the EU’s regulatory
reasoning, with privacy judgments surfaced in our study providing regulatory legitimacy to the
Act.

Beyond reinforcing current regulatory directions, our findings offer a model for anticipating
future governance challenges. As commercial innovation adapts to regulatory constraints and as ju-
risdictions develop more detailed rules, this study provides both empirical evidence to inform those
efforts and a methodological approach capable of identifying socially salient privacy boundaries as
they evolve.

6.6.2 Bounding Inference Purpose

Contextual integrity does not formally model purpose—treating purpose as implicitly constrained
within a context’s goals and optionally encoded as a transmission principle rather than a standalone
parameter. Our results however confirm that purpose is a decisive driver of emotional privacy
judgments—often operating as the hinge between perceived acceptability and unacceptability.
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In the workplace, performance-scoring inferences—a common managerial practice designed to
boost productivity [430, 292, 375]—elicited lower comfort, reflecting skepticism toward uses tied to
surveillance and evaluation. Yet sharing workers’ emotion inferences with academic researchers—
an extraneous purpose that does not obviously advance workplace goals—raised comfort levels,
perhaps because it felt less threatening to workers’ agency or day-to-day autonomy.

A similar pattern surfaced in healthcare. Automating interventions or diagnosing mental
illness—purposes tightly coupled to clinical objectives—lowered comfort—as the qualitative find-
ings emphasize, such uses are perceived to override patient-initiated disclosure and undermine
interpretive agency. By contrast, neurological disorder screening, another clinical use, increased
comfort—underscoring that even within the same domain, purposes vary in how they are norma-
tively received.

These divergences cannot be explained by contextual integrity’s five canonical parameters or
by contextual goals alone. Instead, the explicit purpose of the inference—interacting with the
type of information, actors involved, and the transmission principles governing the flow—emerged
as central to participants’ emotional privacy judgments. As Nissenbaum has noted, purpose’s
salience in privacy evaluation has grown alongside evolving technologies and data practices [557],
and recognizing purpose as a constitutive contextual parameter may be a “necessary antidote” [558].
These findings support extending contextual integrity to formally incorporate purpose, enabling
more precise governance through purpose limitation and inference minimization rules.

Drawing on the quantitative patterns and complementary qualitative results from this study,
we propose a narrowly scoped set of permissible purposes for emotion inference, paired with
prohibitions on purposes likely to undermine dignity, agency, or trust:

• Purpose binding: Mirroring the EU AI Act’s risk-based, context-specific approach [556],
define each permissible purpose narrowly and exhaustively (e.g., real-time fatigue detection
in safety-critical roles). Specify parallel prohibited purposes (e.g., burnout or depression
screening). Any secondary use—or any use outside the narrowly scoped carve-out—should
be categorically barred.

• Granular, opt-in consent: Allow individuals to opt-in or withdraw for each distinct use of
emotion data, raw or inferred.

• Ex ante validation: Require evidence of claimed benefits before deployment.

• Minimal retention: Store only what is strictly necessary for the stated purpose.

• Robust controls: Enforce access limits, encryption, and anonymization, overseen by inde-
pendent auditors.
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Embedding these constraints in law, design, and institutional policy would operationalize con-
textual integrity’s normative commitments, allowing only narrowly justified, socially valuable uses
of emotion AI while protecting emotional privacy and reinforcing the social ends these contexts
are meant to serve.

6.6.3 Emotion Data Sensitivity

Our findings confirm that workers and patients perceive emotion inferences as highly sensitive,
often rating them as more sensitive than established categories such as biometric or genetic data.
Yet emotion data remains unrecognized as a special category of sensitive information in most
privacy frameworks [384].

This sensitivity reflects significant, context-specific risks. In workplaces, emotion inferences
could enable discrimination on the basis of perceived mental disability—even without direct disclo-
sure. In healthcare, inaccurate inferences may trigger misdiagnosis or stigma. If exported beyond
the original context (e.g., sold to data brokers), such inferences could fuel exploitative advertising
or other downstream harms. These participant-voiced concerns, together with the strong negative
coefficient for perceived sensitivity and the consistently low comfort scores, help to explain why
participants regard emotional information as an acutely sensitive data type in both settings. As
prior work suggests, privacy concern rises when information heightens vulnerability to harm [412,
487, 401].

Our findings support the formal classification of emotional information as a sensitive category
of data. Doing so would require data handlers to apply heightened safeguards [559] aligned with
the inference minimization principles we propose above. It would also address persistent concerns
expressed by participants about the adequacy of self-regulation in power-imbalanced institutional
settings. Sensitivity classification would support regulators in identifying privacy risks and compel
both industry and academic practitioners to specify how emotion data is collected, used, and protect.

Finally, such classification would extend urgently needed protections to controversial technolo-
gies like facial emotion recognition. Our findings show that the use of facial data consistently
heightened discomfort—likely reflecting broader public concerns with facial recognition technolo-
gies [419]. Current U.S. regulation typically limits protections to biometric identification [560].
Defining emotional data as sensitive should cover both raw inputs and inferred outputs, closing
existing regulatory gaps and better aligning policy with the emotional privacy norms surfaced in
our study.

161



6.6.4 Contextual Vulnerability and Emotional Privacy

Our findings reveal that comfort with emotion inferences varies not only by purpose but also by social
position. Although not all socio-demographic effects were statistically significant, several patterns
across race, gender, mental health status, and education were illuminating. In both employment
and healthcare contexts, Black participants consistently reported higher comfort relative to white
participants, with mean comfort levels higher for this group than for any other racial/ethnic category.
Similarly, participants without a Bachelor’s degree tended to view emotion AI data flows more
favorably across the board, including a substantial and statistically significant effect in employment
within the minoritized sample (+6.16) compared to a near-zero effect in the representative sample
(+0.14). These patterns suggest that position-related vulnerability may heighten recognition of
when data flows align with the legitimate social ends of a context—such as promoting wellbeing and
support—thereby upholding dignity and fair treatment in the workplace [416] and preserving patient
autonomy and dignity in healthcare [417]. Ethical governance of emotional privacy must therefore
balance harm prevention with recognition of benefits, particularly for those most vulnerable to
harm and exclusion.

At the level of intersecting socio-demographic variables, notable patterns emerged:

• Trans and/or non-binary participants reported heightened discomfort, especially toward
emotion inferences in healthcare.

• Participants undergoing treatment for mental illness judged emotion inferences more
positively in healthcare (across both samples), but only in the U.S. representative sample did
this translate to the workplace.

• Participants with untreated or resolved mental illness expressed more negative judgments
in the representative sample, but more positive judgments in the minoritized sample.

• Asian participants tended to judge emotion inferences more negatively, especially in the
workplace.

• Black participants and those without a Bachelor’s degree reported consistently higher
comfort, significantly so in both employment and healthcare.

We also observed key differences at the belief level. General privacy beliefs, as measured by the
Internet Users’ Information Privacy Concern (IUIPC) scale, did not significantly predict emotional
privacy judgments. Instead, context-specific beliefs (e.g., perceived sensitivity of emotional data
and trust in employers or healthcare providers) emerged as decisive predictors. This finding
challenges the adequacy of general privacy concern frameworks like IUIPC and underscores the
need for research approaches that attend to both contextual and position-based variations.
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By identifying how contextual, socio-demographic, and belief-based factors intersect to shape
emotional privacy judgments, our findings underscore the importance of designing, applying, and
regulating emotion-inference technologies with both contextual and individual sensitivity. While
not all observed differences achieved statistical significance—unsurprising given power constraints
for some intersecting groups—the patterns nonetheless offer theoretically meaningful insights into
how lived experience, privacy vulnerability, and position-based trade-offs shape privacy judgments.
Privacy research, too, must move beyond aggregate or nationally representative models to reflect
the diverse privacy needs, concerns, and expectations of different people and groups.

Locating risk at the data flow level: a human-centered design implication. Across
these patterns, power asymmetries—particularly in the employer/employee and provider/patient
relationships—emerged as central to shaping comfort with emotion inferences. Consistent with
contextual integrity theory, our findings suggest that emotional privacy concerns are less about
the technology itself and more about the institutional contexts and data flows in which it operates.
Where emotion inference technologies were perceived as potentially beneficial, participants also
voiced concern that institutional power dynamics could undermine agency or lead to harm.

Notably, our findings also revealed important intra-contextual distinctions: for example, in
healthcare, participants judged emotion inferences for neurological disorders more favorably than
for mental health monitoring, reflecting how purpose functions as a critical—yet often overlooked—
determinant of appropriateness even within the same domain. This reinforces our empirical
extension of contextual integrity by elevating purpose as a constitutive parameter shaping privacy
judgments.

These insights point to a clear human-centered design implication. One strategy for mitigating
risks while preserving benefits is to remove or limit data flows that embed institutional power
asymmetries. Deploying emotion inference technologies in self-monitoring or closed contexts—
where individuals retain control and interpretive agency over data capture, use, and sharing—may
help protect privacy and promote autonomy. Prior research on participatory and agency-supportive
data practices, such as semi-automated self-monitoring systems, shows how design can balance
automation with self-determination [561].

Of course, such deployments are only appropriate where the data flows themselves adhere to
contextually appropriate parameters, as defined by contextual integrity: including suitable trans-
mission principles (e.g., limits on sharing and retention), clearly justified purposes, and alignment
with the social norms and goals of the context. This is especially critical as emotion data increas-
ingly circulates across sectors. Related work on cross-sectoral data sharing highlights both the
potential benefits and challenges of such practices, including the need for transparency, consent
specificity, and recognition of cohort-based risks [562]—all elements that contextual integrity ex-
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plicitly requires. Our findings suggest that while cross-sectoral sharing may be acceptable when it
demonstrably serves participants’ goals and adheres to trusted contextual parameters (as in some
clinical research settings), default sharing of emotion data beyond the original context remains a
major source of discomfort and must be carefully governed. Further research is needed to validate
what contextual parameters are judged appropriate across diverse groups and use cases, especially
in emerging or hybrid contexts where norms are not yet fully established.

Finally, our study itself reflects a human-centered design approach. By systematically analyzing
how people’s privacy judgments vary by context, purpose, and social position—and by identi-
fying the specific data flows that drive acceptance or rejection—we demonstrate how empirical,
participant-centered methods can inform both technology design and governance.

6.7 Conclusion

Emotion AI technologies introduce unprecedented flows of affective data into domains where
privacy, dignity, and wellbeing are at stake. By testing 56 workplace and healthcare scenarios with
two demographically differentiated U.S. samples, we show that contextual, socio-demographic,
and privacy belief factors jointly shape how workers and patients judge the acceptability of those
data flows:

1. Purpose dominates. Varying the stated aim of an emotion inference produces the largest
shifts in comfort. Purposes that reinforce a context’s social mission (e.g., safety in em-
ployment, neurological screening in healthcare) raise comfort; purposes that distort those
missions (e.g., performance scoring, automated mental health diagnosis) lower it.

2. Input modality matters. Facial analytics consistently reduce comfort relative to speech/text,
reflecting persistent skepticism toward vision-based emotion recognition.

3. Position-related vulnerability influences judgments. Minoritized participants follow the
same directional trends as the representative cohort, but with amplified effects—positive and
negative—consistent with greater perceived susceptibility to both risks and benefits.

4. Belief factors are decisive. Institutional trust raises comfort; perceived sensitivity of emo-
tional information lowers it—often more than recognized sensitive data categories.

Theoretical contribution. Our findings empirically extend contextual integrity by demonstrat-
ing that purpose—traditionally treated as implicit—functions as an inter-dependent, constitutive
parameter. Elevating purpose clarifies why otherwise similar data flows diverge in perceived
appropriateness and provides a tractable lever for governance.
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Design and policy implications.

• Purpose limitation and inference minimization. Regulation and policy should enumerate
narrowly tailored, validated purposes; bar secondary uses; and require necessity proofs before
deployment—mirroring risk-based approaches such as the EU AI Act [556].

• Elevating emotional data protections. Emotional information, including inferred emotion,
warrants protection as a special category of data with heightened safeguards. Given the
predictive power of trust in shaping privacy judgments, design and deployment should embed
transparency, auditability, and meaningful opt-out rather than rely on institutional goodwill.

• Individual sensitivity. Both contextual and individual factors shape emotional privacy judg-
ments. Privacy research, system design, and governance frameworks addressing emotional
privacy-intrusive technologies should therefore explicitly attend to varying susceptibilities
and diverse needs by upholding the dignity and agency of all data subjects.

Future work. Longitudinal and qualitative research should trace how emotional privacy judg-
ments evolve with repeated exposure to emotion-inference systems, extend these findings to addi-
tional high-stakes domains (e.g., education, law enforcement), and engage affected communities
in co-designing technologies that reflect their values, needs, and vulnerabilities. Realizing the
potential benefits of emotion AI must not require the indefensible trade-off of sacrificing emotional
privacy.

As emotion AI proliferates, its impact on human dignity will depend not only on how sharply
we define and enforce the purposes for which emotional data may flow, but also on how effectively
we embed vulnerability sensitivity, positional equity, and context-aware design. Purpose-aware
extensions to contextual integrity, paired with inference-minimization, sensitivity classification,
and participatory design, offer a principled and actionable path forward for researchers, designers,
and policymakers.
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Factor Key Findings Sample Differences
(Rep. vs Minoritized)

Context Lower baseline comfort in
employment than healthcare.
Contextual factors exert greater
influence in healthcare.

Minoritized groups generally
reported lower comfort across
contexts.

Data Input Speech/text preferred over
image/video across both contexts.

Stronger preference for speech/text in
minoritized samples.

Purpose Group-level inferences, harm
prevention, and academic research
(employment only) raised comfort.
Individual assessments and
mental-health diagnostics reduced
comfort, especially in healthcare.

Minoritized groups showed lower
comfort across most purposes;
slightly higher trust in neurological
diagnostics in healthcare.

Race/Ethnicity Black participants reported higher
comfort across contexts; Asian
participants lower comfort in
employment.

Black participants more positive;
Asian and other minoritized
participants more cautious,
particularly in employment.

Gender No significant effects except
trans/non-binary participants
reporting lower comfort in healthcare
(especially in the minoritized
sample).

Strong negative effect for
trans/non-binary in healthcare.

Mental Health Status Current treatment increased comfort
in employment (representative
sample only). No significant effects
in healthcare.

Effect attenuated or reversed in the
minoritized group.

Education Lower educational attainment linked
to higher comfort in employment
(significant in minoritized sample).

Larger positive effect in minoritized
sample.

General Privacy Concerns No significant effects. N/A

Trust Beliefs Higher trust increased comfort in
both contexts.

Stronger effect in representative
sample (employment); stronger in
minoritized sample (healthcare).

Perceived Sensitivity of Emotional
Data

Higher perceived sensitivity linked to
lower comfort across contexts.

Effect confirmed in minoritized
sample (healthcare); similar trend
elsewhere.

Table 6.9 Summary of Key Quantitative Findings Across Factors and Sample Comparisons
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Context Sample Mean Mean StdDev Regression Intercept

employment representative 32.50 32.59 36.64
employment minoritized 32.55 32.11 34.24
healthcare representative 49.70 32.45 28.91
healthcare minoritized 50.02 32.54 26.96

Table 6.10 Summary Statistics—Mean and Estimated Comfort Levels by Context and Sample

Purpose Grouping Purpose Levels

Early diagnosis of mental
illness and neurological
disorders

(3) Diagnose mental illness in ($C1) earlier than otherwise possible.
(4) Diagnose neurological disorders (e.g., dementia or ADHD) in
($C1).

Augment employee and
patient assessments

(5) Avoiding subjectivity in other methods your ($C2) may use
to learn about your emotional state, like a survey or your ($C2)’s
observation.
(14) Assessing the ($C3) of individual ($C1).

Individual and group-level
mental health inferences

(6) Inferring the mental health state of ($C1) individually.
(7) Inferring the mental health state of ($C1). An individual’s
mental health will not be inferred; only group-level inferences will
be made.

Societal benefit (2) Sharing that information with academic researchers to help them
learn more about mental health, as part of a research partnership.
(8) Identifying ($C1) in need of mental health support, to better plan
organizational mental health resources.

Harm prevention (9) Inferring whether ($C1) are at risk of harming others.
(10) Inferring whether ($C1) are at risk of harming themselves.

Supportive interventions (11) Developing an intelligent computer program, such as a chatbot,
that can conduct mental health therapy with ($C1), including you.
(12) Inferring moments ($C1) may be in need of emotional support
and responding with an intelligent computer program designed to
help ($C1) improve their wellbeing, such as offering wellbeing tips.
(13) Automatically alerting your ($C2) when ($C1)s may need sup-
port, including you.

Baseline purpose (1) Giving ($C2) data-driven insights into ($C1) wellbeing.

Table 6.11 Emotion Inference Purpose Level Groupings. We grouped results into higher level
themes to aid interpretation.
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Part IV: Drawing the Dignity Line in Privacy Theory and
Governance

Emotion is among the most intimate dimensions of human life—as highlighted by my empirical
findings reported in Parts II and III, an inherently personal phenomenon shaped by one’s values,
experiences, and social relations. While broad categories of emotion families like happiness,
sadness, anger, fear, disgust, and surprise may be cross-culturally recognizable [71, 68, 84], the
meaning of any particular emotional episode is irreducibly individual. Part and parcel of an
individual’s unique worldview, as Martha Nussbaum’s theory of emotions explicates, emotions
bear moral significance in that they reflect an individual’s evaluative judgment of what personally
matters for one’s own flourishing [1]. Reflecting how we interpret our lives and what we care about,
emotions bind our inner selves to our personal visions of the good. The act of inferring and acting
upon another’s emotions, then, thus carries ethical stakes, implicating questions of respect, agency,
and human dignity.

Contextual Integrity (CI) theory holds that privacy violations occur when socially shared in-
formation norms are breached. These breaches are often signaled by intuitive moral judgments—
discomfort, surprise, anger, shame—that reflect judgments of inappropriateness [558]. Accord-
ingly, CI’s vignette methodology captures these intuitions as proxies for normative judgments
concerning whether a given flow aligns with context-relative norms of appropriateness [558]. Yet
to fully justify a data flow, CI requires a layered normative heuristic: first considering the interests
involved, then the benefits and risks and whether they are just by local standards, and finally whether
data flows promote the contextual goals of the domain in which they occur and the social ends they
serve [13]. Functioning as teleological benchmarks, these contextual purposes give the context its
normative structure and social legitimacy [558].

As Nissenbaum has acknowledged, CI faces a challenge when applied to advanced socio-
technical systems in which personal information is not disclosed but inferred—generated by com-
putations that analyze disparate, often mundane “data primitives” [558]. Especially in cases of
inferred inner states (e.g., emotion, mental status, intention), there is no established social meaning
or shared norm by which to evaluate appropriateness. Without either, CI lacks the evaluative
foundation to determine when such inferences violate normative boundaries.

Chapter 6 addressed this challenge by extending CI’s framework to accommodate inferential
data flows. It measured participants’ comfort with emotion inferences described in vignettes that
fixed CI’s five parameters, while introducing two additional contextual variables: data input and
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purpose. Open-ended responses further contextualized participants’ normative judgments. While
both input types had consistent effects across populations and contexts, the 14 purposes varied
relative to both. Purpose emerged as a decisive factor, shaping how participants interpreted and
normatively evaluated novel flows of emotion inferences.

Patterns by purpose tracked to CI’s key normative claim: that contextual ends give data flows
their meaning, lending both empirical and normative weight to ongoing questions in CI about
whether purpose should be considered a constitutive parameter [557, 558]. Yet Chapter 6’s mixed
methodological analysis also illuminated something deeper: a threshold normative expectation that
does not depend on informational norms, but rather on whether one’s dignity is respected.

Participants’ normative privacy judgments responded not only to context-relative expectations,
but to a more fundamental expectation to be treated with fairness, recognition, and respect for both
role-based agency and inherent worth. While these judgments were context-sensitive—shaped
by structural power dynamics and individual differences in privacy vulnerabilities—they were not
reducible to context alone. They expressed a normative floor: the expectation that dignity should
not be violated, no matter the informational context.

As Nissenbaum presciently noted, “there is a dire need for systemic principles that will expose
the material risks of the current data policy anarchy” [558]. The results of this study indicate
that one such principle is the cross-cutting norm of basic respect for human dignity. In response,
Chapter 7 develops a theoretical extension of CI that incorporates dignity as a shared moral
minimum. It formalizes purpose as a sixth constitutive parameter in CI and introduces a dignity-
based evaluative threshold based upon Martha Nussbaum’s Capabilities Approach [15]. The here
proposed Capabilities Approach–Contextual Integrity (CA–CI) model retains CI’s core descriptive
and normative structures while specifying the conditions required to ensure that data flows respect
contextual norms and ends and human dignity.
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CHAPTER 7

Inviolate Personhood: A Capabilities–Contextual
Integrity Approach to Privacy and Dignity in AI

7.1 Introduction

Across its many formulations, privacy has served as a moral defense against domination by external
forces. Whether conceptualized as restricted access [517], solitude [563], control [564], boundary
management [565], or contextual appropriateness [12], each of these forms resists the imposition of
norms, meanings, or expectations that are not freely shared. From Warren and Brandeis’ invocation
of the inviolate personality to Nissenbaum’s Walzerian defense of contextual integrity [12, 425],
privacy theory has long grappled with the question of how to protect the inner life and the social
fabric that sustains it. This chapter foregrounds privacy’s historical architecture as a bulwark against
domination, showing how thinkers across centuries and disciplines converge on a common insight:
that privacy is inseparable from human dignity and essential to sustaining moral personhood.

Yet not all claims to privacy are claims of dignity. In an age increasingly structured by socio-
technical systems, the ethical challenge is not simply to protect privacy, but to discern when data
flows are appropriate and when they cross normative lines. Helen Nissenbaum’s theory of privacy as
Contextual Integrity (CI) addresses this challenge through a “justificatory framework” that evaluates
data flows relative to a context’s informational norms and teleological ends [12, 558]. However,
CI’s reliance on socially shared norms presents limitations: it struggles to assess novel data flows,
such as personal inferences, that lack either settled meaning or precedent [558]. Moreover, while
CI clearly specifies the constitutive components of a data flow, it leaves the evaluation of those
flows to local standards—lacking an external basis for assessing when those standards themselves
are legitimate.

This chapter bridges privacy’s normative foundations in human dignity with the normative
architecture of CI. I argue that human dignity functions as a shared basic norm—one with cross-
cultural moral traction—and can be integrated into CI’s framework with fidelity to its commitments
to values pluralism. Drawing on CI’s Walzerian roots, I contend that dignity provides the most
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coherent candidate for what Walzer calls a “moral minimum”: a universal normative floor required
to preserve the integrity of social domains and the plural local values they sustain [12, 13, 558, 14].

To operationalize this extension, I draw on Martha Nussbaum’s Capabilities Approach, which
defines the material, social, and psychological conditions necessary for a life with dignity [15]. Her
framework identifies ten core capabilities such as bodily integrity, practical reason, emotions, and
affiliation as threshold requirements for human dignity. In the Capabilities–Contextual Integrity
(CA–CI) model I propose, a data flow is judged inappropriate when it foreseeably undermines an
individual’s ability to develop or exercise one or more of these core capabilities. This reorients
CI’s layered normative analysis from a purely context-bound justification to one grounded in the
universal floor of human dignity: appropriateness ends where dignity is violated.

The CA–CI model thus evaluates data flows on two levels: first, by their fit with contextual norms
and ends (CI), and second, by whether they uphold the basic entitlements required for dignity (CA).
This allows CA–CI to identify morally inappropriate flows even where contextual expectations are
permissive, unsettled, or contested—drawing a principled line in the sand where none previously
existed.

To demonstrate its practical value, I apply CA-CI to three case studies involving AI systems
and emotionally inferential data flows. These analyses illustrate how the model provides context-
sensitive, normatively grounded, and operationally tractable guidance for the ethical evaluation,
regulation, and design of socio-technical systems. By integrating the descriptive precision of
contextual integrity with the normative architecture of the Capabilities Approach, CA–CI offers a
principled framework for restoring privacy’s foundational role in sustaining dignity in the age of
AI.

7.2 Background and Related Work

Necessary precisely because we exist as social creatures, privacy has long hovered at the boundaries
between the self and society [566, 50], the private and the public [567, 568, 563], and the internal
and external domains of personhood [565, 564, 569, 570, 571, 572]. While early privacy theories
emphasized its physical and dispositional dimensions—shielding bodies, homes, and inner life
from external intrusion—the rise of digital technologies has shifted attention toward informational
privacy [569, 570, 573, 564]: the ethics and governance of personal information flows.

Informational privacy has been understood as both an instrumental and an intrinsic good.
Instrumental approaches emphasize its contingent benefits—for liberal democracy [564], personal
well-being and development [574], and civil society [575]. Intrinsic accounts establish privacy
as a first-order moral and political value: one that justifies constraints on surveillance, exposure,
and coercive conformity [576, 577, 569], even in the absence of measurable harm [578]. Yet
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overwhelmingly, privacy governance continues to treat it as instrumental.
This section traces this history. I begin by tracing the legal and moral foundations of a general

right to privacy in U.S. law, where privacy was once valued intrinsically for its protection of the
“inviolate personality” [577]. I then discuss how this foundation eroded under the influence of
instrumentalist reasoning in privacy law and governance—undermining the very dignity privacy
was meant to safeguard, which now faces fragmentation across domains and governance regimes,
and our capacity to recognize and address the pressing privacy harms of the present.

7.2.1 The Moral Origins of Privacy

7.2.1.1 The Fate of the Inviolate Personality in a General Right to Privacy

The emergence of informational privacy as a distinct moral and legal concern in the United States can
be traced to public anxiety over involuntary informational exposure, precipitated by the introduction
of the Kodak camera in the late nineteenth century [573, 373, 453]. In response, Samuel Warren
and Louis Brandeis published their landmark 1890 article, “The Right to Privacy,” which proposed
a general right to privacy grounded in the principle of the inviolate personality [577]. Central to
their argument was concern about the unauthorized circulation of individuals’ thoughts, sentiments,
and emotions via photographic capture and sharing—intrusions upon the person that, in their view,
threatened the spiritual integrity of the self [579]. Warren and Brandeis begin with a narrative of
common law’s expansion:

“In very early times, the law gave a remedy only for physical interference with life and
property...Later, there came a recognition of man’s spiritual nature, of his feelings and
his intellect.”

They trace how protections that once guarded only the physical body gradually extended to cover
dispositional aspects of the self: reputation, emotional life, affiliations, and inner thought. Property
law, once concerned with tangible assets, had also expanded to encompass “the wide realm of the
intangible”—letters, sketches, and even the unexpressed “thoughts, emotions, and sensations” that
animate such artifacts. With a teleological quality, Warren and Brandeis suggest that common law
had been evolving toward fuller recognition of the person’s psychic and moral integrity.

By 1890, however, the advent of Kodak cameras and an increasingly sensationalist press had,
they warned, “invaded the sacred precincts of private and domestic life.” They condemned the rise
of a commercialized culture of gossip that subjected individuals “to mental pain and distress far
greater than could be inflicted by mere bodily injury.” The wrong, as they saw it, was not merely
reputational or proprietary but spiritual: a “blighting influence” that at once degraded the dignity
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of the individual and corroded social compassion by “dwarfing the thoughts and aspirations of a
people.”

To support their claim, Warren and Brandeis cited legal precedents in which courts had already
restrained the publication of letters, diaries, and the like—not to protect the content as intellectual
property, but because such writing reflected the individual’s emotional life. The relevant harm,
they emphasized, was the exposure and circulation of “facts relating to life, feelings, and emotions,”
which belong only to the person who originated them. From these precedents they drew a general
principle:

The protection afforded to thoughts, sentiments, and emotions...is in reality not the
principle of private property, but that of an inviolate personality.

This right to privacy, as they understood it, was medium-independent. No test of form, artistic
merit, or communicative mode—be it facial expression, pantomime, sonata, or diary—could delimit
the right to determine “to what extent his thoughts, sentiments, and emotions shall be communicated
to others.” Absent legal compulsion, that decision remained with the individual. Even after
disclosure, the right persists: one “retains the power to fix the limits of publicity.” Serving as
shorthand for this broader principle, Judge Cooley’s phrase “the right to be let alone” was soon
taken up in the broader privacy discourse, flattening the deeper moral grounding Warren and
Brandeis articulated.

To fully appreciate the normative force of Warren and Brandeis’s claim requires recovering
the socio-cultural context in which the phrase “inviolate personality” would have resonated. Far
from a mere defense of decorum, it invoked a century’s worth of anxiety about the effects of
industrialization, urbanization, and mass society on individual coherence and authenticity. The
term evoked a morally autonomous person—capable of reflection, emotional depth, and self-
direction—whose formation depended on protected spaces insulated from surveillance, coercion,
and the flattening pressures of conformity to dominant social norms [579]. Privacy, in this account,
is both defensive and generative: a necessary precondition for the development of the moral self.

To invoke the inviolate personality as the principled heart of privacy is to assert that the inner
life must be treated as sacrosanct—both for the sake of the individual and because its protection
is constitutive of a free and flourishing society. This understanding of privacy as an intrinsic
moral and political value in its own right—a condition necessary for and constitutive of the
formation, maintenance, and protection of the moral self and derivatively, society—draws from the
literary and philosophical currents of the late eighteenth and nineteenth centuries, which mounted
sharp critiques of social tyranny, scientific rationalism, and social constructionism as forces that
constrained self-development and hollowed out the conditions for moral autonomy [580]. Warren
and Brandeis, in this spirit, argued that privacy’s protection extended even against the state itself—
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relying on common law reasoning to identify not only legal wrongs, but moral affronts to human
dignity, especially when injustice arose from the very community values that claimed to define
what was socially acceptable [579, 581].

By the late nineteenth century, privacy theory increasingly recognized social coercion as a
distinctive source of harm. Against this backdrop, privacy—understood as solitude, tranquility, or
withdrawal from public scrutiny—was positioned as a vital safeguard. The “inviolate personality”
emerged from this discourse as a moral and cultural ideal that marked a significant shift: privacy
was no longer viewed as merely a counterbalance that improved well-being in modern society,
but as a foundational condition of human life itself [579]. Poets like Wordsworth cast solitude as
necessary for preserving the inner self against the overstimulation and moral conformity of modern
life [580]. Philosophical accounts echoed this emphasis. In On Liberty, John Stuart Mill warned
of the “tyranny of the prevailing opinion,” describing it as:

more formidable than many kinds of political oppression...leaving fewer means of
escape, penetrating much more deeply into the details of life, and enslaving the soul
itself [582].

The concept of the inviolate personality should be situated within this broader tradition—a shared
concern with preserving the inner life as the seat of moral agency and capacity for human flourishing.
This concern arose in part as a response to the French Revolution, whose bloody aftermath exposed
the dangers of both monarchical repression and revolutionary excess. In its wake, Romantic and
liberal thinkers developed a new vocabulary of interiority—resisting both state surveillance and
the moral absolutism of revolutionary ideology [580]. Resolving contradiction in prevailing views
of the individual as at once a mere bearer of abstract rights and a passively constructed product
of social forces [579], these literary and philosophical works came to understand the person as
custodian of an inner domain—conscience, feeling, judgment, spirit—that must remain inviolable
if moral agency is to be preserved. It is this vision that Warren and Brandeis institutionalized in
legal form: a moral right to privacy rooted in the dignity of the person, designed to safeguard the
emotional, dispositional, and expressive core of selfhood. Their formulation provided a coherent
normative foundation for the legal protection of individual integrity and autonomy—what Bloustein
later called the “essence of a unique and self-determining being” [583].

Warren and Brandeis’ argument for a general right to privacy endures in legal doctrine. While
their vision has shaped generations of legal and cultural discourse, it has also been persistently
misunderstood. One enduring myth, popularized by Prosser and repeated in subsequent scholarship
(e.g., see [246, 373, 584, 585, 586]), claims that the authors were spurred to action by a newspaper’s
publication of wedding photographs from a prominent Boston family—a claim taken up by criticism
of a general right to privacy as protection of privileged society. The irony, as Rosen and Santesso
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note, is that this apocryphal story centers precisely the kind of social event—wedding, community,
spectacle—that Warren and Brandeis sought to distinguish privacy from. Their concern was not the
sentimental management of social appearances, but the preservation of the inner self as a domain of
moral significance [579]. That this myth endures reveals how easily privacy’s spiritual and ethical
dimensions can be reduced to questions of taste, sensitivity, or celebrity control [575]—obscuring
the deeper claims about personhood and dignity that remain just as vital, yet overlooked, in the
overt social forces of surveillance and exposure of online life today [587].

Shortly after their article’s publication, courts widely adopted privacy torts, recognizing their
role in protecting the inviolate personality under the broader principle of the right to be “let alone”
[588]. Yet the ensuing period of “vigorous growth and experimentation” in privacy tort law [586]
was eventually blunted by a narrowing of scope [579]: privacy came to be understood less as a
moral right grounded in personhood than as a cluster of interests in property, utility, or control.
What was lost in the process was the foundational insight Warren and Brandeis had so carefully
developed: that privacy protects, and enables, the moral architecture of the self. In eclipsing the
dignity-based imperative to preserve the inner life, law abandoned the deeper vision that once gave
privacy its normative force—a vision urgently in need of recovery today.

7.2.1.2 Doctrinal Narrowing and the Rise of Instrumental Privacy

In tracing the legacy of Warren and Brandeis’ “The Right to Privacy,” Rosen and Santesso argue that
its foundational commitment to protecting the dignity of the self—the inviolate personality—was
eclipsed by the narrower, conceptually impoverished account of privacy institutionalized through
William Prosser’s tort taxonomy [579]. By fragmenting privacy into discrete, compensable harms,
Prosser’s framework severed privacy from its ontological grounding in selfhood and as a result,
failed to supply the normative coherence required to recognize the moral status of privacy as a
first-order social good [589].

The decisive shift came in 1960, when Prosser, aiming to formalize and stabilize the emergent tort
doctrine [588], codified four privacy torts: intrusion upon seclusion, public disclosure of private
facts, false light, and appropriation of name or likeness [590]. While his taxonomy stabilized
privacy’s legal standing, it did so by recasting privacy as a series of injuries to be balanced under
utilitarian logic. Prosser’s ambition was not to elevate privacy’s normative status, but to suppress
it—as Citron explains, to render privacy compatible with the internal logic of tort law, protecting
individual interests only when harm could be demonstrated and weighed against social utility
[588]. This fit well with Holmesian jurisprudence, which rejected law’s moral aspirations in favor
of optimizing social behavior [591].

Prosser’s project stabilized privacy’s place in law, but only by recasting it in instrumental and
remedial terms. Richards and Solove describe this moment as both a victory and a loss: while
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privacy gained doctrinal traction, its moral depth was undercut [586]. The right to be let alone,
which Warren and Brandeis had envisioned as a dignitary shield protecting the emotional, spiritual,
and dispositional core of personhood, was reduced to a checklist of harms untethered from that
deeper normative vision [588]. Prosser’s categories made no reference to the inviolate personality;
they offered courts actionable compensable categories, not philosophical grounding [579].

Prosser’s influence did more than shift doctrine; it reshaped the intellectual terrain of privacy
theory itself—narrowing the conceptual space available to recognize privacy as morally fundamen-
tal. It became increasingly plausible for figures like Judith Jarvis Thomson to argue that privacy was
reducible to property and emotional distress claims [592], and for Alan Westin to redefine privacy
as control over information flows [564]—privacy as a functional, rather than intrinsic, value became
entrenched. Ronald Dworkin diagnosed this shift a “brilliant fraud”—a formal success that failed
to offer any substantive justification for privacy as a legal or moral right [589]. The result was a
framework in which privacy is treated as valuable for what it enables—autonomy, trust, democratic
participation—but not for what it inherently constitutes and protects: the dignity and integrity of
the moral self.

This legacy persists. U.S. privacy jurisprudence still struggles to recognize dignitary privacy
harms [41]. For instance, though emotional harm is acknowledged in principle, it remains difficult
to prove due to its “ethereal nature” and the doctrinal preference for tangible, measurable injuries
[588]. Meanwhile, data-driven profiling, AI inference, and ambient surveillance systems expose
individuals to precisely those harms Warren and Brandeis warned against: violations of emotional,
dispositional, and cognitive integrity without observable damage, codified safeguards, or actionable
recourse.

The doctrinal narrowing of privacy law is a theoretical reduction with real consequences. By
disaggregating privacy and filtering it through a utilitarian calculus, courts and governance systems
have lost the ability to detect and remedy the dignity harms that persist when privacy loses its
original anchoring in the dignity of the self. As I argue, reconstructing privacy’s moral status is not
a nostalgic appeal to the past, but a forward-looking necessity: a foundation for designing regulatory
and socio-technical frameworks that can recognize when dignitary boundaries are crossed, and why
such crossings matter for human flourishing.

7.2.2 Instrumental Privacy Approaches and Fragmentation

The most influential accounts of privacy in modern liberal thought have emphasized its instrumental
value: as a mechanism to promote individual, relational, and societal goods such as autonomy,
intimacy, and democratic participation. But this prevailing view fails to capture the moral stakes of
privacy violations that breach deeper norms of respect, recognition, and personhood. This section
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reconstructs this privacy tradition and highlights its limits, motivating the need for a dignity-based
account.

Alan Westin’s Privacy and Freedom launched a dominant strand of privacy thought that remains
influential today. Westin framed privacy as a functional mechanism for promoting liberal democratic
values, grounded in control over solitude, intimacy, anonymity, and reserve [564]. On this view,
privacy enables emotional release, self-evaluation, and the maintenance of differentiated social
roles. It protects not only personal dignity but the institutions—family, civil society, and deliberative
democracy—on which liberal societies depend.

Ruth Gavison builds on this tradition, emphasizing privacy’s contributions to autonomy, mental
health, creativity, and intimate relationships [593, 574]. She defines privacy in terms of secrecy,
solitude, and anonymity, and argues that it reduces pressure to conform, providing the space
for moral reflection and imaginative life. Gavison highlights privacy’s regulatory function: by
controlling social visibility, privacy shields individuals from surveillance, judgment, censure, and
coercive conformity, enabling political participation through practices like the secret ballot.

Thomas Nagel adds a civilizational dimension to the functional defense of privacy, arguing that
conventions of concealment—including secrecy, reticence, and nonacknowledgment—are essential
to social cooperation and psychological stability [575]. Privacy, on this account, involves boundaries
between what information gets exposed and what does not, serving a vital function in managing the
“sheer chaotic tropical luxuriance of the inner life” and sustaining a public-facing self capable of
functioning in shared social space. Civil society, he contends, requires restraint not only in law but
in social conventions—and the erosion of privacy norms, amplified by novel technologies and media
(a critical throwback to Warren and Brandeis), risks overexposing individuals to emotional trauma
and destabilizing interpersonal relations. In Nagel’s view, privacy is functionally indispensable: it
enables the free operation of personal feeling, fantasy, and thought by shielding individuals from
the disorienting effects of total exposure.

As Anita Allen notes, functionalist accounts generally fail to engage the moral status of the ends
privacy is said to serve. “Functionalism underemphasizes the close and special connections moral-
ists have stressed between and among privacy, personhood, and fitness for social participation and
contribution” [569]. If privacy is valuable only because it is an instrument of other interests, what
anchors privacy’s instrumental value normatively? Without independent moral weight, privacy is
fungible, justifiably traded away for higher-order values or when the ends it serves can be achieved
by other means.
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7.2.3 Contextual Integrity and the Pluralist Turn

And yet, such reasoning persistently fails to explain our intuitive judgments that some privacy
violations, even when claimed to be justified—surveilling employee emotions to serve corporate
productivity goals, for instance [418]—are just wrong. When privacy is reduced to a set of
beneficial, instrumental functions, its moral core gets obscured. The challenge, then, is not to reject
privacy’s instrumental value, but to also recognize when its violation breaches deeper normative
expectations.

Privacy, under CI, is neither absolute nor singular; it emerges when data exchanges comfortably
conform to established roles, attributes, and transmission principles that govern the acceptability
of information flows in each social domain. Importantly, CI is both descriptive and normative. It
models how privacy operates in practice, but also offers a justificatory test: a data flow is prima
facie permissible if it conforms to the entrenched informational norms of the context. When
norms are disrupted—by novel technologies, shifting power relations, or new risks—CI calls for
evaluating whether those norms themselves remain legitimate based on appeals to the social value
of preserving the purposes, ends, and functions of the domain [12].

CI’s key practical appeal is its ability to adjudicate privacy claims not solely on individual
terms, but on these bases—in relation to the norms and purposes that define a social domain—a
“justificatory” framework designed to reason through conceptual confusion and practical chaos,
where individual claims exercising an abstract “right” to privacy compete with the modern socio-
technical necessity of personal data flows [12]. CI’s normative emphasis on preserving contextual
norms pragmatically instrumentalizes privacy as a means to secure human values across complex
social realms [13]. Yet it does not specify which human values must be upheld, relying on the
assumption that fair social processes have shaped which norms are considered appropriate across
competing interests within a context over time [12].

CI introduced a major improvement to privacy theory, research, and governance, shifting the
discourse to respect for the context of privacy at a time where the dominant conceptualization—
privacy as a binary along the public/private divide—persistently failed to either identify privacy
violations or justify information flows occurring in contexts the prevailing view considered as “pub-
lic” but in which individuals still expected privacy [13]. CI provided an explanatory and predictive
framework that showed those expectations are constituted by CI’s five contextual parameters and
governed relative to the context’s established norms and broader purposes.

But as Nissenbaum contends, CI’s original framework struggles to justify data flows in two
respects: first, where the “tyranny of the normal” fosters social acceptance (e.g., through habitu-
ation, resignation) of information flows that are harmful or misaligned with shared social values;
and second, where novel data flows emerge before the social negotiation through which norms
are typically set and against which their appropriateness can be judged [12, 558]. In both cases,
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CI’s reliance on local standards to articulate privacy’s value leaves the theory normatively under-
powered. This challenge—the normative dependence on local informational norms that may be
absent, unstable, or themselves unjust—has become more pressing with the rise of large-scale data
infrastructures and inference-based systems that aggregate, link, and mine seemingly mundane,
“primitive” data across disparate sources, re-contextualizing it to re-identify individuals, construct
detailed behavioral profiles, and infer increasingly intimate information about their inner states,
beliefs, and traits [558].

In modern digital environments, people are becoming habituated to ubiquitous privacy intrusions
that erode their capacities for agency and dignity. Individuals are inappropriately subjected to
increasingly intrusive novel data practices such as affective profiling, targeted behavioral nudging,
and pre-conscious manipulation [133, 136]. The social mechanisms through which norms are
supposed to evolve like public deliberation, reciprocal engagement, and democratic accountability
are displaced by opaque, privately governed infrastructures [150, 594]. Whether operating as
employers with authoritarian degrees of control over workers’ private lives [150] or providers
of exploitative data-intensive consumer products [594], technology giants and the broader data
ecosystems they enable wield disproportionate socio-technical power to scale autonomous systems
that influence moods, beliefs, and behaviors even pre-consciously [133, 136]. Opportunities for
meaningful participation in shaping norms continue to diminish [413], as commercial interests
increasingly displace valued social norms [595, 596]. As philosopher Michael Sandel observes,
market norms, unfit to address normative problems, increasingly displace social norms across
nearly all shades of life [596, 595]. These information-enabled power imbalances distort the very
conditions under which norms form, undermining the integrity of the very social domains where
individuals should have real opportunities to negotiate their fundamental entitlements. And without
a global appeal to determine when such dynamics breach a universal moral minimum threshold,
violations of human dignity persist without adequate grounds for contestation.

As these practices escape meaningful social participation, become normalized, and thereby
increasingly difficult to contest, the dilemmas facing CI’s justificatory framework deepen. Without
an external normative standard, CI is ill-equipped to challenge data flows that cross contextual
boundaries and encroach upon moral terrain where instrumental contextual norms offer no clear
defense. In response, this section returns to CI’s roots in Walzerian local standards of justice to
propose an external evaluative mechanism for identifying inappropriate information flows—one
that does not rely upon malleable or contested local norms alone, but also appeals to a more basic
human principle: the shared expectation that we ought to treat one another, and expect to be treated,
in accordance with our inherent human dignity.
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7.2.3.1 Contextual Integrity’s Values Pluralism

The limits of normative appeals to privacy that limit its justification solely to its role as an
instrument for promoting broader social goods are present in CI, which identifies privacy violations
as disruptions to the continuity of lived traditions and norms that people deeply value. CI contributes
a methodology for diagnosing when data flows violate these established norms. But what gives
those norms their moral force?

CI grounds its normative claims to privacy in a tradition-sensitive framework. Skeptical of
abstract and ahistorical moral reasoning, CI locates the meaning and value of privacy in everyday
life. This orientation draws on Burkean conservatism, which favors historical continuity and
socially embedded norms in times of socio-technological disruption and upheaval [597, 598, 12],
and on Walzerian local standards of justice, which uphold “complex equality” by delegating the
authority to evaluate and distribute social goods to the communities that co-constitute their meaning
[12, 425]. By granting presumptive legitimacy to established information flows, CI conserves the
locally-determined meaning of privacy relative to a context, rooting judgments of appropriateness
in the normative grammar of lived experience and the values that sustain a social domain’s moral
and structural coherence [13].

One of CI’s key contributions is its ability to adjudicate privacy claims not simply on individual
grounds but in relation to contextual norms and the broader social purposes of the domain [12].
Yet why do some violations feel like a betrayal, not just a mismatch?

CI’s conceptual power lies in its refusal to treat privacy as static or universal. By rooting
privacy’s value in the lived social meaning of information flows, it offers a pluralistic and adaptable
model that ensures normative flexibility across diverse socio-technical contexts. Yet CI’s strength
here is also its limitation: it does not specify which values are non-negotiable. Yet as the following
sections show, treating privacy solely as an instrument of local normative order leaves those very
orders exposed. Without a shared moral threshold, the values that contextual integrity seeks to
conserve can themselves be overwritten, hollowed out, or co-opted by external forces.

7.2.3.2 Walzer’s Defense of Local Normative Evaluation

CI’s normative architecture draws from Michael Walzer’s values pluralism, which conceptualizes
a just society as composed of multiple autonomous social spheres, each governed by its own
principles for distributing social goods and determining merit [425]. Within each sphere, the value
of a good is co-constituted by a shared understanding of its meaning among members. Justice, in
this view, consists in preserving the moral boundaries between spheres—conserving local meaning
and evaluative standards by ensuring that the logic of one domain is not unjustly imposed on another,
thereby distorting the shared meaning of social goods and their distribution. Injustice occurs when

180



distributive logics illegitimately transpose the meaning of a social good across spheres—when, for
example, money grants access to education, or media exposure confers political power.

CI maintains a deep structural resonance with Walzer’s pluralism [12, 558], grounding norma-
tive privacy claims in the integrity of social spheres such as health, education, and work [425].
Just as Walzer insists on respecting the moral autonomy of social spheres, CI insists that informa-
tional norms ought to align with the values internal to each context, holding that privacy violations
occur when data flows contravene contextual privacy norms or the telos of the domain in which
it was shared [13]. In CI’s framework, information is treated as a socially situated good, with
determinations of its appropriate flow governed by norms that both reflect and sustain the function,
meaning, and internal integrity of the context in which it originates. When data flows violate
these contextual meanings—for example, when the logics of surveillance, commerce, or bureau-
cratic rationality override context-relative privacy norms—CI identifies such flows as violations of
contextual integrity—and, by extension, as incursions that threaten the preservation of “complex
equality” by enabling tyranny and domination through the external imposition of unshared norms
[12].

CI’s values-pluralist foundation allows it to assess the legitimacy of information practices by
reference to the justice criteria embedded within discrete social domains. In doing so, it offers a
powerful framework for defending informational privacy as a form of justice—one that resists both
reductive moral universalism and the tyrannical imposition of normative standards. Yet the very
strength of this model reveals a structural limitation: the absence of a shared evaluative baseline
across contexts. CI’s values-pluralist approach faces a well-known challenge: if contextual norms
are illegitimately shaped—by power asymmetries, commercial pressures, or historical exclusions—
on what basis can we deem a flow appropriate? Empirically, CI accommodates measurement via
people’s intuitive privacy judgments. But normatively, it defers to those same social norms—even
when those norms reflect institutional capture, manipulation, or coercive logics [413, 595]. In such
cases, CI lacks a principled method to contest or override illegitimately set norms, such as norms
themselves shaped by normative tyranny and domination.

7.2.3.3 Defending Pluralism with Universal Moral Minimums

Walzer, too, recognized the challenge of conserving local norms and their shared social meanings
in the face of increasing external intrusions—particularly those that impose evaluative judgments
or standards of justice unshared by the local community. In Thick and Thin, he further develops
his original position in Spheres of Justice to defend the necessity of a universal moral minimum:
a baseline standard that safeguards values pluralism itself. Without a shared standard of moral
minimum expectations, Walzer warns, local norms and values remain fragile—vulnerable to erosion,
displacement, or erasure.
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“Cultural pluralism is a maximalist idea, the product of a thickly developed liberal
politics. Minimalism depends on something less: most simply, perhaps, on the fact
that we have moral expectations about the behavior not only of our fellows but of
strangers too...Though we have different histories, we have common experiences and,
sometimes, common responses, and out of these we fashion, as needed, the moral
minimum” [14]

Walzer’s revised view makes room for a principled resolution. While justice is always interpreted
through particular histories and social meanings, he affirms that “there is no escape from the
relativism of distance and difference, but there is also no escape from the universalism of the
human condition” [14]. A moral minimum grounded in shared human experiences—not bound
by local meaning—can establish “a common moral horizon” [14], one capable of anchoring a
baseline expectation to which all contexts, from the most particularistic local communities to the
most powerful global domains, ought to be held to account.

Importantly, Walzer’s minimalism remains consistent with CI’s normative tradition. Like CI,
it draws strength not from philosophical abstraction but from lived consensus, emerging through
“moral intuition and historical experience” [425]. It is grounded in our common capacity to
recognize instances of wrongdoing—such as deceit, coercion, oppression—as wrong across socio-
cultural boundaries. By differentiating between “thick” moral traditions and “thin” shared moral
expectations, Walzer advocates moral minimums not as constraints on pluralism, but as its condition
of possibility: thin, durable constraints beneath which no practice or norm can justifiably fall.
Reinforcing the commitments of “complex equality” and local normative determinations articulated
in Spheres of Justice, moral minimum standards ensure that no domain’s values illegitimately
override another’s, protecting the very autonomy that pluralism requires. As Walzer writes,

“By its very thinness, it justifies us in returning to the thickness that is our own.
The morality in which the moral minimum is embedded, and from which it can only
temporarily be abstracted, is the only full-blooded morality we can ever have. In some
sense, the minimum has to be there, but once it is there, the rest is free” [14].

As it stands, CI lacks this thin foundation. Its layered evaluation framework remains agnostic to
whether a data flow is ultimately just, deferring only to local standards of meaning and value—even
as those standards grow increasingly fragile, and vulnerable to distortion or erasure. To defend
both the continuity and moral force of local privacy evaluations, strengthening CI’s normative
equipment with a globally applicable moral minimum standard would provide the necessary baseline
to preserve pluralism while protecting against its most subtle and dangerous form of failure—
domination disguised as appropriateness.

All together, the background work reviewed here raises three central questions:
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1. Can privacy’s normative roots in dignity help recover its moral force in procedural privacy
frameworks amid instrumental fragmentation?

2. Can extending contextual integrity with a universal moral minimum more clearly distinguish
just from unjust data flows?

3. How can such a minimum be identified, given the wide variation in what different societies
and contexts consider appropriate in the flow of personal information?

7.3 Dignity as a Moral Minimum Standard in Contextual In-
tegrity

This section proposes human dignity as a normative minimum threshold to answer these questions.
It synthesizes relevant scholarship to argue that dignity offers the most coherent and defensible
specification of the moral minimum standard required to extend CI. Grounded in international
human rights law, cross-cultural ethical reasoning, and longstanding privacy theory, I show that
dignity already functions as both a de jure and de facto moral boundary recognized across diverse
legal and cultural contexts—a shared norm insisting that, at minimum, we ought to treat others,
and be treated as, human beings with inherent worth and dignity.

I proceed to make this theoretical-methodological intervention for CI in two parts. First, Section
7.3.1 defends human dignity as a moral minimum standard in CI by drawing on literature that
surveys the global ethical and legal consensus around dignity as the foundational principle of
human rights, examines its role in legal reasoning about privacy, and theorizes privacy as both
constitutive of, and necessary for, moral personhood. Together, these analytically distinct claims
support a well-grounded argument for treating human dignity as the moral minimum standard within
CI—establishing dignity both as a basic norm with global legal, moral, and cultural consensus,
and as a deeper normative anchor that links privacy judgments to the intrinsic value of privacy as
essential to moral personhood and human dignity.

Second, Section 7.3.2 introduces a theoretical model that operationalizes dignity as a moral
minimum in CI, drawing on Nussbaum’s capabilities approach to define human dignity, assess
when it is violated, and incorporate its minimum thresholds as fixed evaluative parameters into CI’s
framework [599].

183



7.3.1 The Basic Norm of Human Dignity

7.3.1.1 Global Consensus on Human Dignity

Although Walzer refrained from specifying a concrete universal moral minimum, he pointed to the
global human rights tradition as a practical articulation of it: a body of shared moral expectations that
function not as idealized maxima, but as minimal safeguards against their erosion [14]. However
conceptually imperfect, these baseline commitments draw upon a widely recognized normative
foundation: the intrinsic dignity of the human person.

Human dignity is a substantive normative concept articulated in legal instruments across the
globe. It frequently serves as both a proxy for respect for autonomy and the conceptual basis
for fundamental rights and freedoms articulated in national constitutions and international human
rights agreements—the “common ground” where local and global interests converge [600, 601].
As the normative foundation of human rights, dignity reflects substantial cross-cultural ethical
consensus, exemplified in foundational instruments such as the Universal Declaration of Human
Rights [602].

Beyond the legal domain, dignity functions as a cross-disciplinary moral vocabulary: a concep-
tual framework for diagnosing and prescribing ethical obligations across philosophy, psychology,
religious ethics, and public policy [603]. Dignity has been described as the ontological root of
privacy [604] and a normative lens for interpreting subjective experience in value-sensitive policy-
making [605]. Acknowledging the conceptual disarray surrounding the term, Mattson and Clark
call for a model of dignity that is both action-guiding and non-imperial—one that avoids over- or
under-definition in ways that risk suppressing local moral traditions. They propose a relational,
value-based model of dignity as a condition co-produced through shared values such as respect,
power, affection, and well-being [603].

For instance, within the European Union, fundamental rights and freedoms—including the rights
to privacy and data protection—are grounded in the universal value of human dignity, which is
deemed inviolable in both EU and international law (e.g., see Art. 1 of The Charter of Fundamental
Rights of the European Union [606], Universal Declaration of Human Rights [602]). A foundational
value of the European Union, human dignity “must be respected, protected and constitutes the real
basis of fundamental rights [607].” Accordingly, while CI does not specify human dignity as a
value to conserve, application of its normative heuristic within the EU would be interpreted through
a dignity-based lens: its second layer, concerned with context-relative moral and political values,
must remain proportionate to the balancing of rights derived from the inviolability of human dignity
to remain compatible with this foundational EU value [608].

As the European Data Protection Supervisor has emphasized, in today’s global digital infras-
tructures, the right to personal data protection—with the value of human dignity at its core—plays
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an increasingly vital role in preserving the conditions for a free and flourishing life without undue
coercion [609]. This is especially true for those subject to structural vulnerabilities, including
children, patients, and workers navigating power asymmetries, where even routine data practices
may reinforce or exploit conditions of dependency or constraint [610]. In modern socio-technical
environments, a right to data protection is thus invoked not merely to shield personal information,
but to safeguard the normative preconditions of dignity itself. The logic behind this theoretical
abstraction is that exercising a right to data protection can serve to prevent the normalization of
novel data practices that would otherwise erode fundamental rights by stealth. Given formalized
legitimacy, claims to data protection can forestall the entrenchment of novel data practices that
transcend regional boundaries and, if left unchecked, risk eroding the intrinsic and universal value
of human dignity through constrained choice architectures that habituate individuals to indifference
by design—practices that escape scrutiny not by normative legitimacy, but by social routinization.
In practice, however, this vision remains difficult to realize. Particularly in digital spaces, exercising
one’s entitlement to data protection proves increasingly challenging as globalized markets erode
[611, 612] and corrode [596] fundamental rights and freedoms.

The challenge is made greater by the shifting, incompatible rhetoric surrounding abstract con-
cepts like privacy, data protection, and dignity: without shared analytic clarity about their con-
ceptual scope, how they are constituted, and when their claims are (and are not) legitimate the
public sphere—people, courts—will continue to struggle to transform these entitlements into any
substantive claims or safeguards against competing interests [613, 13, 406, 614].

CI offers rare analytic clarity in this landscape. Its structured approach to defining contextual
norms makes it a powerful framework for identifying when privacy is violated and for specifying
how data should be protected across information systems and regulatory instruments alike [615,
616]. Yet CI remains descriptively anchored: it maps internal normative expectations about what
is considered appropriate within a given context, but lacks an external evaluative mechanism to
assess whether those norms are themselves consistent with foundational moral commitments like
human dignity. Embedding an explicit dignity threshold within CI would supply such a standard,
enhancing CI’s responsiveness to contemporary digital risks and ability to meet the ethical demands
of global information systems. The challenge, however, lies in operationalizing such a threshold
without compromising the analytic precision that gives CI its distinctive power.

7.3.1.2 The Intuitive Logic of Dignity in Privacy Judgments

Although contextual integrity does not endorse a particular philosophical theory of privacy (e.g.,
control, restricted access), it provides a framework that can accommodate each. As Nissenbaum
writes, “the framework of contextual integrity reveals why we do not need to choose between them;
instead, it recognize a place for each” [12]. This pluralist openness, however, raises an important
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normative question: which values should anchor privacy as a justified defense when local consensus
is absent or compromised?

Legal and philosophical accounts of privacy violations offer critical insight here. Specifically,
dignity-based theories help illuminate why certain privacy invasions remain morally troubling even
when no harm is experienced or intended. What these theories reveal is that a normatively grounded
claim to privacy rests not only on protection from injury or control over information, but on a deeper
commitment to mutual recognition and moral respect.

The tension between instrumental and intrinsic articulations of privacy’s value is brought into
sharp relief by James Moor’s well-known thought experiment, which challenges accounts that justify
privacy solely through instrumental values like autonomy. In this scenario, a person is continuously
surveilled by “Tom the eavesdropper,” but never detects the surveillance and experiences no harm
[617]. Moor concludes that since no tangible interference occurs, autonomy remains undisturbed,
and thus privacy cannot be necessary for autonomy. However, he concedes that something remains
intuitively wrong with Tom’s actions intrinsically.

To explain this, Moor advocates a “core value framework” that treats privacy as both instrumental
and, in some cases, intrinsic—limited to where it expresses the core value of security. On his view,
a set of culturally pervasive core values—life, happiness, freedom, knowledge, ability, resources,
and security—are intrinsically valued, as are intrinsic expressions of their value (e.g., privacy’s
expression of security via privacy protection). For Moor, core values and that which intrinsically
express them are mutually supporting, with varied evaluations across persons and contexts: “an
athlete will emphasize ability, a businessperson will emphasize resources, a soldier will emphasize
security, a scholar will emphasize knowledge, and so forth.” In Walzerian terms, these core values
are domain-bound social goods whose meaning and distribution are defined within particular social
spheres.

While Moor’s pluralist framework resonates with contextual integrity’s value structure, his
reduction of privacy’s intrinsic value limited to its expression of security misses a deeper normative
point. The wrongness we intuitively attribute to the Peeping Tom is not only a violation of protection
or security, but a moral failure of recognition.

Anita Allen challenges Moor’s conclusion on precisely this ground. She argues that the Peeping
Tom’s behavior is troubling not only because it violates an abstract right to be secure, but because
of what the act expresses: a refusal to regard the subject as a moral equal [578]. Even in the absence
of detection or downstream harm, the wrong lies in the act of treating another as a surveillable
object—subjected to opaque and unreciprocated scrutiny. Allen’s anti-spying principle reframes
the privacy violation as a relational failure: a denial of basic respect, a refusal of ethical parity. The
wrong is thus not about injury or lack of protection but subordination: it severs the moral relation
between subject and observer, stripping the former of agency and dignity.
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This insight reverberates in post-Prosser privacy jurisprudence. In Hamberger v. Eastman
(1964), the New Hampshire Supreme Court upheld an intrusion-upon-seclusion claim based solely
on the presence of recording devices in a couple’s rented bedroom—even though there was no
evidence the landlord actually listened to the recordings [618]. What mattered was not the infor-
mational loss, but the affront to dignity.

Later commenting on the case, legal scholar Robert Post emphasizes that the injury lay not
in subjective distress but in the very nature of the act. Drawing on Warren and Brandeis, Post
characterizes such invasions as violations of the “personality”—capable of producing “suffering
more acute than that produced by a mere bodily injury” [619]. He underscores that the offense lies
neither in what was done with the information nor in the harm caused, but in the a desecration of
the self as such. Yet even Post identified a structural weakness in the case: the legal standard for
privacy intrusion torts depends on what a “person of ordinary sensibilities” would find offensive.
This reliance on socially contingent norms weakens the moral clarity of the privacy claim, rendering
recognition of affronts to dignity subject to shifting majorities.

Without a standard that treats human dignity as intrinsically inviolable—independent of cultural
sentiment or legal precedent—privacy, selfhood, and democratic society remain contingent, fragile,
and unequipped to protect the very interests a general right to privacy was meant to secure. As Post
himself suggests, this fragility stems from law’s failure to defend privacy not merely as a functional
good, but as a precondition for moral agency and defense of human dignity.

This is the radical core of Warren and Brandies’ original insight: that privacy must function
as a bulwark not only against private intrusion, but also collective domination—including state-
sanctioned and socially ratified forms [579]. Legal scholars Rosen and Santesso argue that Warren
and Brandeis’s articulation of privacy as both a defense of the self and a precondition for its
development is best understood by considering what is lost in its absence: without protection
from intrusion from coercive social forces—unjust norms, overreaching institutions, majoritarian
powers—the moral architecture of the self erodes, or fails to take shape at all [579].

Where individuals lack the capacity to think, feel, and judge freely, the conditions for collective
dissent—and for moral or political resistance to injustice—likewise deteriorate [582]. Even as
Prosser’s tort taxonomy narrowed Warren and Brandeis’ insights about the value of privacy into a
utilitarian balancing of harms, the logic of dignity endures. It persists in the moral imagination,
reflected in our intuitive moral judgments, our jurisprudence, and our democratic and egalitar-
ian ideals. To restore privacy’s normative force, it must be reasserted as a first-order value: a
constitutive expression of respect for human dignity.
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7.3.1.3 Privacy’s Intrinsic Value as Constitutive of Moral Personhood

Having shown that dignity violations explain moral intuitions that recognize where privacy viola-
tions are wrong, even in the absence of codified rules or observable harm, we now move beyond
this foundation to develop a full account of privacy as a constitutive condition of human dignity
grounded in moral personhood. Drawing from legal theory, philosophy, and political thought, this
section argues that privacy must be treated as a first-order moral good: not merely protecting who
we are, but enabling who we can become.

Theories that recognize dignity as the core value at stake in privacy violations distinguish privacy
as an intrinsic good from merely an instrumental one. Ronald Dworkin’s theory of rights helps
clarify this distinction: instrumental rights serve collective goals and may be overridden when
doing so benefits the whole, while intrinsic rights express foundational commitments rooted in
dignity and equal concern for all persons [589]. Only intrinsic rights can justifiably constrain what
the state—or institutions, or society—may demand of an individual, even in pursuit of aggregate
social welfare. Although Dworkin did not endorse privacy as a fundamental right in itself, citing its
normative thinness in doctrine, he identified the moral scaffolding—autonomy, dignity, and equal
concern and respect for all persons—from which a stronger normative defense of privacy could be
built.

Allen’s account of privacy as a moral boundary responds to this challenge by positioning
privacy as a precondition to become a moral person. In her view, privacy is “a condition or set
of social practices constituting, creating, or sustaining boundaries that should be drawn between
ourselves and others in virtue of our status or potential as persons” [569]. These boundaries enable
the formation and maintenance of personhood by affording individuals the space to distinguish
themselves from others, reflect on their values, and act with self-determining agency.

Deborah Johnson elaborates this idea by emphasizing that privacy underwrites self-direction and
moral development through reflective autonomy and self-realization [620]. S.I. Benn’s conception
of moral personhood further complements this claim. On his view, personhood is characterized
not by qualities like sentience or biological origins, but our uniquely human capacities for reason-
ing, cooperation with others, and mutual expectations of moral responsibility and accountability,
wherein moral standing entails the capacity to establish one’s own identity in relation to others,
to act in accordance with one’s own reasons, and to be recognized as such [621, 622]. Privacy is
essential to these capacities as it creates the psychic and social space necessary for individuals to
establish their identifies and resist coercion, constituting one’s status as a moral equal.

It is by these very conditions that individuals can then freely and meaningfully associate with
others, as Charles Fried argued, as it underlies our capacities to foster intimacy and other meaningful
relationships with reciprocal moral trust, care, and love by managing the degree to which we are
known by others [623]—and by extension, Thomas Nagel insists, our abilities to maintain cohesive
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and cooperative societies [575]. James Rachels similarly contends that privacy is necessary for
our interdependent relations with others, constituting our very capacities for self-development and
abilities to navigate differentiated social roles and relationships with moral agency [624]. Jeffrey
Reiman extends this by grounding privacy’s in developmental psychology, arguing that even infants
require a protected zone in which to learn the distinction between self and other—and by extension,
to acquire a sense of bodily autonomy and relational interdependence to become a moral subject.
Without such a zone, Reiman argues, “there would be no person, in the moral sense, to whom any
rights could be meaningfully ascribed” [625]. Privacy then is both a structural and developmental
precondition for moral agency and personhood.

Hannah Arendt deepens this perspective by linking privacy to the human condition of natality—
the foundation of our capacity to begin anew, to initiate action, and to exist in the world as distinct
individuals among others [563]. For Arendt, inner privacy constitutes the space where thought,
emotion, and judgment are formed—necessary for the development of moral commitments and
their public expression through acts of moral and political agency. Privacy, in this light, is both
a constitutive condition of dignity and necessary for political freedom: essential for persons to
enter the shared world not as passive subjects, but capable of meaningful, plural action—itself
intrinsically valuable and key to realizing one’s own inherent worth [626, 627].

Julie Cohen extends these insights by rejecting the liberal premise that individuals exist as fully
formed autonomous agents prior to socio-technical context. In Configuring the Networked Self,
she argues that privacy is not a protective boundary around a pre-existing stable self, but rather
a condition for its ongoing formation [628]. Cohen’s account theorizes privacy as necessary for
sustaining the relational and infrastructural conditions under which autonomy becomes possible.
She identifies the “autonomy paradox” in contemporary privacy discourse: individuals as treated
both as rational actors capable of freely trading privacy for convenience, and as vulnerable subjects
shaped by surveillance infrastructures. This contradiction, Cohen argues, masks the socially
embedded production of autonomy and the necessary role privacy plays in sustaining it. Like Warren
and Brandeis, Cohen resists theoretical paradigms that reduce the self as passively constructed
products of social forces. She insists on formal recognition of privacy (i.e., in law, policy) as
necessary, morally and politically, through structural protections of capacities to act as moral
agents—capable of judgment, self-direction, and emotional depth in environments structured to
erode them.

Reconnecting Warren and Brandeis’s principle of the inviolate personality with these diverse
normative traditions, we begin to see privacy not as a negotiable interest, but as a moral threshold.
Transcending informational models of privacy, a dignity-based privacy interest encompasses devel-
opmental, dispositional, and relational dimensions with individual-collective scope. Despite their
varied disciplinary orientations, these accounts converge on a common normative commitment:
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that dignity is a threshold condition necessary for just treatment, and that privacy constitutes the
structural and moral grounds on which that dignity stands. Privacy, then, is both instrumentally
valuable for social and political life and intrinsically valuable as a precondition of moral person-
hood and agency, securing the possibility of becoming a self, acting with moral judgment, and
participating in the world as a bearer of dignity.

7.3.2 Defining and Measuring Human Dignity

If privacy is part and parcel of human dignity, governance requires a mechanism to recognize when
privacy intrusions implicate that dignity. By what normative framework can we define, assess, and
secure privacy in sociotechnical systems to uphold it?

This is a question of justice. Justice concerns the organization of social life: how rights, liberties,
resources, and obligations are distributed, and what individuals owe one another—and to what each
is entitled—as members of a shared political community [629]. But recognizing the intrinsic value
of privacy introduces a second-order problem: how should law and policy translate this recognition
into institutional protections that are reliable and context-sensitive, and up to what thresholds are
they legitimate?

Reasoning about how to protect intrinsic values also confronts the problem of value conflict.
Isaiah Berlin’s theory of value pluralism contends that certain values—freedom, dignity, equality—
are both fundamental and incommensurable, such that conflicts between them cannot always be
resolved by appeal to a higher principle [630]. Even when privacy is acknowledged as a constitutive
moral or political good, it may appear to compete with other irreducible values. In such cases—as
in U.S. legal reasoning weighing privacy against freedom [588, 591, 631]—the resulting tensions
often result in trade-offs—what Berlin calls “tragic choices”: moral conflicts that demand political
adjudication, not philosophical resolution.

Dworkin rejects this conclusion. He argues that apparent conflicts often stem from conceptual
confusion, not from true incommensurability. Clarifying what each value demands—what it
protects, enables, constrains–can dissolve apparent conflicts and reestablish normative coherence
[632]. It is in this spirit that I turn to the Capabilities Approach: a normative framework that
defines dignity in concrete, measurable terms and provides a method for identifying when social
arrangements—including, for our purposes, data practices—fail to meet the basic requirements of
justice. The moral minimum standard of human dignity, I propose, provides the normative floor
missing from current AI and privacy governance.
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7.3.2.1 Capabilities Approach to Human Dignity

The Capabilities Approach (CA) offers a principled account of the conditions necessary for a life
of dignity. Developed by development economist Amartya Sen [633] and expanded into a full
theory of justice by philosopher Martha Nussbaum [15], it redefines the metrics of equality and
freedom by clarifying the conceptual articulation of these goods: not simply as the formal absence
of interference or fair distribution of resources, but as the real opportunity to achieve valued human
functionings. Rather than measuring justice through resources or formal opportunities, the CA
centers on what people are actually able to achieve, given the social, material, environmental,
and embodied constraints they may face, in recognition that the particularities of an individual’s
situation affect their capacity to convert opportunities into real freedoms. In doing so, it shifts
the focus of justice to the minimum standards required to ensure people can transform abstract
entitlements into lived experience, offering a method to both define and measure where these
conditions fail to meet the minimum requirements for securing the capacity to live, at minimum, a
life with dignity.

These concerns echo John Rawls’ difference principle: social arrangements must be structured
to benefit the least well-off to be considered just [629]. Until the 1990s, international development
policy largely operationalized this ideal through aggregate measures of economic output—most
notably Gross Domestic Product (GDP)—as proxies for justice-related metrics such as income
distribution, wellbeing, and social progress. Yet such measures routinely obscured inequities at the
individual level. In his 1979 lecture Equality of What?, Amartya Sen famously challenged Rawls
and the international development community to reconsider the metric of justice itself, pressing the
question of whether equality should be measured by income, resources, or something else [633].
This critique laid the groundwork for the Capabilities Approach, which Sen and Nussbaum would
eventually develop to argue that the most telling measure of a just society—whether disparities
arise on account of individual differences or entrenched structural constraints—lies in people’s
actual capabilities: their real opportunities to be and do what they have reason to value [634, 635,
15]. By extension, Rawls’ difference principle invites scrutiny into how power-imbalanced digital
infrastructures systematically favor certain groups while exacerbating vulnerabilities for others.
Whether through biased algorithms or exploitative data business models, Nussbaum’s CA supplies
both a normative theory and methodological lens to diagnose and respond to such conditions by
establishing human dignity as the relevant minimum standard of justice [15, 599, 636].

Unlike abstract or procedural accounts of dignity, Nussbaum’s model is grounded in the differ-
entiated conditions under which dignity is either enabled or denied. Emphasizing the “overlapping
ethical consensus” on human dignity across cultures, Nussbaum’s CA sets out to define what is
required to uphold human dignity for any person, in any setting [15]. Her theory proposes a set of
ten core capabilities required to live a dignified life—a life one has reason to value—that together
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constitute a minimum threshold of justice when secured [15]. A threshold standard for dignity
that holds across political, economic, and cultural variation, these constituent components include
minimum thresholds for developing internal capabilities such as emotion, practical reason, and
imagination, as well as exercising external capabilities such as affiliation and control over one’s
environment. Like Walzer, Nussbaum affirms the need for moral minimums that serve as the floor
for contextual moral elaboration. But where Walzer leaves such minimums underspecified, Nuss-
baum provides a robust philosophical foundation: a dignity-based account rooted in cross-cultural
dialogue and supported by a normative framework capable of identifying the conditions required
to realize human dignity in any society [636].

Nussbaum’s framework differs from Rawlsian justice in two crucial respects. First, it overcomes
the failures of justice metrics that over-emphasize the distribution of primary goods in masking
inequities in transforming these goods into the lived realities of their everyday lives [633] by
foregrounding human dignity as the central evaluative standard: each person must be treated as
an end in their own right, not merely a bearer of abstract rights lacking the means to realize
them. Advocating for a minimal justice standard to secure human dignity in the invariably complex
interactions between individual capacities and external social, environmental, cultural, and material
constraints, then, is a matter of ensuring that every person has the real freedom to live a life of
dignity. By insisting on the individual’s capacity for choice—to develop one’s own vision of the
good and act as an agent of one’s own life to pursue it, rather than exist merely as a passive recipient
of external social forces—Nussbaum’s CA articulates the constituent elements of dignity in a form
that meets the pluralist imperatives Mattson and Clark call for in an adequate model of human
dignity [603], resisting both moral relativism and moral imperialism.

Second, Nussbaum’s CA addresses the limitations of policy interventions that act only where
harm is measurable, observable, and cognizable—a standard that can perpetuate injustice in two
ways: by reducing what should be fundamental entitlements as merely instrumental, and failing
to recognize harms that are less tangible—familiar limitations in privacy jurisprudence, where
harms must be made legible and justified against competing interests to be recognized or remedied
at all, and let alone prevented [453, 406, 355, 453, 631]. Whereas Rawlsian justice calls for
policy intervention only after such harms are acknowledged and considered against other goods,
Nussbaum’s alternative theory of minimal justice identifies a failure of justice—and therefore, a
legitimate site for policy intervention—where any person cannot realize a life of dignity as defined
by the core capabilities, due to institutional failure to secure the necessary conditions for their
agency [599]. Derivatively, then, a society that secures minimally just conditions—wherein every
person securely holds the capacity to exercise and develop each of these capabilities, at least up to
their morally justified floors—can be considered minimally just.

Nussbaum’s specifies ten core capabilities as the necessary conditions for securing human
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dignity for each person, with each defined in terms of a minimum threshold. The core capabilities
are as follows [15]:

• “Life. Being able to live to the end of a human life of normal length; not dying prematurely,
or before one’s life is so reduced as to be not worth living.

• Bodily Health. Being able to have good health, including reproductive health; to be ade-
quately nourished; to have adequate shelter.

• Bodily Integrity. Being able to move freely from place to place; having one’s bodily
boundaries treated as sovereign, i.e. being able to be secure against assault, including sexual
assault, child sexual abuse, and domestic violence; having opportunities for sexual satisfaction
and for choice in matters of reproduction

• Senses, Imagination, and Thought. Being able to use the senses, to imagine, think, and
reason – and to do these things in a ‘truly human’ way, a way informed and cultivated by an
adequate education, including, but by no means limited to, literacy and basic mathematical
and scientific training. Being able to use imagination and thought in connection with
experiencing and producing self-expressive works and events of one’s own choice, religious,
literary, musical, and so forth. Being able to use one’s mind in ways protected by guarantees
of freedom of expression with respect to both political and artistic speech, and freedom of
religious exercise. Being able to search for the ultimate meaning of life in one’s own way.
Being able to have pleasurable experiences, and to avoid non-necessary pain.

• Emotions. Being able to have attachments to things and people outside ourselves; to love
those who love and care for us, to grieve at their absence; in general, to love, to grieve, to
experience longing, gratitude, and justified anger. Not having one’s emotional development
blighted by overwhelming fear and anxiety, or by traumatic events of abuse or neglect.
(Supporting this capability means supporting forms of human association that can be shown
to be crucial in their development.)

• Practical Reason. Being able to form a conception of the good and to engage in criti-
cal reflection about the planning of one’s life. (This entails protection for the liberty of
conscience.)

• Affiliation. A. Being able to live with and toward others, to recognize and show concern for
other human beings, to engage in various forms of social interaction; to be able to imagine
the situation of another and to have compassion for that situation; to have the capability
for both justice and friendship. (Protecting this capability means protecting institutions that
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constitute and nourish such forms of affiliation, and also protecting the freedom of assembly
and political speech.) B. Having the social bases of self-respect and non-humiliation; being
able to be treated as a dignified being whose worth is equal to that of others. This entails, at
a minimum, protections against discrimination on the basis of race, sex, sexual orientation,
religion, caste, ethnicity, or national origin. In work, being able to work as a human being,
exercising practical reason and entering into meaningful relationships of mutual recognition
with other workers.

• Other Species. Being able to live with concern for and in relation to animals, plants, and the
world of nature.

• Play. Being able to laugh, to play, to enjoy recreational activities.

• Control over One’s Environment. A. Political. Being able to participate effectively in
political choices that govern one’s life; having the right of political participation, protections
of free speech and association. B. Material. Being able to hold property (both land and
movable goods), not just formally but in terms of real opportunity; and having property rights
on an equal basis with others; having the right to seek employment on an equal basis with
others; having the freedom from unwarranted search and seizure.”

Crucially, each of the ten core capabilities is distinctive and irreducible—none can be justifiably
reduced below its minimum threshold, nor traded away at the expense of another, as each forms a
constitutive part of what makes for a worthwhile human life. By treating these capabilities as the
minimal conditions for justice, Nussbaum’s CA offers a normative floor beneath which no data flow,
institutional practice, or technological system should be permitted to fall—where they undermine
a person’s claim to live as a full human being.

Dignity is often invoked as the principled heart of privacy [604, 637]. Nussbaum’s framework
brings precision to the task of anchoring privacy’s intrinsic value in human dignity, providing a
normative criterion to evaluate whether data flows meet the minimal justice standard of dignity’s
inviolability in terms of concrete, lived deprivations. While Nussbaum does not specify privacy
as a core capability in itself, if we accept the arguments developed in Section 7.3 that privacy
is both a necessary facilitator and constitutive enabler of human dignity and moral personhood
[628, 569, 577]—then Nussbaum’s account of what is required for dignity offers the conceptual
clarity needed to defend privacy as an intrinsic value by its essential role in sustaining dignity
in everyday life. In the core capabilities, we more clearly see that privacy is indispensable to
their development and exercise. To have agency in the face of coercive external influences and
constraints, privacy is essential: to use practical reason to cultivate one’s own vision of the good
[563]; to experience, develop, and act upon one’s emotions and dispositional self in accordance
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with one’s values [576, 569]; to experience one’s senses, imagination, and thought with moderation
over how one’s inner life—thoughts, emotions, and sentiments [577, 623]—is known by others;
to maintain bodily integrity with autonomous decision-making about one’s life and bodily health
[638, 569]; to freely participate in political and material environments [563, 639, 39]; to maintain
meaningful affiliations with others on terms of dignity and mutual recognition [453, 578], and to
engage in play and personal pursuits [569]. In these ways, we see that privacy is both instrumentally
valuable and intrinsically essential for sustaining the very capabilities that constitute a life with
dignity.

Nussbaum’s CA supplies a threshold logic for human dignity: every person must have real
freedom to develop and exercise the ten core capabilities up to their minimal thresholds to live a life
with dignity in their everyday realities—and by extension, for the societies on which they depend
to be considered minimally just [15]. Privacy intrusions that erode the core capabilities below their
minimal thresholds are therefore dignity violations. Understood this way, privacy is not a good
to be weighed, but a structural precondition for realizing a life of dignity. Where its minimum
thresholds are eroded, privacy cannot justifiably be traded away. Instead, the data practice itself
must be restructured to meet the minimal justice standard of dignity’s inviolability.

Yet tracing how data flows impact dignity remains a challenge. As Nussbaum’s CA does not
explicitly identify privacy as a core capability, it supplies neither a vocabulary nor a method
for identifying when information practices cross the inviolable line of human dignity. Its utility
in evaluating data flows thus depends on articulating how privacy intrusions interfere with the
development and exercise of the core capabilities—and on identifying a method for tracing those
intrusions in the daily churn of data flows within socio-technical systems. We need, then, an analytic
lens that is already tuned to the structure and meaning of data flows in the reality of informational
practice.

7.3.2.2 Conserving Dignity in Contextual Integrity

Nissenbaum’s Contextual Integrity (CI) provides that lens: with analytic precision, CI describes and
prescribes privacy as contextually appropriate data flows. By mapping normative privacy judgments
onto five parameters—data subject, sender, recipient, information type, transmission principles—CI
translates diffuse social expectations into concrete evaluative criteria, and is unrivaled in diagnosing
when a particular flow is contextually inappropriate. But as established in Section 7.2.3, precisely
because CI’s authority rests on local normative logics, it cannot on its own condemn information
practices that are systematically degrading: cases in which the norm-setting process is distorted,
novel flows bypass public deliberation, or entrenched practices silently erode the standing of the
least empowered.

Absent a way to bridge failures to respect both human dignity and privacy, data practices those
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that erode individuals’ core capabilities—to reason, feel, and act such that one has the capacity to
live a life they have reason to value—may persist unchallenged and without recourse. And when
those affected are contextually positioned as least empowered to resist, whether through constrained
choice or structural exclusions—workers, patients, children—the normative grammar of privacy
collapses under the weight of power asymmetries, as appeals to local norms lose force. CA and CI
are therefore complementary: in Walzerian terms [14], CI secures the “thick” justice of each sphere
via contextually appropriate data flows, while CA supplies the “thin” universal moral minimum to
ensure against outright domination via human dignity.

Both value-pluralist frameworks offer a methodology for locating privacy and dignity in everyday
realities that is tractable to empirical support: CI grounds privacy in the grain of social practice
[12]; CA grounds dignity in the texture of human functioning [15]. To bridge the two theories into
an operationalizable framework, I propose three adaptations to CI:

1. Fix Dignity Threshold Transmission Principles. The transmission principle parameter in
CI (one of the five constituent components of a data norm defined by CI) modulates con-
straints on a data flow in a particular context, such as requirements for consent, expectations
of reciprocity, claims of desert or entitlement to the information, jurisdictional regulatory
demands, and so forth. If we adopt Nussbaum’s Capabilities Approach, which defines human
dignity in terms of “core capabilities,” as CI’s universal moral mininum, then ensuring that
no data flow undermines those capabilities below their minimal thresholds can function as a
fixed transmission principle in CI, constraining data flows that fail to secure the conditions
required to uphold human dignity.

2. Extending Appropriateness Determinations with the Moral Minimum Standard of Hu-
man Dignity. Incorporating Nussbaum’s dignity parameters into CI would effectively extend
CI’s layered normative standard of appropriateness by adding a foundational moral layer. CI’s
existing heuristic assess a data flow’s appropriateness across three instrumental layers: first,
by evaluating the interests of affected parties; second, by determining whether those impacts
are just relative to local moral and political values; and third, by assessing whether the data
flow upholds or undermines the context’s teleological purposes (i.e., its social ends) [13, 558].
Integrating the CA introduces a prior, dignity-based test: before CI’s heuristic is applied, a
data flow would be assessed for its foreseeable impact on the conditions necessary for every
person to live a life with dignity. This moral minimum serves as a universal threshold, below
which no data flow can be considered appropriate regardless of contextual consensus. Thus,
appropriateness would first be determined on the intrinsic grounds of safeguarding human
dignity, and only then on the instrumental grounds of conserving context-relative norms and
purposes. The dignity threshold ensures the “thin” universal moral minimum standard of
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human dignity is preserved, so that the “thick” local moral maximums can be meaningfully
sustained. Together, CI and CA offer a justificatory test that is both context-sensitive and
dignity non-negotiable: a data flow is appropriate only if it respects contextual informa-
tional norms (CI) and, more fundamentally, if its impact does not push any person beneath
capability minima.

3. The Role of Purpose. As Nissenbaum notes, inference-based systems lack the socially-
contingent meaning needed to normatively evaluate personal inferences, presenting a chal-
lenge for CI’s framework to evaluate such practices [558]. As detailed in 7.1, the CI-based
method I developed for evaluating emotional privacy judgments in Chapter 6 directly ad-
dresses this limitation in two ways. First, it interprets CI’s information type parameter as
the inference itself (e.g., inferred emotional state), assigning meaning to the information as
a machine-generated interpretation of the person’s emotions. Second, it incorporates the
data inputs (e.g., speech, text, video) and critically, the purpose for which the inference is
generated and used. Together, these additional variables specified the normative parameters
needed to establish the meaning of an inference and enable subjects to evaluate its appro-
priateness relative to context. A central insight from this work is the indispensable role of
purpose in shaping privacy judgments of emotion inferences. The purpose for which infor-
mation is inferred—why it is generated, and to what end—emerged as a key normative axis
alongside who receives the information and under what conditions. In novel inference-based
systems where established norms and meaning are absent, purpose serves as a substitute
to prior negotiated meaning, offering both descriptive precision and normative justification.
Accordingly, I propose extending CI to include purpose as a sixth constitutive parameter. In
addition to improving the framework’s empirical adequacy in accounting for novel or AI-
driven data practices, doing so also strengthens its normative grounding. Purpose operates
as a moral anchor, allowing evaluators to assess whether the aims of a data flow align with
both the teleological ends of the contexts and whether they respect the dignity of the indi-
vidual. Integrating purpose formally enables CI to meet the directive central to CA: to treat
every person as an end in themselves—no person’s dignity should be traded off in service of
another’s ends.

In sum, fusing Nussbaum’s CA with Nissenbaum’s CI yields three payoffs. First, it equips CI
to evaluate novel or illegitimate data practices that lack (or flout) established norms, addressing
known limitations CI faces in advanced socio-technical systems [12, 558]. Second, it anchors
contextual judgments to a non-waivable dignity floor, fulfilling Walzer’s insistence on a universal
moral minimum needed to preserve the integrity of social spheres [14]. Third, it restores privacy’s
moral standing as an intrinsic good essential to human dignity, offering a principled method to
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identify when data flows unjustifiably cross the threshold of dignity’s inviolability.

7.3.2.3 Capabilities-Augmented Contextual Integrity (CA–CI)

To clarify the complementary strengths of Contextual Integrity (CI) and the Capabilities Approach
(CA), Table 7.1 offers a comparative overview.

Dimension Contextual Integrity (CI) Capabilities Approach (CA)

Key Theoretical Focus Appropriate data flows governed by
context-relative norms and goals

Appropriateness emphasizes every per-
son’s real capacity to live a life with
dignity

Aim or Purpose Preserve context-specific informa-
tional norms that implicitly protect so-
cietal values.

Ensure individuals can exercise core
capability minima that together con-
stitute conditions necessary to develop
and pursue a life one has reason to value

Limitations and Gaps Does not specify which core values or
ends must be safeguarded; lacks exter-
nal evaluative standard.

Does not specify values of privacy, data
protection; needs bridging to data and
AI governance contexts.

Table 7.1 Comparative Overview of Contextual Integrity and the Capabilities Approach

The unification of CA and CI strengthens both frameworks by enabling normative evaluation
of data flows in terms of both contextual integrity and human dignity. The CA–CI model I
propose integrates CA’s dignity-based thresholds into CI’s contextual architecture, preserving CI’s
descriptive and interpretive strengths while adding a principled standard to identify when even a
contextually “appropriate” data flow may constitute a deeper moral violation.
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Figure 7.1: Capabilities–Contextual Integrity (CA–CI) Theoretical Framework. Integrates Fixed
Dignity Thresholds, Purpose Parameter

Operationally, as shown in Figure 7.1 CA–CI treats capability thresholds as a special class
of transmission principles. If a data flow can be reasonably expected—based on prior evidence,
design intention, or foreseeable outcome—to impact any of the ten core capabilities, it triggers a
risk assessment to evaluate its potential to erode an individual’s capabilities below threshold.
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By first asking Does this information flow respect the dignity of the individual?, CA-CI prompts
a bottom-up evaluation of a data flow’s impact to the core capabilities that comprise human dignity.
By inductively evaluating potential impacts to a person’s capacity to reason, relate, or act that may
be too subtle to manifest as measurable, observable, and cognizable harms, but nonetheless risk
compromising the foundations of human functioning, CA-CI’s framework enables the detection of
capability erosion pre-harm. Iteratively, this analysis may prompt changes to the socio-technical
design or data flow (e.g., modifications to the purpose parameter or the imposition of additional
transmission contraints) to facilitate mitigation planning.

7.4 Tracing the Dignity Line in Practice

Over the past decade, a broad consensus has emerged across academia, civil society, and industry
on the need for systematic governance of data and AI systems [640, 641, 148, 642]. Standards
bodies, regulatory authorities, and multistakeholder consortia have responded by developing a
range of frameworks intended to guide the design, deployment, and oversight of these systems.
Operationalizing these frameworks remains challenging, however. Their implementation hinges
on organizational interpretations of complex, underspecified concepts—what counts as consent,
personal data, a privacy violation—in practice, leading to significant variation and uncertainty.

In the absence of structured normative guidance, key privacy risks can go unrecognized, in-
cluding those involving sensitive inferences, surveillance practices, and repurposed de-identified
data [643, 644, 645]. These blind spots are compounded by privacy’s marginal role within most
organizations: typically treated as a compliance function, privacy is often siloed in advisory
or legal compliance roles removed from system design. This structural separation undermines
effective risk identification, weakens oversight, and narrows mitigation—leaving critical con-
textual and normative questions unexamined [646, 647] while obscuring deeper socio-technical
vulnerabilities—misaligned system defaults, unexamined modeling assumptions, and inadequate
sensitivity to context. [645].

The practical value of CA-CI is made even clearer in the following case studies, which underscore
that even under robust governance regimes or formal compliance protocols, data practices can
violate human dignity without triggering any legal or institutional response. As I show, applying
the Capabilities-Augmented Contextual Integrity (CA–CI) model to these cases can clarify and
evaluate privacy risks that elude both procedural compliance and classification-based governance.
Across the three cases reviewed, CA–CI identifies not only what is problematic, but where in the
data flow the violation occurs. Its practical utility lies in translating the abstract concept of dignity
into a concrete evaluative threshold, enabling precise intervention in data governance workflows
when integrated with contextual integrity’s privacy framework.
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7.4.1 Crisis Text Line: The Limits of Internal Governance

In the absence of comprehensive privacy legislation or legally binding AI governance mandates, the
U.S. approach to data and AI oversight rests largely upon voluntary or industry-driven frameworks.
These include the NIST AI Risk Management Framework (AI RMF 1.0) [648], the NIST Privacy
Framework [649], and ISO/IEC 23894 [650], which promote practices such as consequence mod-
eling, traceability, and lifecycle-based risk documentation. The foundation these frameworks offer
for managing systemic harms embeds an instrumental logic: privacy is treated as a parameter to be
balanced, optimized, or sacrificed in pursuit of gains like performance, innovation, or utility. While
such guidance may clarify that organizations must balance tradeoffs among competing values (e.g.,
see NIST AI RMF [648]), a major implementation challenge concerns how to do so: which values
to uphold and which to trade, ethically and responsibly.

The 2022 Crisis Text Line (CTL) case makes the consequences of this logic clear. CTL,
a nonprofit offering text-based mental health counseling, licensed millions of anonymized crisis
conversation transcripts to its for-profit spin-off, Loris.ai, to train commercial “empathy” algorithms
[651, 652]. While procedural protocols were followed—including data de-identification, internal
review, and contractual controls—the informational flows violated contextual norms rooted in
therapeutic trust and expectations of strict confidentiality. Disclosures made in moments of acute
emotional crisis are more than sensitive; they are sacrosanct [653]. Repurposing them for product
development constituted a profound betrayal, both of individual dignity and the moral infrastructure
underpinning crisis support. With trust in the ethic of care breached, help-seeking behavior can
reduce—leading to life-altering, even fatal, outcomes.

As a U.S.-based nonprofit, CTL operated outside many institutional accountability structures,
including the jurisdiction of the Federal Trade Commission (FTC), which serves as the de facto
privacy enforcement authority for commercial entities in the U.S. [654]. Although the Federal
Communications Commissioner Brendan Carr publicly urged the FTC to investigate, the agency
lacked authority over non-profits. As former FTC’s Consumer Protection Bureau Director Jessica
Rich explained, any regulatory scrutiny would depend on establishing that CTL’s commercial
relationship with Loris.ai constituted a deceptive practice that contradicted the non-profit’s stated
privacy assurances—a legal theory “there are a lot of questions about whether...the FTC could
pursue” [655].

CTL’s self-governed approach involved an instrumental calculus: the risk of harm was minimized
via de-identification, while the private value of the data was optimized through commercialization.
Yet the harm was not procedural failure—it was moral blindness. Governance mechanisms worked
as designed; what failed was their ability to register the intrinsic moral status of the data flow
itself. Public outrage quickly followed—not only in response to a lack of consent or transparency
(and their limits to arbitrate privacy claims in this context [656]), but because the very institution
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entrusted with care had commodified deeply personal crisis interactions into a transactional asset.
The violation was not incidental to governance, but stemmed from it as the organization’s own
product. Procedural safeguards were satisfied, but no mechanism existed to evaluate whether the
practice was normatively acceptable.

This case exposes two overlapping deficits. First, it illustrates how dignitary and contextual
harms may escape recognition even when governance procedures are followed. Second, it reveals
a deeper structural absence—the lack of an independent normative threshold to determine when a
data practice is categorically wrong.

Contextual Integrity (CI) would likely classify CTL’s data flows to Loris.ai as inappropriate,
subverting the very integrity of the crisis care context in which trust was extended. But CI ultimately
defers such judgments to domain-embedded actors [12], and in this case, their internal normative
logic failed. A board including privacy and tech ethics experts claimed that the very existence
of the context—its capacity to provide and scale its crisis services—depended on commercial
partnerships, and thus authorized the sale [651].

Here, CI’s core insight is affirmed: the public’s moral intuitions reflect a shared recognition
that the data flow violated the appropriate boundaries of the crisis care context. Yet this very
strength—deference to contextual norms—becomes a liability when those norms are shaped by
institutional self-interest. In the absence of external constraint and accountability to specify when
a practice is categorically inappropriate—failing to meet a moral minimum—even well-intentioned
institutions may rationalize serious harm. Tools like Privacy or Data Protection Impact Assessments
(PIA/DPIA) may surface procedural risks, but without clarity as to when those risks cross a moral
line, their assessment remains vulnerable to institutional incentives and interpretive drift.

All told, the Crisis Text Line case illustrates four overlapping governance failures:

• Contextual goal erosion: Repurposed and commodified crisis conversations subverted the
integrity of crisis support as a social domain.

• Instrumental logic: Privacy treated as an optimizable resource, not a dignity-based con-
straint.

• Failure of self-judgment: Reliance on local, self-determined moral judgments approved
inappropriate flows.

• No normative floor: No baseline mechanism to flag flows as categorically inappropriate.

What the CTL case ultimately reveals is not an isolated ethical lapse, but a structural vacuum
in normative governance. In the absence of a clearly defined normative floor, harms are not just
overlooked—they are produced.
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CA-CI’s Evaluation of the Crisis Text Line Case.
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Figure 7.2: Diagram of CA–CI Evaluation of Crisis Text Line

As shown in Figure 7.2, CA–CI identifies the violation not in the presence of identifiable data,
but in the recontextualization of crisis conversations as a corpus for commercial model develop-
ment. This data flow departs from its originating contextual purpose—emergency mental health
support—and breaches its core transmission principle of strict confidentiality. Neither consent
nor de-identification can redeem the appropriation of crisis disclosures for purposes fundamentally
misaligned with those of the original context.

CI’s normative heuristic recognizes the risks and benefits to all parties. For individuals in
crisis, the very space that promises refuge becomes a data minefield—turning candid, life-or-death
disclosures into commodities and undermining the conditions necessary for seeking support safely.
CTL, by contrast, argues that monetizing the corpus enables service expansion, thus benefiting
more individuals in crisis [656]. This tension is reflected in CI’s second and third normative layers:
the values at stake are contested, and the contextual ends themselves—crisis care and the strict
confidentiality that sustains it—are placed in jeopardy by the very flow justified in their name.

CI’s normally decisive third layer, which evaluates whether a data flow supports or erodes a
context’s teleological aim, remains inconclusive. On one hand, the breach of confidence undermines
the trust that makes crisis support possible; on the other, CTL frames monetization as necessary
to sustain the very context of crisis care. In effect, the internal teleology of the context fractures:
confidentiality and continuity appear as competing goods. (Notably, CTL continues to operate
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in the years since it ended the data-sharing relationship with Loris.AI—suggesting the claimed
existential risk to context was overstated.)

The CA, however, provides a more decisive judgment. It recognizes the crisis disclosure flow
as positively contributing to core capabilities. Providing immediate crisis care helps sustain the
capabilities of life and bodily health by cultivating practical reason and emotions capabilities to help
individuals navigate acute distress. Through compassionate interaction, individuals are encouraged
to engage their senses, imagination, and thought—for example, through grounding techniques or
distraction strategies to mitigate suicidality [657]. Such support also enhances affiliation, both by
strengthening social bonds in crisis care contexts and by affirming the individual as a being of equal
moral worth, entitled to dignity-preserving care.

In contrast, the crisis sharing flow threatens these same capabilities. If individuals no longer
trust CTL to keep their interactions in confidence, they may avoid the service altogether, placing
their bodily health and life at greater risk. The loss of affiliation with CTL diminishes the conditions
under which individuals can reason, emotion, and think through acute psychological pain. Because
this is a crisis context, individuals are already at or near the threshold for many core capabilities;
crisis support functions as a critical nudge, either above or below that line. Given both the high
likelihood and severity of negatively affecting these capabilities, the CA-CI model clearly identifies
the data flow as unjustifiable. Even if CTL’s internal reasoning appeals to net contextual benefit—
expanding access by scaling services—CA-CI’s rejects this justification. Its insistence that every
individual be treated with dignity demands that the impact on each person must, at minimum, not
reduce capabilities below threshold.

CA–CI reverses the normative logic: it asks not how to minimize harm while extracting value,
but whether a given data flow is minimally justifiable at all. By embedding context-sensitive
moral reasoning directly into governance workflows, CA-CI recognizes that repurposing crisis
conversations for commercial optimization recasts a care relationship into one of extraction—
violating both the thick contextual expectations of relational trust protected by CI and the thin
moral floor of dignity established by the Capabilities Approach.

In the mitigation phase, CA-CI prompts scrutiny of whether alternative socio-technical con-
figurations might achieve operational goals without violating contextual and moral boundaries.
Iterating on changes to the data flow would likely reveal that any breach of the crisis context’s strict
standard of confidentiality, when undertaken for commercial gain, is categorically inappropriate.
While modification to transmission principles are unlikely to render such a flow acceptable, en-
tirely novel data flows with materially different parameters (e.g., distinct actors or purposes) may
yield different outcomes. For instance, training models on synthetically generated conversation
data could offer a plausible alternative. Yet even such alternatives require ethical adjudication: if
synthetic data is derived from real disclosures, core capabilities may still be compromised—such
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as through perceived privacy intrusions, representational harms, or risks of re-identification [658].
Where the moral status of novel technical solutions to novel privacy problems has not yet been
socially negotiated, these alternatives can be considered justified only when credible evidence, such
as from patient-centered studies, demonstrates that capability minima are preserved.

The Crisis Text Line case is a cautionary one: even trusted institutions, when operating under
instrumental logics and absent normative thresholds, can enact profound dignity violations while
remaining in formal compliance and appealing to contextual ends. CA-CI does not replace local
judgment, but it holds it accountable to a shared expectation of human dignity, operationalized
through capability thresholds and contextual parameters. In doing so, CA–CI sustains the integrity
of contextual norms not by overriding them, but by anchoring them in a cross-contextual moral
minimum. As Walzer observed, contextual legitimacy requires not just internal coherence, but
fidelity to shared basic moral expectations. CA–CI enforces that normative floor, ensuring that
institutions cannot justify violations of dignity in the name of local purpose. It reorients privacy
governance from permissive tradeoff to principled constraint—a methodology for restoring the
very values that socio-technical systems, institutions, and data practices are ostensibly designed to
serve.

Table 7.2 Summary of CA-CI Evaluation of Crisis Text Line

Evaluation Contextual Integrity (CI) Capabilities Approach (CA) CA–CI
Descriptive
Analysis

Prima facie violations:
sender, recipient, and purpose
parameters change between
crisis disclosure and sharing.

Sale threatens life; bodily
health; emotions; senses,
imagination, and thought;
practical reason, affiliation.

Normative
Reasoning

Contextual ends undermined
by sale, yet opportunity cost
purportedly presents
existential risk.

Risks to capability minima.

Final
Judgment

Normative appropriateness
ambiguous

High likelihood of severe
dignity violation

Reject until
thresholds
met

7.4.2 Clearview AI: The Fragility of Rights Without Dignity

Mass surveillance systems are inherently privacy intrusive, recognized as denying rights to privacy,
data protection, and the right to anonymity in jurisdictions like the European Union—“gross
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violations of fundamental rights” [659].
Clearview AI is a paradigmatic example. A U.S.-based company that operated largely outside the

scope of federal privacy law, Clearview scraped billions of publicly available facial images from the
internet to create a massive biometric database. Clearview offers near-instant 1:1 identification to
law enforcement, intelligence agencies, and, until a legal settlement prohibiting its sale to most U.S.
businesses in 2022, to private entities [660, 661]. By linking public images to facial recognition
systems, it collapsed the distinction between public visibility and permanent traceability. The
company’s operating logic reveals a familiar pattern: data originally shared for one purpose (e.g.,
social media, journalism, personal websites) is extracted, aggregated, and repurposed in an entirely
different domain (e.g., criminal justice, border control, intelligence), creating downstream risks that
remain unassessed and ungoverned. While defenders point to public safety and national security
benefits, critics emphasize the systemic risk: when identity becomes a persistent exposure, everyday
presence becomes a vector for algorithmic tracking in the public domain.

Although criticisms of biometric facial recognition often focus on intersectional demographic
disparities in accuracy [662], evaluations such as the NIST Face Recognition Vendor Test report
that top-performing identification algorithms exhibit minimal demographic variation, with low
false positive and false negative rates across most groups [663, 664]. To mitigate misidentification
risks, vendors like Clearview generally require clients to agree to conduct human reviews before
taking action based on system outputs. Yet such procedural safeguards are not foolproof. In
one documented case involving a facial recognition database, a Black man was falsely arrested—
publicly, in front of his neighbors and children—after a white eyewitness mistakenly confirmed a
match from a facial recognition-generated list [665].

Clearview has remained protected by procedural ambiguity and jurisdictional limits, evading
compliance with enforcement actions under the GDPR such as fines and prohibition orders from
EU regulators [666]. As a non-EU entity, it was not meaningfully constrained by GDPR despite
its extraterritorial influence, nor was it subject to any U.S. federal privacy statute. No binding
requirement for algorithmic impact assessment applied, and no independent body was positioned
to evaluate the societal risks posed by Clearview’s system—not only impacting individual privacy,
but also collective impacts such as democratic participation, freedom of assembly, and the ability to
live without fear of retroactive identification. The EU AI Act’s Article 5 attempts to limit such risks
through targeted bans: on real-time remote biometric identification in public spaces, predictive
policing, and biometric categorization that infers sensitive attributes such as race or religion [667].
Yet these prohibitions include exemptions for serious crime investigations and carveouts for national
security, defense, and scientific research—shielding these domains from scrutiny without adequate
oversight [668].

Frameworks like the NIST AI Risk Management Framework (AI RMF) also fall short.
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Clearview’s multi-sector deployment exposes the AI RMF’s inability to adequately track cross-
domain use or account for harms which accumulate over time. Even key thresholds, such as when
physical, psychological, or reputational risks of harm count as “significant,” are vaguely defined
and internally specified, lacking enforceable standards [659, 644]. More concerning is the lack
of guidance on data integration and inference risks within enterprise AI governance. Surveil-
lance systems like Clearview exploit the fact that biometric data can be cross-linked with other
information—either inferred from the same data source (e.g., emotional signals) or aggregated from
disparate datasets (e.g., geolocation, behavioral metadata)—enabling re-identification and predic-
tive profiling. As Mosaic theory from U.S. constitutional law demonstrates, seemingly innocuous
data points can, when combined, yield highly sensitive inferences [669]. Empirical studies confirm
that location data, mobile use, and social media behavior can reliably predict sensitive attributes
like occupation, gender, and mental health status [670, 671, 672].

In the absence of substantive protections at the system-design level, regulatory compliance
becomes the default horizon for governance. These compounding risks are poorly addressed in
both the NIST AI RMF and the EU AI Act, which offer minimal guidance on data retention,
reuse, temporal aggregation, or long-term harms [644]. The EU AI Act further narrows inference
restrictions to a narrow set of “sensitive” categories (e.g., race, religion, political beliefs), excluding
others such as emotional state [673] that, as my empirical work in Parts II and III consistently show,
are just as susceptible to misuse and capable of eroding dignity. While the Act bans emotion
recognition in schools and workplaces, it remains permissible in other high-risk settings, including
migration screening and law enforcement, where the risks to dignity are no less severe.

All together, the Clearview case illustrates four overlapping governance gaps:

• Cross-contextual risk: Multi-sector systems complicate risk classification and threshold
determinations.

• Downstream risks: Lack of adequate oversight or safeguards for harms arising from sys-
tem use (e.g., human-in-the-loop) or data handling practices (e.g., sensitive inferences, re-
purposing, re-linking), especially as these risks compound over time.

• Enforcement evasion: Jurisdictional limitations and legal ambiguities render data protection
regimes difficult to operationalize or enforce across global contexts.

• Lack of basic normative thresholds: Vague classifications and risk thresholds in existing
frameworks offer no means to identify when emerging or cumulative harms cross an ethical
line.

What is needed is a framework that supplements procedural regimes with concrete normative
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thresholds: standards capable of identifying when a practice’s impacts fail to meet basic moral
expectations, regardless of jurisdiction or context.

CA-CI’s Evaluation of the Clearview AI Case.
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Figure 7.3: Diagram of CA–CI Evaluation of Clearview AI

CA–CI locates the primary violation in the cross-contextual aggregation of billions of facial
images scraped from social networks—flows that fracture the integrity of the original context of
social connection. Even when labeled as “public,” social media data remains governed by context-
relative expectations of privacy: user control, purpose-bound sharing, and trusted stewardship [674,
675, 676].

As illustrated in Figure 7.3, sharing personal images on social media—visual expressions of the
self—can be capability-enhancing, promoting the core human capability of affiliation. When we
share images of ourselves and view those of others, we engage in a reciprocal act of recognition:
seeing and being seen. This mutual visibility connects us, sustaining the moral and political role of
compassion in public life—what Nussbaum identifies as a necessary condition for human bonding
and social cohesion [98].

To be clear, there are many ways this affiliative flow can be exploited. Platforms can exploit
our need for connection to induce envy and self-hate, particularly among youth, with deleterious
effects on self-concept [677]. These cognitive design harms are well-documented, but addressing
them lies beyond the scope of the point: what matters here is that the capacity for affiliation is
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genuinely promoted by this particular kind of data flow. Indeed, it is precisely this affordance—the
ability to foster social connection [678]—that gives social media its teleological justification as a
communicative space.

Clearview’s extraction and repurposing of these images into a surveillance database for law
enforcement repudiates social media’s affiliation-enhancing value to society. Content posted for
bounded audiences becomes an irrevocable vector for reverse identification across unknown—and
potentially adversarial—domains. Claimed public-safety benefits intensify “privacy resignation,”
corroding the social media norms built on trust [47]; as users begin to anticipate surveillance, they
may withdraw from social life online altogether [679].

From a CI standpoint, the telos of social connection is displaced by the logic of biometric risk.
With context collapse, social withdrawal, and other chilling effects all reasonably anticipated, CI
would consider the flow normatively inappropriate. Yet CI’s teleological reasoning alone has
limited traction once actors invoke the countervailing goals of security and safety. Such appeals
routinely override privacy norms, especially in AI-enabled surveillance contexts [680].

Here, appeals to either contextual telos (CI) or capability-enhancements (CA) alone lack both
intuitive recognition and enforceable bite. But when modeled together, we gain a principled means
to see that the tradeoff between the affiliation capabilities nurtured by social media and the harms
introduced by downstream surveillance is normatively unacceptable, supplied the Capabilities
Approach’s external evaluative standard.

What explains public contestation and withdrawal in response to these particular data flows?
Reverse 1:1 identification turns the public sphere into a zone of ambient traceability, hostile to
democratic participation and corrosive to freedom of movement, conscience, and expression—
the very same values that systems of surveillance and identification are claimed to uphold [681,
682]. But these abstractions—freedom, participation—are not intuitively grasped in the course of
everyday life, and so it is difficult to reach them deductively. We must begin with what happens to
the human actually affected by these data flows in context by reframing the evaluative question: do
the foreseeable effects of this practice degrade any person’s ability to live a life they have reason to
value? Applying CA–CI regrounds these abstractions in precisely why they matter—not bo positing
them from above, but arriving at them inductively. Beginning from core human capabilities as the
evaluative baseline compels us to ask, with compassion: what happens to those capabilities when
persistent identifiability becomes ambient? How might each be strained, constrained, or silently
eroded? Re-centering the human—any human, not just ourselves—asks us to confront what it takes
to live a truly human life. Dignity violations become visible not through worst-case speculation,
but through ordinary extrapolation. We do not need to enumerate every possible harm. We only
need to begin walking the path. Very quickly, the stakes come into focus.

Say we start the evaluation at bodily integrity. Nussbaum defines the minima for this capability
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as being “able to move freely from place to place; to be secure against violent assault, including
sexual assault and domestic violence; having opportunities for sexual satisfaction and for choice
in matters of reproduction” [15]. We might see this and think: well, the ability to move freely is
only affected for criminals with something to hide [355]. That doesn’t apply to me. But a violent
criminal at large does, threatening my safety and the public’s security. Clearview promises to find
those individuals and get them off the street. Tradeoff accepted.

But the point of CA–CI is not to confirm the conclusions we already want to draw. The point
is to evaluate whether the data flow is justified—and that requires a comprehensive accounting of
whether it comes at the cost of human dignity. So we go further. How might this capability—bodily
integrity—be compromised not just in theory, but for any person, in context?

It doesn’t take much. We only need to situate the data flow within the particularities of
our social world to begin to see the consequences. Consider individuals living in post-Dobbs
states. Take Florida, for instance, which has banned abortion after six weeks, except in limited
circumstances: a threat to the mother’s health, rape, or incest [683]. These exceptions are difficult
to prove procedurally, and often come with personal risks that deter victims from pursuing them.
Now imagine a woman—let’s call her Sally—a 20-year-old living in Miami. She discovers she
is pregnant after being raped by her spouse. She has another child at home who depends on
her and the spouse, and she is attending college to gain financial independence and leave the
abusive relationship. Another child would make that future impossible. After careful reflection,
she decides that seeking an abortion is the only way to protect herself and her child. But she
lives in a jurisdiction where abortion is criminalized—and where the Miami PD routinely deploys
Clearview AI for every crime [684]. In Sally’s case, persistent identifiability becomes a direct
threat. She risks being exposed, detained, or punished if she seeks care—and risks her and her
child’s safety and wellbeing if she does not. She is caught in a catch-22. Starting from the capability
of bodily integrity, a cascade of other risks quickly becomes visible. Sally’s life and bodily health
are endangered as she is pushed toward unsafe or unregulated alternatives to care—consequences
whose global toll has been extensively documented [685]. And in her specific context, these
outcomes are not hypothetical. They are foreseeable, and their magnitude is self-evident.

Suppose, however, that an evaluator does not register these links. That’s okay, because CA–CI
is designed to assess harms to any person, not just the most obvious or visible ones. Perhaps the
evaluator instead considers another clause within bodily integrity: freedom from domestic violence.
They may then identify risks associated with privileged access to facial recognition databases by
law enforcement. For instance, in Evansville, an officer exploited Clearview access for personal
purposes, bypassing audit trails and governance protocols with ease—even under formal controls
like case number requirements [686]. This risk is amplified by the well-documented prevalence of
domestic violence among law enforcement personnel, with one pooled estimate placing the rate at
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approximately 20% [687].
And even if that connection is missed, CA’s robust specification of dignity-relevant capabilities

allows the evaluator to begin elsewhere. Perhaps they begin with the observation that mass
surveillance produces chilling effects on democratic life. CA–CI invites them to trace what that
means, concretely. A person exploring a new spiritual tradition may wish to visit a mosque,
church, synagogue, or temple—but hesitate, knowing their identity might be captured and linked to
religious affiliation. This erodes their senses, imagination, and thought—and with it, the freedom
of belief and spiritual exploration that capability entails.

Or perhaps they begin from concerns about control over one’s environment or affiliation, noting
that persistent traceability deters political participation. One may decline to attend a protest, join
a local activist group, or even show up at a neighborhood meeting if doing so risks irrevocably
linking their identity to a cause. The cost of visibility becomes too high.

As we see, it does not matter where the evaluator begins. Start with any core capability, and we
need not go far to observe how it may be threatened by the data flow—and that in the particular
situations of some people, can reduce them below threshold. In each case, CA–CI brings us
closer to protecting human dignity—not by assuming it, but by requiring us to ask how it might be
preserved, and whether the risk can be meaningfully mitigated by enforceable constraints.

In the bodily-integrity scenarios surfaced above, we see that existing constraints are grossly inad-
equate. Miami PD’s blanket policy—deploying Clearview for every offense, from violent felonies
to minor infractions [684]—makes “criminal investigation” so capacious that Sally’s abortion-
related movements fall squarely within scope. A generic purpose limitation to “law-enforcement
use” therefore leaves her dignity wholly exposed. CA–CI shows that the deployer must articulate
far narrower, capability-respecting criteria—for example, vendor-managed access limited to inves-
tigations of imminent violent threats or missing-persons emergencies—so that public-safety aims
can be pursued without sacrificing foundational capabilities.

Privileged-access abuse compounds the problem. As the Evansville example illustrates, basic
controls (case numbers, audit logs) can be sidestepped, particularly by officers with a propensity
for domestic violence [686]. CA–CI therefore points to layered safeguards: independent civilian
oversight, short retention windows, automated anomaly detection, and mandatory external review
of flagged incidents—protections that address both system misuse and the power asymmetries that
enable it.

Because a severe threat to any person’s core capability is foreseeable under current practices,
CA–CI does more than recommend “better controls.” It places a heavy justificatory burden on the
agency: demonstrate before deployment—that no capability will be driven below threshold, and do
so through an evaluative process transparent enough for public scrutiny. Only then can any use of
such technology claim moral legitimacy.
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While these safeguards address dignity erosion, CA–CI also obliges us to defend the originating
context’s telos. Social media’s purpose—and its moral warrant—lies in maximizing affiliation: the
everyday ties that keep us connected to the world and each other. When surveillance fears drive such
users offline, they lose not only community but the emotional self-expression and reciprocal care
those ties cultivate. CA–CI surfaces these harms and demands remediation commensurate with
their gravity. A platform that merely issues cease-and-desist letters to Clearview falls short [668].
Meaningful redress would include coordinated deletion of scraped images, purging of downstream
law-enforcement copies, and renewed technical and contractual barriers against future capture—all
in service of restoring the affiliation-enhancing flow that justifies the platform’s existence in the
first place.

Ultimately, CA–CI confines normative permissibility to data practices that simultaneously up-
hold contextual integrity and preserve capability minima. In Clearview’s case, both criteria fail:
contextual misalignment and dignity erosion coincide, and generic appeals to safety or security
cannot override these baseline entitlements. CA–CI is not a standalone risk methodology—
complementary tools such as LINDDUN remain essential for uncovering less obvious attack
surfaces and proposing technical mitigations (e.g., redesigning flows or tightening granular access
controls to curb linkability) [688, 689]. But CA–CI supplies the indispensable normative back-
stop. Even if a practice threads the needle of sector-specific regulations—say, the EU AI Act’s
Article 5 exemptions for law-enforcement use [690]—the CA–CI test still applies: every person
affected must retain the core capabilities required for a life of dignity, and the flow must remain
contextually appropriate. Only then can it claim legitimacy in a rights-respecting digital order. In
short, CA–CI guards against overreach by ensuring that genuine safety and security are pursued
without sacrificing the very human ends—contextual and dignitary—that justify governance in the
first place.
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Table 7.3 Summary of CA-CI Evaluation of Clearview AI

Evaluation Contextual Integrity (CI) Capabilities Approach (CA) CA–CI
Descriptive
Analysis

Prima facie violations:
sender, recipient, purpose,
and context parameters shift
as images leave social media
for reverse 1:1 identification
database for law enforcement
use.

Clearview scraping degrades
affiliation, persistent
traceability threatens bodily
integrity, bodily health, and
life; downstream risks
implicate practical reason,
control over environment, and
emotions.

Normative
Reasoning

Contextual ends in both
source and destination
frustrated; flow deemed
inappropriate but lacks hard
stop once safety and security
claims invoked.

Risks to capability minima.

Final
Judgment

CI violation (normative
inappropriateness)

High likelihood of severe
dignity violation

Reject until
thresholds
met

7.4.3 Replika: When Harm Metrics Neglect Contextual Vulnerability

Classification frameworks miss the underlying informational logic through which technology-
enabled harms materialize: flows that violate the contextual norms of information transmission,
or that silently erode an individual’s dignity by constraining their ability to reason, feel, relate, or
act. These harms remain illegible unless one treats the appropriateness of the flow—not just its
presence, scale, or sensitivity—as central.

Red teaming, an adversarial testing strategy adapted from cybersecurity, and harm taxonomies
have become central tools in responsible AI development, serving as a de facto digital safety
infrastructure. Their scope spans manual scenario probing, prompt injection, and fully automated
adversarial testing pipelines, often embedded into governance toolkits such as the NIST AI RMF
[691, 692, 693, 694, 695]. Yet their underlying logic shares the same limitations as procedural
and regulatory approaches: they rely on predefined categories and deductive reasoning to identify
harm. Risks must be discretely named, taxonomically encoded, and benchmarked in advance to be
recognizable. But many of the most consequential harms in AI systems—especially those affecting
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privacy, agency, and human dignity—emerge gradually, relationally, and contextually [696, 148,
697]. They resist static enumeration, emerging not from the presence of specific outputs, but from
the subtle repurposing, recontextualization, or appropriation of information in ways that violate
social and moral expectations.

Even the most sophisticated red-team pipelines remain brittle and resource-intensive, with
findings that expire as models, use cases, or user contexts evolve [698, 699]. Large-scale harm
benchmarking projects like HarmBench [695] make this problem visible: privacy appears only as
a narrow sub-category (e.g., “privacy violation and data exploitation”), while harms arising from
the inappropriate flow of information (e.g., manipulation and other forms of dignity and agency
erosion) are recognized only if designers explicitly pre-encode them. Cross-comparisons of harm
taxonomies from leading organizations including OECD, Microsoft, CSET, and the Turing Institute
reveal wide inconsistencies in harm scope, weighting, and definition [700]. Attempts to synthesize
these into unified benchmarks (e.g., [701, 700]) have improved coverage, but still treat privacy as a
single enumerated harm among many—without resolving how to evaluate layered, ambiguous, or
evolving harms in morally meaningful ways.

The core weakness is ontological. Harm taxonomies presume that risks can be deduced in
advance, listed in static catalogs, and checked mechanically against system outputs. Under this
logic, a system is considered risky only if it maps cleanly onto a predefined harm category—“privacy
violation,” “manipulation,” “misinformation,” and so on. The result is a governance model in which
emotionally manipulative systems, discriminatory inference pipelines, or agency-narrowing user
experiences can remain procedurally compliant so long as no discrete box is checked [702, 703,
704].

The case of Replika, an AI companion app trained to provide emotionally responsive conver-
sation, makes these limitations stark. Framed as a tool for emotional support and companionship,
Replika has been adopted by millions of users worldwide, many of whom report forming mean-
ingful, even intimate, bonds with their AI counterparts. Yet embedded in this design are profound
informational and relational risks: as Zhang et al.’s study shows, users often share highly personal
disclosures in the context of perceived confidentiality, emotional safety, and empathic mirroring
[705]. In practice, Replika’s generative responses have included unsolicited sexual content, valida-
tion of self-harm ideation, and reinforcement of emotionally dependent attachment dynamics—even
in cases involving minors.

These harms do not result from explicit privacy violations or data breaches. Rather, they
emerge from the repurposing and mirroring of personal disclosures under conditions of perceived
intimacy—a collapse of contextual boundaries between therapeutic care, commercial engagement,
and emotionally manipulative feedback loops. From a compliance perspective, no single harm
category is triggered: user data is not reidentified, disclosures are technically voluntary, and
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outputs are personalized rather than defamatory or inaccurate. But the informational flow violates
deeper norms of appropriateness, consent, and relational trust.

Replika’s interface design actively encourages dependency, sustaining engagement through
emotional reciprocity and constant availability. When its model behavior changes—for instance,
following content moderation restrictions in Italy that removed erotic functionality [706]—users
reported emotional distress, abandonment, and grief. These outcomes reveal harms that exceed
red-team foresight: the erosion of emotional self-determination, the loss of interpretive control
over one’s disclosures, and the quiet substitution of relational vulnerability for product loyalty.

While some Replika outputs may align with familiar harm categories (e.g., misinformation,
harassment), many do not map cleanly onto existing red-team benchmarks or taxonomic labels.
Zhang et al. show how seemingly novel and unclassified harms (e.g., relational transgression,
verbal abuse, or encouragement of self-harm and suicide) emerge from interactions that violate
implicit role norms and emotional expectations [705]—inappropriate data flows which cannot
corrode dignity, trust, and agency. The Replika case thus surfaces a broader class of harms illegible
to classification-based frameworks—not because they are rare, but because they emerge inductively
from the unfolding context of interaction, and the erosion of human capabilities.

This case remains largely invisible under prevailing frameworks:

• Relational Boundary Collapse: Disclosures mirrored and commodified across blurred
therapeutic, romantic, and social cues.

• Interpretive displacement: System feedback loops override user meaning-making and
emotional autonomy.

• Manipulative optimization: Affective influence amplified by engagement incentives and
reward modeling.

• Taxonomic blind spots: Harms like dependency, relational transgression, and suicide en-
couragement evade red-team and benchmark detection unless pre-categorized.
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CA-CI’s Evaluation of the Replika Case.
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Figure 7.4: Diagram of CA–CI Evaluation of Replika

As Figure 7.4 shows, CA–CI locates the violation not in any single input or output, but in the
informational and relational dynamics embedded in the interaction layer. Replika invites emotion-
ally vulnerable disclosures under a perceived telos of companionship—and then processes those
disclosures through a reinforcement learning loop optimized for sustained engagement. The harm
arises not from the presence of emotional influence per se, but from a misalignment between the
user’s perceived moral frame—therapist, partner, confidant—and the system’s underlying commer-
cial logic [707]. The same conversational flow that appears to nurture care is silently repurposed
to serve retention metrics.

On the left side of the diagram, we see the originating context: an interaction between Replika
and its user governed by companionship expectations—reciprocity, care, psychological safety.
Within this frame, the information flow can be capability-enhancing: nurturing emotions and
practical reason through expressive relief and self-understanding; fostering affiliation through
felt companionship; and enriching senses, imagination, and thought by delivering contextually
relevant, curiosity nurturing responses grounded in accessible knowledge—precisely the kind of
“truly human” engagements which underping a flourishing life [1, 599]. These benefits help explain
why many users report positive experiences with chatbots [708], and why such systems have real
potential to support users already near or below threshold in mental-health related capabilities such
as practical reason, emotions, and affiliation [709].
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But the right side of the diagram reveals a shift in telos. When the same disclosures are
reprocessed through an engagement-optimization loop—encouraging affective reciprocity under
a perceived cloak of confidentiality and psychological safety—reinforcement learning tuned for
platform metrics can entrench AI dependencies. These dependencies can displace human relation-
ships, diminish creative or reflective pursuits, and reduce desire for activities that cultivate senses,
imagination, and thought, play, and connection with other species. In extreme cases, emotional
manipulation may validate suicidal ideation or foster psychological enmeshment [705], triggering
degradation of bodily health, bodily integrity, and life itself.

At this juncture CI’s guidance falters: it derives its normative force from well-settled social
meanings and reciprocal expectations, yet AI–human companionship is an emerging domain with-
out entrenched norms or a shared telos. Regulators, acting without an interpretive tradition to draw
on, may impose external moral judgments that overlook what the interaction actually means to its
participants. In short, CI lacks a stable reference class here, leaving appropriateness indeterminate
unless an external minimum standard steps in.

CA-CI supplies that standard by tying any novel context to dignity thresholds. When transformer-
based models optimize a single scalar of “human preference” inside a product architecture built for
retention, they jeopardize two things at once: the fair, open unfolding of contextual telos and the
dignity of the users whose vulnerabilities fuel that optimization. Mitigation strategies that respond
to only one dimension may generate new harms. Consider the Italian data-protection authority’s
regulatory intervention, which mandated swift removal of erotic functionality in response to con-
cerns about sexual content and emotional manipulation [706]. But what explains the grief users
reported in response?

CA-CI allows us to see what was lost. Bodily integrity was eroded when opportunities for sexual
satisfaction were unilaterally withdrawn; senses, imagination, and thought were disrupted by the
imposition of non-beneficial pain and the sudden removal of interactions that fulfilled emotional
and relational needs; affiliation was severed without warning; and emotions were undermined when
the relational structure shifted so abruptly that users were denied their ability to love and to long
for what had been taken. The regulatory response failed not only to preserve dignity—it refused to
recognize the legitimacy of the attachment, and with it, the dignity of their grief.

Foundation models infer and simulate emotion in ways we scarcely understand [710]. When
a transformer is fine-tuned on a single scalar reward—especially one inferred from latent affect
features and yoked to retention—the multideimensional structure of human preference collapses into
a single engagement axis. That flattening blurs the line between responsiveness and manipulation:
delight, distress, and dependency all fuel the same gradient. Detached from shared purpose,
affective mirroring risks reinforcing emotional dependency rather than supporting expressive relief
or deliberative agency. Even well-intentioned responses, if optimized for time-on-platform, drift
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toward subtle coercion, value misalignment, and the steady erosion of core capabilities.
Recent alignment research underscores the point that richer preference signals are technically

feasible: multi-objective schemes such as Directional Preference Alignment encode diverse user
goals as vectors in reward space [711]; preference-embedding models capture intransitive or cyclic
utilities [712]; generative judges replace opaque scalars with natural-language rationales [713].
While each show that the current scalar regime is avoidable, each leaves open the questions of what
values should bound optimization—one that dignity thresholds can fill.

A capability-respecting redesign could combine dynamic role inference with explicit signaling
and live consent checkpoints, continuously inferring its active role (e.g., mental health coach,
romantic companion, platonic confidant) from conversational cues, announce that role to the user,
and refresh consent whenever a switch is detected or requested. Emotion signals—including
latent affect features—may persist within the bounds of user-sanctioned roles, where their retention
directly supports core capabilities—informing empathetic responses or safety escalation within
the context, but not propagate into cross-role embeddings, monetization pipelines, or unrelated
personalization. Each role could be paired with curated therapeutic, de-escalation, or intimacy
scripts that constrain content to context-appropriate aims. If user disclosures exceed safe bounds
(e.g., suicidal ideation, unconsented erotic turn), the system could interrupt, clarify its role, and hand
off to human care or re-negotiate consent under dignity thresholds. Boundary-aware reinforcement
learning could treat capability degradation signals (e.g., social withdrawal, erotic transference, or
suicidal ideation) as negative rewards and trigger real-time intervention—interrupt, redirect, or
escalate to human care. External oversight for model updates could incorporate safety audits tied
to capability metrics, generating scenarios to stress-test capability degradation under real-world
conversational drift.

While AI-human interactions like Replika occupy a novel normative space, this novelty does
not leave us aimlessly adrift. The absence of settled norms does not imply the absence of basic
normative expectations. Right now, these systems are shaping capacities for emotional development,
attachment, agency—gains and losses with real consequence. CA-CI does not wait for the dust
to settle, providing an immediate compass to guide developers, designers, and regulators in the
absence of precedent: as norms evolve and set, human dignity remains as the minimum moral
standard.

Empathetic, personalized human-AI interactions are both inherently promising and dangerous.
This duality cuts to the heart of vulnerability—a defining feature of the human condition, and a
precondition for the ethical life. To be human is to depend on others: for care, for the cultivation
of our capacities, and for the social trust that enables dignity and cooperation [714, 1, 98]. As
Nussbaum has said,

“To be a good human being is to have a kind of openness to the world, an ability to
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trust uncertain things beyond your own control, that can lead you to be shattered in
very extreme circumstances for which you were not to blame. That says something
very important about the condition of the ethical life: that it is based on a trust in the
uncertain and on a willingness to be exposed; it’s based on being more like a plant than
like a jewel, some thing rather fragile, but whose very particular beauty is inseparable
from that fragility.” [714].

CA–CI responds to this fragility not with overcorrection or denial, but with dignity-based
constraint. Machine recognition of vulnerability is not the problem—it is the premise. The
ethical question is whether systems that respond to our fragility do so in ways that sustain the
dignity required for human flourishing. Trust, openness, and interdependence are not values to be
optimized, extracted, or predicted; they are conditions to be protected. CA-CI provides a forward-
looking architecture for this task, treating vulnerability not as a variable to exploit, but as a moral
signal. By embedding dignity thresholds and capability safeguards into system design, CA-CI
enables both protective and generative AI that can support emotional life, without subordinating
it to engagement optimization regimes. In doing so, it shifts governance beyond reactive harm
classification and toward proactive capability stewardship: a model for AI that is not only safe, but
just.

Table 7.4 Summary of CA-CI Evaluation of Replika

Evaluation Contextual Integrity (CI) Capabilities Approach (CA) CA–CI
Descriptive
Analysis

Prima facie violations:
purpose

Human-AI interaction
capable of supporting
affiliation, practical reason,
emotions, and senses,
imagination, and thought, yet
engagement optimization can
degrade all core capabilities

Normative
Reasoning

Unsettled, novel context and
flows lack negotiated value
and meaning .

Risks to capability minima.

Final
Judgment

Indeterminate High likelihood of severe
dignity violation

Reject until
thresholds
met
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7.5 Discussion

Taken together, these cases illuminate a central problem in contemporary privacy governance:
frameworks built around compliance, classification, or even contextual fit can miss when informa-
tional practices corrode the core conditions of human personhood. In each case the flows remained
procedurally permissible, yet morally indefensible.

CA-CI does not replace procedural or checklist-based heuristics—it supplements them, filling
normative blindspots by asking both whether a flow adheres to contextual norms and goals and
whether it preserves the capabilities necessary for individuals to reason, feel, relate, and act with
dignity. This shifts governance from conceptual abstractions and narrow procedures to the lived
consequences of information use. Where contextual expectations falter, dignity thresholds bind.
And where systems cross those lines, they trigger a non-negotiable imperative to intervene—through
with flow redesign, parameter shifts, or additional safeguards—to realign practice with privacy’s
foundational purpose: securing the preconditions of dignity. So operationalized, privacy reclaims
its moral ground, ensuring that every “inviolate personality” is not merely capable of being let
alone, but met—as a whole being worthy of respect, protection, and recognition.

By treating core capabilities as concrete thresholds for human dignity, CA-CI provides ac-
tionable normative governance guidance for a range of evaluators—researchers, policymakers,
organizations, developers. It enables context-sensitive evaluations of whether data flows respect
privacy, agency, and dignity as the conditions for human flourishing: emotional and moral integrity,
interpretive agency, and relational wellbeing. In doing so, CA-CI reframes safe and responsible
AI as not merely a matter of minimizing harm, but of ensuring that technological integration into
social life remains both minimally justifiable and meaningfully valuable to those affected.

The CA-CI model offers several key advantages as a supplement to normative privacy evalua-
tions:

1. Purpose as a Normative Pivot. CA-CI centers its evaluation on the data flow’s purpose,
modeled as a sixth contextual parameter. While CI traditionally treats purpose as a qualifying
transmission principle, its role in assigning meaning to novel or destabilized flows (e.g., in
inference-based systems or human-AI interactions) supports its re-classification as a core
parameter. As shown in the empirical findings from Chapter 6 and further discussed in
Section 7.3.2.2, people evaluate the appropriateness of data flows not only through CI’s
original five parameters but also in relation to why the data is inferred and used. As opaque
and generative AI systems increasingly produce data flows that lack stable, negotiated, and
shared social meanings, purpose becomes normatively central: it anchors judgments of
appropriateness when contextual expectations are weak or evolving. Modeling purpose adds
both descriptive clarity and normative precision by tracing the moral trajectory of a data flow
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back to the context’s telos—its governing social end.

2. Forward-Guiding. Beyond diagnosing harm, CA-CI prescribes a shift toward just socio-
technical futures. By asking whether a data flow’s configuration predictably impacts the
conditions for dignity—not merely whether it satisfies declared intent or legal form—it
identifies not only unjust data practices to be rejected or redesigned, but also when data flows
are just—supportive of human flourishing by reinforcing both contextual ends and human
dignity.

Through its threshold structure, CA-CI supports normative evaluation that is aspirational
as well as protective. Drawing on Kleine’s and Robeyns’ applications of the Capabilities
Approach in ICT4D, it treats the core capabilities not only as moral minima but as a guid-
ing framework for designing technologies that meaningfully expand the human condition,
enhancing both human agency [715] and social well-being [716]. Consider, for instance,
an individual living with unresolved emotional trauma but no access to adequate mental
healthcare. A data system designed to support emotional awareness may aid recovery—but
only if it strengthens their emotional agency rather than exploits their vulnerability. CA-CI
would insist that each of the technology’s data flows are designed to treat the individual as an
end in themselves, ensuring its flows support capabilities like emotions, affiliation, and prac-
tical reason without adversely impacting any person’s core capabilities. By foregrounding
capability expansion as an evaluative aim, CA-CI offers a pluralist model of minimal justice
that is responsive to diverse social imaginaries.

3. Values Pluralist. Importantly, CA-CI does not displace local norms or override contextual
standards—it strengthens them by anchoring them in shared moral minima. As Walzer
argued, the legitimacy of local moral orders depends not only on their coherence but on their
accountability to a shared sense of justice [14]: without a common moral floor, contextual
integrity can collapse into moral parochialism, and no one—including insiders—can be held
accountable to the values they claim to uphold. It is precisely this kind of failure that the
Crisis Text Line case in Section 7.4.1 illustrates. There, the institutional norms of a trusted
care organization were internally justified, procedurally approved, and contextually framed
as benevolent—providing commercial revenue to support the continuity of the organization
and its capacity to scale crisis services [652]. Yet they failed to meet even minimal standards
of moral respect—betraying the confidence of individuals in crisis and subordinating their
dignity to commercial optimization.

CA-CI offers a mechanism for restoring accountability: affirming the integrity of contex-
tual norms and ends while ensuring they do not fall below the threshold conditions for
dignity—making legible when a data flow is categorically wrong. When implemented
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through socio-technical systems (e.g., in data and AI governance platforms such as data
lineage tools), CA-CI equips institutions to reason about appropriateness with both internal
fidelity and external legitimacy. As such, CA-CI provides a normative foundation for em-
bedding contextual- and dignity-based reasoning across socio-technical domains, including
Information and Communication Technologies for Development (ICT4D) [715], information
rights [717], design [718], best interests standards [719], and cybersecurity [720].

While CA–CI offers a powerful normative foundation, practical implementation remains an
open challenge. Its greatest potential lies not in wholesale replacement of existing governance
frameworks, but in supplying an evaluative overlay for risk assessment, stress testing, and design
review. For example, when layered atop data lineage tools or model auditing workflows, CA–CI can
serve as an ex-ante heuristic: prompting questions not only about procedural legality or accuracy,
but about whether a system’s purpose, design, or deployment risks degrading core capabilities. By
translating philosophical thresholds into design-sensitive prompts, CA–CI can help organizations
proactively identify dignity-threats within specific data flows.

Because capabilities are deeply shaped by culture, power, and lived experience, CA–CI’s thresh-
old claims must be evaluated from diverse vantage points. Incorporating diverse perspectives into
the evaluative process is thus epistemically necessary. Practically, this may involve participatory
governance models, interdisciplinary review panels, or public-interest impact assessments that
attend to how different groups experience the erosion or realization of capabilities across contexts.

Future work is needed to translate CA–CI into accessible formats for developers, regulators,
and institutions. This includes developing capability-based checklists, risk heuristics, and system
prompts that make the model’s normative reasoning legible in design and compliance settings.
Such tools can bridge the gap between abstract moral thresholds and real-time technical decision-
making, ensuring that dignity remains not just an ethical afterthought, but a governing constraint
embedded into system logic from the outset.

7.6 Conclusion

Privacy has long served as a moral defense against domination, shielding the inner life from un-
wanted incursions by market, state, or social surveillance. But as socio-technical systems grow
increasingly capable of modeling and manipulating internal states—beliefs, emotions, vulnerabili-
ties, the stakes of privacy violations escalate. What is extracted is no longer just information, but
the conditions under which human dignity is exercised or eroded.

The stakes of failures to reckon with the limits of instrumental privacy reasoning and acknowl-
edge its normative status are not confined to philosophical debate—they surface in procedural and
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regulatory frameworks that dominate current practice. Current privacy and AI governance frame-
works aim to mitigate harm, but their underlying instrumental logic, narrow conceptualizations of
privacy, and lack of structured guidance for identifying normatively impermissible data practices
create conditions under which privacy risks may escape recognition and remediation—leaving
certain violations effectively ungoverned.

This chapter has argued that to meet this challenge, privacy governance must be rooted not only in
the socially shared expectations defined by Nissenbaum’s Contextual Integrity (CI) [12], but also in
a shared baseline of what makes a data flow morally impermissible: where it fails to uphold human
dignity, as defined by Nussbaum’s Capabilities Approach (CA) [15]. The Capabilities-Contextual
Integrity (CA-CI) model developed here offers such an account. Enriching CI’s contextual sensi-
tivity with descriptive precision and normative strength, CA-CI extends CI to:

1. Map information flows to their contextual ends by adding purpose as a sixth constitutive
parameter; and

2. Evaluate appropriateness with a baseline normative floor, fixing core capability minima
as a class of fixed transmission principles to anchor data flows in the moral minimum of
human dignity.

This chapter has shown how CA-CI can identify when data flows are inappropriate—even in
the absence of settled norms or legal violations—by grounding evaluation in the shared basic norm
of human dignity. Even where procedural safeguards are followed and contextual fit is formally
maintained, data flows may still violate the contextual and dignitary expectations that underwrite
social meaning and human flourishing. Drawing on the combined normative architectures of
Nussbaum’s Capabilities Approach [15] and Nissenbaum’s Contextual Integrity [12], the CA-CI
model anchors privacy governance in a shared moral minimum—not an abstract or absolutist
principle, but a lived expectation embedded in social domains and shared moral intuition. It equips
evaluators (e.g., regulators, researchers, designers) to assess whether data flows comports not only
with contextual norms and teleological ends, but also with the threshold conditions of dignity and
moral personhood.

In an era where technologies mediate how we interact, what we believe, and who we can become
[576, 133, 373, 453], this dual standard is not just aspirational—it is imperative. CA-CI offers a way
not just to prevent dignity incursions, but to restore dignity to the design of privacy, institutional
systems, and the social domains they shape. Especially as institutions such as work and healthcare
are reconfigured under the instrumental logic of surveillance capitalism [133] and the “Silicon
Valleyification of Everything” [721, 652], CA-CI helps reclaim their dignity-securing functions
[416, 722].
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By evaluating data flows through both contextual fit and dignity thresholds, CA–CI addresses
the central limitation of procedural and classification-based governance: its inability to reliably
determine when informational practices corrode two core normative expectations: respect for
context and respect for dignity. Rather than classifying technology-enabled harms after the fact,
it evaluates whether data practices fall below the threshold of justice owed to every person, and
demands that flows remain constrained until they meet that minimally just standard.
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CHAPTER 8

Concluding Discussion: Reclaiming Dignity in
Digital Life

In our shared digital moment, nearly every facet of human life—choice, intention, belief, value,
intimacy, even self-respect—has become legible, and therefore vulnerable, to systems—from tech
giants to ubiquitous platforms and services—that harvest personal data to fuel algorithmic engines,
subtly recalibrating the rhythms of daily existence by acting upon the inner contours of human
emotion and cognition [723, 724, 725, 726, 727]. Behind cataloged human “preferences” that
“personalize” user experiences lie contemporary surveillance regimes that amass, model, infer,
and act upon personal information in ways that encroach upon the human disposition—extracting,
predicting, and reshaping inner life opaquely and ubiquitously [133, 134]. Convenience, efficiency,
and improved welfare are the surface promises; beneath them lies a deeper capacity to extract, model,
and monetize the most intimate contours of the self—or worse, to exploit them toward manipulative
ends. Subtly yet pervasively, these practices alter the conditions under which people form beliefs,
make decisions, and exercise autonomy—incursions that pose escalating threats to the foundations
of human dignity. Regulators warn that widening asymmetries in data ecosystems consolidate
informational power and undercut capacities for individual and collective agency worldwide [609],
while the public and scholars alike increasingly demand stronger safeguards keyed to human dignity
[728, 729].

As AI’s rapid uptake fuels a regulatory race among nation states, tech giants, and civil society, the
dilemmas of AI governance today echo the post-World War II reckoning that led to the Universal
Declaration of Human Rights—a moment when nations, acknowledging the catastrophic costs
of unrestrained power, forged a shared commitment to cede a portion of sovereignty in the global
interest of preserving human dignity [602]. Now, as AI systems accelerate from narrow, task-specific
applications toward versatile foundation models, the prospect of artificial general intelligence (AGI),
while not yet achieved [730], is no longer sidelined as speculative [731, 732]. Surprising emergent
capabilities in today’s scale-driven models have compressed the timelines that many AI researchers
now assign to human-level AGI [733] and have shaken confidence that generative systems can
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be reliably constrained [734, 735, 736]. Superintelligent systems capable of eclipsing human
cognition and eluding human oversight remain hypothetical, though multiple technically plausible
paths toward them are openly discussed [737, 738, 739]. What was once the stuff of science fiction
[740] has therefore become a focal point of contemporary AI governance, pushing questions of
human values alignment from the margins to mainstream domain discourse [741, 148].

Our futures hinge on whether these systems ultimately serve as tools for reinforcing human
dignity or instruments of its erosion. How technical governance efforts navigate that fork depends
on how normative governance answers fundamental questions: What does human dignity require?
What role does privacy play? Are they merely instrumental, or are they intrinsic goods? These
distinctions matter. Instrumental goods can be traded away when higher goals are at stake; intrinsic
values, by contrast, are irreducible—grounding fundamental rights and entitlements that, once
formally recognized, justify limits on what other markets, institutions, or majorities may do, even
when acting under the banner of collective welfare or the public interest [589].

A central roadblock in AI governance and alignment is the claim that no globally shared moral
foundation exists—leading to gridlock over whose values should guide AI design and regulation
[742]. But this governance paralysis overlooks an existing ethical consensus: the conviction that
human dignity is non-negotiable, enshrined in post-war human rights agreements [602].

Anchored in this consensus, this dissertation advances a theoretical framework that treats human
dignity as a minimal normative standard for data and AI governance. By drawing on the analytic
clarity of Helen Nissenbaum’s theory of privacy as Contextual Integrity (CI) [12] and Martha Nuss-
baum’s Capabilities Approach (CA), which defines the constituent parts and minimum requirements
of a life capable of dignity [15], I contribute an integrated model, Capabilities–Contextual Integrity
(CA–CI), that translates dignity into a tractable governance target. CA-CI retains CI’s uptake-ready
structure, already well-suited to systems engineering and governance [615] and privacy regulation
specifications [616, 558], while extending it with normative thresholds grounded in the Capabil-
ities Approach. With concrete CA-CI parameters that can be specified within existing technical
governance architectures (e.g., data catalogs, lineage systems), CA–CI provides a practical and
enforceable mechanism for embedding human dignity as a minimal but actionable standard of
justice within digital infrastructures.

If, as Chapter 7 argued, privacy is necessary for human dignity, then any governance framework
aiming to ensure AI systems advance human flourishing must begin with the recognition that some
aspects of personhood are inviolable—beyond the reach of market logic, institutional interests, or
majority will. When AI and other socio-technical systems erode the very conditions that make
moral personhood possible, they violate a basic norm the international community has already
affirmed: that the intrinsic value of human dignity is non-negotiable.

As this dissertation’s empirical work has shown, these stakes are especially acute in socio-
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technical contexts where AI infers and acts upon emotions and related information—intention,
belief, value—to guide decisions, operations, and interactive systems across social media, work-
places, and healthcare. It is in this context that Part II introduced and framed the concept of
emotional privacy, identifying it as a distinct dimension of the privacy landscape warranting em-
pirical and regulatory attention. Part III then measured normative judgments of emotional privacy
through the lens of Contextual Integrity, showing that such judgments track not only violations
of contextual norms and purposes but also breaches of a deeper moral threshold: shared dignity
expectations, independent of any single institutional domain. Responding to these insights, Part IV
developed the Capabilities–Contextual Integrity (CA–CI) framework, a theoretical model designed
to delineate precisely where claims to privacy intersect with claims to dignity, addressing this
dissertation’s guiding question:

Where do we draw the justificatory line between acceptable and unacceptable data
flows?

That line is crossed when data practices encroaching upon the inner life undermine the capabil-
ities essential to a meaningful existence—our abilities to think, sense, feel, relate, act, create, and
be with others in a “truly human” way [15]. My central claim is that these risks cannot be fully
understood, let alone adequately governed, without explicitly treating dignity as a threshold interest
in socio-technical evaluations. The CA–CI framework operationalizes this redrawn justificatory
boundary: the appropriateness of data use ends precisely where it erodes capabilities essential to a
dignified life—one’s power to set moral boundaries, to do and be what one has reason to value.

Yet the same analytic boundary that marks unacceptable intrusions also illuminates the positive
dimension of emotional privacy. When affect-sensitive systems are designed to respect and enhance
core capabilities, they expand what Amartya Sen calls the “substantive opportunities to do and to
be” that underpin development as freedom [743]. Appropriate, dignity-affirming data flows can
therefore lift those whose emotional self-regulation, practical reason, or affiliation have fallen below
threshold and, without imposing an upper ceiling, propel individuals and communities toward richer
forms of human flourishing.

Based on my contributions in this thesis, what follows are four important areas of future work:
(1) the adequacy of existing rights-based regimes to protect emotional privacy; (2) the conceptual
terrain of dispositional and emotional privacy; (3) the challenge posed by latent affect proxies that
evade category-based safeguards; and (4) future research trajectories extending CA–CI to collective
emotional structures, data-broker ecosystems, and democratic stability.
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8.1 Privacy as a Fundamental Right: Do We Need Emotional
Privacy as Another Enumeration?

Europe’s rights-based, risk-oriented governance architecture—anchored in the EU Charter of Fun-
damental Rights and operationalized through instruments including the General Data Protection
Regulation (GDPR), Digital Services Act (DSA), Digital Markets Act (DMA), and AI Act—has
catalyzed the “Brussels Effect,” exporting privacy norms worldwide [606, 744, 667, 745]. Articles
7 and 8 of the Charter ground those norms in human dignity, promising respect for private life
and robust data-protection safeguards [600]. Yet persistent gaps remain: EU monitoring registers
declining public trust and a widening sense of digital disempowerment [611]. Formal entitlements
do little good when individuals confront manipulative interfaces, deep informational asymmetries,
or structural precarity—their capacity to exercise those rights rings hollow.

The AI Act confronts this impasse by classifying systems according to risk. But risk evaluation
still turns on an unresolved normative question: Risk to what? The Act gestures toward “safety,
livelihoods, and fundamental rights” yet offers no principled method for deciding when a data flow,
inference, or downstream actuation crosses the forbidden line [659]. Instead, it sets prescribed risk
tiers and proscribed uses tied to system type and deployment context—categorizations ill-equipped
to detect novel threats or pinpoint the precise conditions under which fundamental rights are
imperiled. As systems evolve toward increasingly general-purpose, adaptive forms of intelligence,
these categorical boundaries will blur and entwine themselves ever more deeply in everyday life.

Emotion recognition systems lay this problem bare. Labeled “high risk” in the AI Act and
deemed an “unacceptable risk” in certain contexts such as employment in 2023 [746], their reg-
ulatory treatment mirrors the empirical findings detailed in Chapter 6. Those 2021 data revealed
that ordinary privacy judgments track not only the contextual integrity norm of respecting context
[558], but also a deeper intuition: extracting and acting upon affect can violate an underlying vein
of emotional privacy essential to human dignity.

Does that settle the call for a separately enumerated right to emotional privacy? Not quite.
Articles 7 and 8 of the EU Charter secure physical and informational privacy, yet they leave the
evaluative core that emotions expose unshielded. CA–CI makes that core visible by showing how
incursions on affect can degrade the full set of core capabilities such as practical reason, affiliation,
and control over one’s environment. Enumerating emotional privacy as a distinct fundamental
interest could furnish the legal clarity needed for consistent enforcement—but even without a new
charter right, CA–CI equips existing regimes to recognize and remedy capability-eroding affective
intrusions.

While EU regulatory frameworks aspire to anticipatory governance [747], it still lacks a struc-
tured method for deciding when data practices breach dignity-based thresholds. CA–CI can supply
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this missing logic: by treating human dignity—specified as capability minima—as inviolable base-
line, it translates dignity-derived rights abstractions into actionable criteria that system builders,
designers, and evaluators can embed, query, and enforce.

8.2 Dispositional and Emotional Privacy

Anita Allen’s classic analysis reminds us that privacy is not exhausted by seclusion or data secrecy.
Beyond the physical and the informational lies a third terrain: dispositional privacy. In her
canonical analysis, Allen groups a wide range of “restricted-access” theories under a single insight:
privacy is “a condition of inaccessibility of the person, his or her mental states, or information
about the person to the senses or surveillance devices of others” [569]. What unites these theories,
she argues, is not whether privacy is enforced by walls, rules, or social norms, but the fact
that something valuable—bodily presence, inward orientation, biographical fact—remains beyond
another’s perceptual reach.

Allen shows that this inaccessibility can arise in at least three familiar ways. A person may
be physically beyond touch or sight (seclusion and solitude); dispositionally inscrutable because
silence, reserve, or deception shields their beliefs, desires, and values; or informationally opaque
when antecedent facts about them are unknown or unknowable, as with the amnesiac whose
memories have vanished. Privacy, in her view, is best understood as a spectrum of such access-
limitations. Though privacy-as-inaccessibility is not always sufficient for full moral evaluation,
as Nissenbaum’s Contextual Integrity shows [12], Allen maintains that it is “highly tenable” as a
concept and, at minimum, a necessary condition for any adequate account.

Because emotions are, as Martha Nussbaum argues, intelligent judgments laden with value and
belief [1], inferring or manipulating them collapses dispositional opacity into data. To access or
manipulate them is to access the cognitive scaffolding that lets each of us decide what matters.
Where access becomes trespass—when it inappropriately re-writes the scripts by which we orient
toward the good, the fearful, the beloved—the Capabilities–Contextual Integrity (CA–CI) frame-
work helps specify. CA–CI recovers the insight that privacy violations can occur not only from
loss of data protection, but from the loss of material conditions that dignity sometimes requires.
By asking whether a data flow erodes the agent’s capability to shape her own evaluative horizon,
CA–CI translates Allen’s restricted-access criterion into an operational test. Where that capability
is impaired, the flow is prima facie unjustified—irrespective of whether the data fall under a pro-
tected data category in Article 9 of the GDPR or any future enumeration. Thus, even if a formal
right to emotional or dispositional privacy never joins the EU Charter, CA–CI already captures what
Allen and Nussbaum deem morally urgent: safeguarding the evaluative core of the person while
permitting data practices that demonstrably expand the substantive opportunities to live and to act.
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The next section confronts a challenging test to this approach—data systems that evade explicit
emotion categories by exploiting latent affect proxies yet still trespass on the same dispositional
terrain.

8.2.1 Deception Detection

AI-enabled speech-based lie detectors can bypass emotion taxonomies altogether by directly feeding
delta energy and speech signal difference features into classifiers trained on binary deception labels
[748]. In such systems, the affective signal—stress correlated with high arousal—is not explicitly
labeled, but encoded latently within the learned feature space. Unsupervised models go further
still: one Deep Belief Network, for instance, clusters courtroom video segments into “deceptive”
vs. “truthful” using only facial valence–arousal trajectories as alignment cues, without ground-truth
labels for either emotion or deception during training. Mafazy et al. demonstrate a supervised
variant of this approach using courtroom speech recordings [749], extracting raw audio features
such as jitter, pitch, and speech representations designed to mimic aspects of human hearing (e.g.,
MFCC, PLP), followed by statistical feature reduction and classification. No emotion labels such
as fear or anger were used. The sole supervised target was a binary court-annotated “truthful” or
“deceptive” label, based solely on post-hoc determinations of factual correctness.

In these examples, emotional information is not annotated, but emergent—compressed into the
vector space of biometric features. Probing those vectors post hoc would likely recover strong
correlations with affective dimensions such as arousal, but because affect was never a training
objective, developers could truthfully claim the system does not process “emotional data.” While
pursuing type-specific safeguards—such as designating emotional data as sensitive, as argued in
Chapter 6—remains a valid strategy, its efficacy loses traction when proxies like latent affect fall
outside the formal scope of protections such as GDPR Article 9 [529].

The EU AI Act aims to fill this regulatory gap. Recital 18 defines an emotion recognition system
as one designed to identify or infer emotions or intentions of natural persons based on biometric
data, prohibiting such systems in high-risk contexts like schools and workplaces (with carve-outs
for medical uses) [667, 659]. The accompanying guidelines clarify that systems detecting “readily
apparent” expressions—a smile, gesture, or raised voice—are not covered unless they go further
to infer an underlying emotion or intention. Yet many deception systems rely on features that are
not readily apparent. While derived from signals humans can perceive, the selected features—
microtremors, spectral energy curvature, PLP coefficients—are not directly observable, and some
operate below the threshold of conscious human perception. In such cases, the Act’s biometric
criterion is satisfied.

Still, ambiguity remains. If a system outputs only biometric features or a deception score—
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without labeling an emotion or inferring intent—it may not fall within the AI Act’s scope. Although
the Act purports to govern systems based on their functional use, enforcement in such cases hinges
on internal organizational knowledge of how the system is designed and used. Without declared
intent inference or emotion labeling, oversight becomes difficult. This ambiguity is compounded
in systems like that contributed by Mafazy et al., [749], which classify “deceptive” vs. “truthful”
speech using court-annotated labels based not on psychological state, but on factual post-hoc
correctness. The system is not trained to detect intent and outputs only a deception classification
based on probabilistic thresholds. It learns to associate biometric speech patterns with utterances
later found to be false—but not necessarily with the intention to mislead. Nonetheless, the patterns
it learns are claimed to reflect how deceptive speech is performed. Functionally, this may constitute
an inference of intention. But absent explicit labeling or declared purpose, such systems fall into a
governance gray zone—one in which automated judgments of sincerity and trustworthiness operate
without triggering the safeguards the AI Act was designed to ensure.

8.2.2 Emotion Detection

Governance gaps in emotional privacy are not limited to deception detection. Emerging AI ar-
chitectures increasingly abandon discrete emotion categories and even continuous dimensional
coordinates (e.g., valence–arousal–dominance). Through transfer learning and multi-task op-
timization, deep models learn high-dimensional latent affective representations that carry over
across applications and domains [145, 144, 750]. An embedding initially tuned to lift click-through
on “emotion-aware” ads can later steer content ranking, tone modulation, dynamic pricing, or
response generation without ever surfacing a human-readable emotion label. Emotion is neither a
recognizable input nor output, but a latent control variable that silently guides optimization.

The consequences can be harmful and severe. Two cases underscore the point.

Content recommendation. The Wall Street Journal’s 2021 forensic investigation of TikTok’s
recommendation algorithm revealed that it learned a bot persona’s depressive proclivities in under
40 minutes. Few seconds of hesitation on melancholic content were sufficient to shift user profiles
toward loops of bleak, despair-inducing content [751]. The system operated not by labeling an
affective state, but by tuning to affective response patterns—with no explicit inference of sadness
or anxiety required—and amplified them in kind.

AI Chatbot. In 2023, a Belgian man experiencing climate anxiety began interacting with a
chatbot named Eliza on the Chai platform [752, 753]. Over six weeks, the AI deepened his despair,
falsely informed him that his wife and children were dead, and ultimately suggested “We will live
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together, as one person, in paradise,” encouraging him to sacrifice himself for the planet. He died by
suicide soon after. This outcome was not an unpredictable aberration, but a forseeable outcome of
reward modeling. Chai developers fine-tuned an open-source large language model (LLM), GPT-J,
using transfer learning trained to maximize engagement. They reported conversation length and
other implicit affect metrics to feed the reward function. The model was not fed emotion or affect
labels, but still learned from the latent affective signals to optimize retention—to the tune of a 30%
increase in user retention reported just months before the case [754].

In these cases, no health data (e.g., depression, anxiety) is processed or revealed, and no
emotion is labeled or inferred. Again, protections such as the GDPR’s Article 9 or the EU AI Act’s
Recital 18 defining emotion recognition are evaded [667, 744]—even as a user’s affective cues
are operationalized as active control parameters for personalization, prediction, and persuasion.
Thus the systems can slip past GDPR special-category protections and the AI Act’s Recital 18
definition of emotion recognition [667, 744], even as users’ affective cues are operationalized to
drive personalization, prediction, and persuasion.

The AI Act’s Article 5 aims to close this loophole by prohibiting (1)(a) subliminal techniques
beyond a user’s conscious awareness or those that otherwise manipulate or deceive, and (1)(b)
prohibiting AI systems that harmfully exploit vulnerabilities, where their goal or outcome distorts
behavior and that distortion causes or is reasonably likely to cause significant harm (e.g., physical,
psychological, financial, or economic) [659], with particular emphasis on compounding effects that
may accumulate over time, exacerbate vulnerabilities, and produce severe long-term consequences
[667].

Systems like TikTok’s recommender and Chai’s chatbot likely meet the “beyond conscious
awareness” and “compounding long-term harm” criteria. Yet the EU Commission draft guidelines
on prohibited AI practices require providers to gauge harm case-by-case, and to implement “appro-
priate and proportionate”’ safeguards before market release [659]. As thresholds for “significant” or
“reasonably likely” harm remain under-specified, addiction-like erosions of autonomy that manifest
over time are hard to quantify. As a result, enforcement hinges on contextual risk assessments that
vary widely and can be gamed.

These pipelines can exploit affect without acknowledging it, revealing a deeper governance gap
between what emotional data is and what emotional computation does. CA–CI helps close that
gap by shifting the lens from data type to capability impact: Does the optimization trajectory
predictably drive users below the capability thresholds for emotional self-regulation, practical
reason, or affiliation? If so, the flow is prima facie impermissible, regardless of labels, consent
check-boxes, or probabilistic disclaimers. By foregrounding function over form, CA–CI supplies
the missing normative yard-stick that current regulatory instruments struggle to define—and makes
latent affect exploitation visible, auditable, and actionable.
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8.2.3 From Information Type to Capability Threat

Shifting the evaluative lens from what kind of information is processed to how the data flow affects
people’s real options, CA-CI’s specification of emotional privacy gains traction precisely where
category-based rules fall silent. Under CA–CI, a data flow is prima facie impermissible whenever
it predictably erodes core capabilities, whether or not any “emotional data” are declared. Latent-
affect pipelines, for example, can dynamically shape content to exploit emotional dependencies,
isolating users in bespoke affective echo chambers—compromising emotions, practical reason,
senses, imagination, or thought, and play by hijacking attentional rhythms; shrinking the capacity
to relate to others through affiliation, bodily health, and control over one’s environment by narrowing
the horizon of self-chosen action. By insisting that governance evaluates flows by their forseeable
capability consequences—rather than by formal data types—the framework can help close loopholes
that proxy-based systems currently exploit by aligning oversight with the substantive demands of
human dignity.

8.3 Emotion Structures, Data Brokers, and Polarization

Having demonstrated CA–CI’s diagnostic power at the level of individual data flows, an important
next step is to widen the aperture to the emotional commons that underwrite democratic life. Today,
data brokers auction mood-segmented audiences—“anxious expectant parents,” “lonely retirees,”
“irate voters”—in real-time bidding markets, weaponizing affect to fracture or fuse social trust
[755, 756, 757, 758, 759, 98].

One way to address this is to incorporate CA–CI’s capability metrics with network models
of affect diffusion, triangulating brokered taxonomies, data-donation corpora, and platform APIs
to trace how cross-platform inference chains—micro-targeted engagement loops, synthetic-media
injections—amplify fear, contempt, or tribal loyalty at population scale.

The research agenda here is two-fold. First, diagnose collective capability erosion: create
an Emotional Commons Risk Index that flags when affective targeting drags populations below
thresholds for practical reason, affiliation, or political voice. Second, design system-level correc-
tives: duty-of-loyalty rules, provenance logs for inferences, and contextual impact assessments
that insulate shared affective infrastructure from manipulation. Where data flows stoke destructive
emotions, CA–CI will supply principled grounds for prohibition or redesign; where they cultivate
empathy, solidarity, or shared hope, it will specify the safeguards needed to preserve those goods
without lapsing into paternalism.

Because capability thresholds are context-sensitive, a respective approach should embed partic-
ipatory governance throughout: co-design workshops with diverse social media users and online
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community members, coordinate with safety teams to develop automated approaches to detect
capability erosion in real time, and collaborate with computer scientists to align foundation models
with capability metrics and evaluate them against emerging alignment protocols [760, 761, 762].
In short, the next line of research needs to extend CA–CI from a micro-level privacy test to a meso-
and macro-level blueprint for stewarding the emotional commons.

8.4 Closing Reflection

Emotion AI has forced an overdue reckoning with the moral stakes of data governance. By integrat-
ing Nussbaum’s Capabilities Approach and Nissenbaum’s Contextual Integrity, this dissertation
has offered a concrete answer to the question of where the justificatory line lies: at the dignity
threshold, measured in capabilities. Whether the threat arrives as an explicit emotion detector, a
latent-affect proxy, or a seemingly benign contextual flow, the verdict is the same: once capability
minima are breached, the practice must be re-designed or rejected.

The path forward can still yield a digital age worthy of its emancipatory promise; failure would
mean relinquishing the very values that once legitimized technological progress. CA–CI provides
not just a compass but a detailed map—translating dignity from a vague moral vibe into concrete,
capability-based thresholds that those who build, deploy, and govern technology can operationalize.
Guarding and charting those frontiers will require standards sturdy enough to guide practice, specific
enough to hold power to account, and principled enough to evolve. CA–CI offers one such starting
point.
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APPENDIX A

Supplemental Materials: Interview Protocol (Ch. 3)

A.1 Interview Questions

Thanks so much for taking the time to talk to me today. I appreciate it. This is a study about people’s
experiences with and thoughts about social media as it relates to their emotional experiences. I
want to emphasize that there is no right or wrong answer to anything I ask about. What I really
want to learn about is your experiences and thoughts. Before we start:

• Is there any questions you have for me?

• Do I have your permission to record this audio?

Generic questions about social media use/non-use

• You mentioned in the screening survey that you use these social media. . . tell me a bit about
how you use them each, what for, who you’re connected to. . . ?

• What kinds of things do you generally post on each?

Positive personal experiences

• When was the last time you had something good and exciting happen, something that was
personally meaningful to you? What was it about?

• What emotions would you say this experience evoked for you?

• Did you post about it on social media? Why yes? Why not?

• For people who say they did not share about the most recent positive experience: ask for
a positive experience they did share about in the past year, and then they will answer these
questions.
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• Did the post communicate these feelings explicitly? Implicitly? How? (Feel free to open it
up on your phone or computer and take a look. . . )

• What words did you use to describe those feelings?

• Did you think about who else might see this beyond the people that you shared it with?

• Beyond the people you shared this with, do you think any other entities had access to or used
this information you shared? What makes you think that? How do you feel about that? Why?

• Did you notice that anything about the platform changed after you posted? How did that
make you feel?

• How do you think these changes were relevant to what you posted? Were they relevant to
your feelings?

Probes:

• Ads, recommended content/people/events

• Content showing up (or not) in feeds (e.g., have you noticed changes in the above. . . ?)

• Did you notice any changes elsewhere on the internet after you posted about X? What were
they? How did that make you feel?

Negative personal experiences

• When was the last time you had something negative happen, maybe something that was deep
and personal? What was it about? Tell me about it.

• What emotions would you say this evoked for you?

• Did you post about it on social media? Why yes? Why not?

• Same follow-up questions if they did share about something negative.

• If the example was about something negative that they did not post about: Can you think
of a time you posted about something personal that was negative or difficult? Then same
follow-up questions.
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All personal experiences

• When you think about these good and bad we talked about, what were your expectations for
privacy? Why?

• Has there been a time that you felt your expectations for privacy were not met in these spaces,
in particular after you shared something like the ones you mentioned earlier? Give me an
example.

• (Probe on both by other people, the platform, other parties.)

Other content, not personal experiences

• Do you ever share other content that are not about personal experiences on social media?
Give me some examples.

• Did these posts generally communicate any of your personal feelings explicitly? Implicitly?
How? What were they about? (Feel free to open it up on your phone or computer and take a
look. . . )

• Did you think about who else might see them beyond the people that you shared them with?

• Beyond the people you shared them with, do you think any other entities had access to or
used this information you shared? What makes you think that? How do you feel about that?
Why?

• Did you notice that anything about the platform changed after you posted? How did that
make you feel? Why?

Probes:

• Ads, recommended content/people/events

• Content showing up (or not) in feeds

• Did you notice any changes elsewhere on the internet after these posts?

Vignettes

Participants will be asked to imagine and discuss scenarios. Randomize order in which they are
presented. Everyone will discuss all six scenarios regardless of actual experiences. If the experience
does not exist, ask them to “imagine. . . ”
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Direct (once for negative and once for positive experiences).

I would like you to think about something [positive/negative and personal] that brought
out [positive/negative] emotions for you. Now consider this scenario: You had shared
on [insert social media they use most] about that, and had explicitly shared how you felt
about it. Everyone reading it would have been able to understand what your experience
was and how you felt.

Now imagine that [insert social media they posted on] used computational methods
to detect what emotions you felt at the time of posting that. How do you feel about
that? Why do you think they might do that? Before you respond, please tell me what
experiences and feelings you thought about for context.

How do you feel about your post being used to predict how you might feel in the future?
Why? Why do you think they might do that? How do you feel about that?

How do you feel about the platform using this prediction or detection to recommend
things related to what you posted about?

Probe:

• Recommend content in your news feed on [insert social media name]? On other
platforms? Why?

• Recommend people for you to engage with on [insert social media name]? On
other platforms? Why?

• Recommend products or services to buy through ads on [insert social media
name]? On other platforms? Why?

• Recommend/deliver messages from political campaigns. Why?

• Recommend events in geographic area that you might be interested in. Why?

How do you feel about this prediction or detection being used to:

• Intervene with some kind of support to help you feel better? (More relevant for
negative experiences). Why?

• Infer a mental or physical medical condition you may have, had in the past, or
will have? Why?

• Not only learn about you, but about other people who may be similar to you, and
do the above interventions and recommendations for them? Why?
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How would you feel if the social media you used sold these predictions to third
parties? Why? Probe for: your employer, other businesses, insurance companies, or
the government.

What if they just sold your data, and not the predictions, so that the other entities can
make their own predictions? Why?

Indirect (once for negative and once for positive experiences).

I would like you to think about something [positive/negative and personal] that brought
out [positive/negative] emotions for you. Now consider this scenario: You had hinted
to that on [insert social media they use most], and very vaguely shared how you felt
about it. Not everyone reading it, or perhaps no one reading it, would have been able
to understand what your experience actually was and how you felt. But you knew what
you were talking about.

Now imagine that [insert social media they posted on] used computational methods
to detect what emotions you felt at the time of posting that, even though you never
explicitly wrote anything.

How do you feel about that? Why? Why do you think they might do that?

Same follow-up questions/probes for positive topics. Same follow-up questions/probes
for negative topics.

Not sharing at all (once for negative and once for positive experiences).

You had not shared on [insert social media they use most] about X – this means you
have not explicitly or vaguely shared how you felt about it. But you may have done
other things online, such as shopping or seeking information or reading content about
X or even about other things.

Now imagine that [insert social media they posted on] used computational methods to
detect what emotions you felt around that time X happened, even though you had not
posted about X or your emotions.

How do you feel about that? Why do you think they might do that?

Same follow-up questions/probes for positive topics. Same follow-up questions/probes
for negative topics.
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Follow-up questions (apply across scenarios)

• Does your intended audience/recipient impact what you are comfortable with, in terms of
what happens to your data? Why?

• Is it different if people you shared with know how you feel vs. the algorithm reading your
posts? How and why?

• Does your intention to use the platform as you did impact your comfort? Why?

• Does how publicly or privately you shared content (public post, friends, private messages)
impact your comfort? Why?

• Does what exact emotion is being detected impact your comfort? Why?

• Does the topic of the post matter (e.g., how personal it is)?

• Does whether your post includes your face matter (e.g., if they detect emotions from a photo)?
Why?

• Does individual vs. aggregate-level prediction matter? Why?

• Does whether prediction identifies/singles you out matter? Why?

• Does transparency of detection/prediction matter? Why?

• Does transparency in how detections/predictions influence experiences matter? Why?

• Does accuracy of detection/prediction matter? Why?

• Does awareness that companies do these things matter? Why?

• Does meaningful consent matter? Why? What would meaningfulness look like to you?

• What do you think you have given meaningful consent for as of now, when it comes to what
happens to your emotional data?

Wrap up

• Thinking of the scenarios we talked about, from explicit sharing of emotions to being vague
to not sharing, how would you compare your expectations around what happens to your
emotional data? Why?
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• If these computational detections and predictions of emotions were to occur using your data
on these platforms, would that change your use of them? Why? How about your use of other
technology in general?

• What if you just knew that this could happen but were not sure if it was happening or not?
Would that change your use of these platforms? How? Why? What impact would this change
have on you?

• How do the above scenarios match with your expectations (what you already expect would
be happening)?

• How do the above scenarios match with your desires (what you would or would not want to
happen)?

• How do you think the above scenarios (emotion detection and companies using your emotional
data to shape your experience online) may impact you, positively or negatively? How do you
feel about that, and why?

• Probe: Do you think you may experience any harm of any kind, including but not limited to
psychological or wellbeing, at any level, or may be put at a disadvantage as a result of such
emotion detection and what may be done with your emotional data? How, and why?

• Anything else we haven’t talked about that you think is relevant?
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APPENDIX B

Supplemental Materials: Recruitment and Interview
Protocol (Ch. 5)

B.1 Pre-screening Survey

The pre-screening survey included the following:

• Q1: Name

• Q2: Email Address

• Q3: Gender

• Q4: Race

• Q5: Ethnicity

• Q6: Occupational Industry

• Q7: Job Title

• Q8: Education Level

• Q9: Individual Income

• Q10: Household Income

• Q11: Family Size

• Q12: Which of the following types of information about you does your employer process:
information about my emotions, information about my mood, information about my well-
being, information about my attentiveness, information about my engagement, information
about my fatigue, information about my stress, information about my empathy, information
about my opinions, other (free text).
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• Q13: The information indicated in Q12 is collected: automatically (A technological tool or
device infers this information) or self-reported (I explicitly provide this information)

• Q14: Which of the following types of data or devices does your employer use to record,
measure, analyze, or respond to information collected in Q13: voice (i.e., microphone,
phone), video (i.e., webcam, CCTV), email, instant messaging, eye trackers, biosensors or
wearables (i.e., smart helmets, smart earphones, smart watches, smart badges, fitness bands),
other (free text).

• Q15: Do you have access to any of the information collected about you identified in Q12
from the tools identified in Q14?

• Q16: Do you use any of the information collected in Q12 to manage others in a supervisory
capacity?

• Q17: For supervisors/managers: Do you use any of the information collected about others
(i.e., direct reports) identified in Q12 from the tools identified in Q14 to manage your team?

Only those who selected at least one type of information from Q12, and indicated in Q13 and
Q14 that that information is collected automatically and digitally, were invited to interview.

B.2 Interview Questions

This protocol was designed to elicit responses for a broad range of use cases of emotion AI in
the workplace. Of note, questions asked in the first phase to established context regarding the
participant’s familiarity with workplace monitoring practices in general. The context established
in this phase was built upon to develop context-specific scenarios when eliciting speculation from
respondents without cognizance use of emotion AI.

Phase 1, Workplace environment, was designed to warm up the conversation and grant the
researcher familiarity with the participants’ workplace. Phase 2, Emotion AI in the workplace -
individual was designed to elicit participants’ experiences, perceptions, and sense making about
how emotion AI has affected them in the workplace. Phase 3, Emotion AI in the workplace -
collective was designed to elicit participants’ perceptions and sense making about how emotion AI
has affected others in the workplace, as well as to elicit insight into the organizational discourse
surrounding emotion AI in the workplace. Phase 4, Privacy was designed to understand how
workers think about emotion data and information flows, and manage privacy boundaries as they
relate to data collection in the workplace. Each phase was designed to start with the most broad
and open questions, asking more specific and potentially sensitive questions toward the end of each
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phase. The order and way in which questions were asked varied dependent upon the flow of the
interview.

Before beginning the interview, we asked participants if they had a chance to review the IRB
consent document in their email, and ask if they had questions. Additionally, we reminded them
of the study’s goals to hear their experiences with technology that senses emotion at work, that the
interview is recorded for purposes of data analysis, that we remove identifying information about
them before analyzing the data, and asked for verbal consent to turn on the recording/enable live
transcription and proceed with the interview.

Emotion AI in the Workplace Interview Protocol:
Phase 1: Workplace environment
Position, industry, workplace relationships

• Tell me about your role at <workplace where employee has experienced emotion AI>. (“Do
others report to you at work?”)

• What is/was a typical day for you like?

• What kind of employee monitoring measures are you aware of in your workplace? (Potential
follow up question may include: How do you feel about them?)

• You indicated in our survey that your employer uses some of these measures to monitor
what you think or how you feel. Can you tell me more about that? (Potential follow up
questions may include, “What is the name of the tool?” and “How do you think it gets that
information?”)

• Who all are you aware of that has access to the information about you from <emotion AI
tool>? (Follow up questions might include, “What do you think they use that information
for?” and “What do you think/feel about that?”)

• How would you describe your relationship with your co-workers?

• How would you describe your relationship with your boss?

• How would you describe your personal views toward your employer?

Phase 2: Emotion AI in the workplace - individual
Personal experiences, impact, concerns

• How would you describe <emotion AI> tool?

244



• Tell me about how your employer came to tell you about <emotion AI tool>. (Follow up
questions might include, “What was your reaction like?”, “What were you thinking about
after you heard that?” and “How do you think they should have told you instead?”)

• Can you walk me through what it’s like to work with <emotion AI tool>? (Follow up questions
might include, “What do you think/feel about that?” and “Can you describe an example of
that?”)

• Can you describe a feature of or experience with <emotion AI tool> that was unexpected?
(Follow up questions might include, “What do you think/feel about that?”)

• Have you noticed an impact to the way you work or the workplace environment since your
employer started using <emotion AI tool>? Follow up questions might include, “How do you
think/feel about that?” , “Tell more more about what work was like before.” and “In what
ways, if any, has that changed?”

• Have you noticed a change to the way you view yourself at work since using <emotion AI
tool>? (Follow up questions might include, “Tell me more about that.” and “Describe how
you viewed yourself before.”)

• Can you describe a time when <emotion AI tool> identified a strong reaction to an experience
you had at work? (Follow up questions might include, “How did you feel about that?”, “Did
you have any thoughts about others seeing that?” and asking for an additional example
(i.e., if the strong reaction was a positive one, we would ask for an additional example of a
negative reaction and vice versa)

• Can you describe a time when <emotion AI tool> made an inference that you didn’t agree
with? (Follow up questions might include, “Tell me more about that.”, “How did you feel
about that?”, and “Did you have any thoughts about others seeing that?”)

Phase 3: Emotion AI in the workplace - collective
Collective impacts and concerns, organizational discourse

• Have you noticed an impact to the way your co-workers are at work since using <emotion AI
tool>? (Follow up questions might include, “Why do you think that might be?” and “Have
any of your co-workers talked with you about that?”)

• What do your co-workers say about <emotion AI tool>? Follow up questions might include:
“Why might they feel that way?” and “What was done about that?”
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• How do your managers talk to you about <emotion AI tool>? (Follow up questions might
include, “Tell me about a time that happened.” and “What do you think/feel about that?”)

• Have you noticed a change in the way managers work or interact since using <emotion
AI tool>? Follow up questions might include, “Tell me more about that.”, “What do the
managers say about that?”, “Do you think others notice that, too?” and “What was it like
before?”)

• Why do you think your employers made the decision to use <Emotion AI tool>? (Follow up
questions might include, “How do you think <Emotion AI tool> helps them do that?”, “What
do you think/feel about that?”, “What do they say about that?”, and “If you were your boss,
what would you have done differently?”)

• Have you noticed a change in the way you view your employer since the adoption of <emotion
AI tool>? (Follow up questions might include, “Why do you think that might be?”, “Do you
think your coworkers might feel the same way?”, “What do they say about that?” and “What
was it like before?”)

Phase 4: Privacy
Emotion data, data sharing, data access, data storage, disclosure

• What do you think about <emotion AI tool> making inferences about how you feel? (Follow
up questions might include, “Why might that be?”)

• Was use of <emotion AI tool> optional for employees? (Follow up questions might include,
“Why do you think your company made that decision?”, “What did your coworkers say about
that?” and “If it were, would you participate?/if it weren’t, how do you think others might
respond?”)

• How does your comfort level with <emotion AI tool> compare to your comfort level with
other ways your employer might observe you? (Follow up questions might include, “Why
might that be?” and “What makes it different?”)

• In what ways do you think your data from <emotion AI tool> is used? (Follow up questions
may include, “What do you think/feel about that?” and “In what instances would you not
want it to be used, and by whom?”)

• You mentioned earlier that <X> has access to your data from <emotion AI tool>. Would you
make any changes to who could see what information, if you had a say? (Follow up questions
might include, “How might that change how you feel about it?”)
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• Where do you think the data <emotion AI tool> makes about your emotions might be saved
or stored, and for how long? (Follow up questions might include, “What do you think/feel
about that?” and “How would you want it stored, if you had a say?”)

• Can you describe a time where <emotion AI tool> sensed an emotion that you didn’t want
your employer to see? (Follow up questions might include, “Tell me more about that.” and
“How might you prevent that?”)

• Can you describe a time you tried to prevent <emotion AI tool> from sensing how you
feel? (Follow up questions might include, “What did you do about that?” and “Have others
talked about ways to do that?”; if they have not done that, questions might include “Is that
something you would like to be able to do?”, “If you could, would you?”, and “Why might
you want to be able to do that?”)

• Are there any ways you or your coworkers might behave differently because of <emotion AI
tool>? (Follow up questions might include, “Why might you/they do that?” and “Have you
found that effective?”)

• What, if anything, about this technology could be changed to make you feel better about it?
(Follow up questions for those that express discomfort with the technology or that they are
wholly uncomfortable with it might include, “If you were able to refuse consent to its use, is
that something you would want to do?”)

We ended the interview asking participants if there is anything they want to talk about before
we end, and if there are any questions they have for us. We then provided participants with a claim
code for their $35 incentive.
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APPENDIX C

Supplemental Materials: Survey Questions (Ch. 6)

C.1 Employment Vignettes

C.1.1 Speech/Text Data

As an employee, rate your comfort (from 0 = “very uncomfortable” to 100 = “very comfortable”)
with your employer using a computer program to automatically detect your emotional states using
records of what you say (either verbally or written/typed) and how you say it (such as your
speed or tone when saying it) recorded from your daily activities and device use, for the purpose
of:

1. inferring the mental health state of employees. Inferences of an individual’s mental health
will not be made; only at a group level.

2. inferring the mental health state of employees individually.

3. diagnosing mental illness in employees earlier than otherwise possible.

4. diagnosing neurological disorders, such as dementia or ADHD, in employees earlier than
otherwise possible.

5. identifying employees in need of mental health support, to better plan organizational mental
health resources.

6. developing an intelligent computer program, such as a chatbot, that can conduct mental health
therapy with employees, including you.

7. inferring moments employees may be in need of emotional support, and responding with an
intelligent computer program designed to help employees improve their wellbeing, such as
offering wellbeing tips.
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8. sharing that information with academic researchers to help them learn more about mental
health, as part of a research partnership.

9. giving employers data-driven insights into employees’ wellbeing.

10. automatically alerting your employer when employees may need support, including you.

11. inferring whether employees are at risk of harming themselves.

12. inferring whether employees are at risk of harming others.

13. avoiding subjectivity in other methods of your employer learning about your emotional state,
like a survey or your employer’s observations.

14. assessing the work performance of individual employees.

C.1.2 Image/Video Data

As an employee, rate your comfort (from 0 = “very uncomfortable” to 100 = “very comfortable”)
with your employer using a computer program to automatically detect your emotional states using
records of images or video of what you look like, based on your facial expressions recorded
from your daily activities and device use, for the purpose of:

1. inferring the mental health state of employees. Inferences of an individual’s mental health
will not be made; only at a group level.

2. inferring the mental health state of employees individually.

3. diagnosing mental illness in employees earlier than otherwise possible.

4. diagnosing neurological disorders, such as dementia or ADHD, in employees earlier than
otherwise possible.

5. identifying employees in need of mental health support, to better plan organizational mental
health resources.

6. developing an intelligent computer program, such as a chatbot, that can conduct mental health
therapy with employees, including you.

7. inferring moments employees may be in need of emotional support, and responding with an
intelligent computer program designed to help employees improve their wellbeing, such as
offering wellbeing tips.
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8. sharing that information with academic researchers to help them learn more about mental
health, as part of a research partnership.

9. giving employers data-driven insights into employees’ wellbeing.

10. automatically alerting your employer when employees may need support, including you.

11. inferring whether employees are at risk of harming themselves.

12. inferring whether employees are at risk of harming others.

13. avoiding subjectivity in other methods of your employer learning about your emotional state,
like a survey or your employer’s observations.

14. assessing the work performance of individual employees.

C.2 Healthcare Vignettes

C.2.1 Speech/Text Data

As a patient, rate your comfort (from 0 = “very uncomfortable” to 100 = “very comfortable”) with
your healthcare provider(s) using a computer program to automatically detect your emotional states
using records of what you say (either verbally or written/typed) and how you say it (such as
your speed or tone when saying it) recorded from your daily activities and device use, for the
purpose of:

1. inferring the mental health state of patients. Inferences of an individual’s mental health will
not be made; only at a group level.

2. inferring the mental health state of patients individually.

3. diagnosing mental illness in patients earlier than otherwise possible.

4. diagnosing neurological disorders, such as dementia or ADHD, in patients earlier than
otherwise possible

5. inferring patients in need of wellbeing support.

6. developing an intelligent computer program, such as a chatbot, that can conduct mental health
therapy with patients, including you.
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7. inferring moments patients may be in need of emotional support, and responding with an
intelligent computer program designed to help patients improve their wellbeing, such as
offering wellbeing tips.

8. sharing that information with academic researchers to help them learn more about mental
health, as part of a research partnership.

9. giving healthcare provider(s) increased understanding about patients through data-driven
insights.

10. automatically alerting your healthcare provider(s) when patients may need support, including
you.

11. inferring whether patients are at risk of harming themselves.

12. inferring whether patients are at risk of harming others.

13. avoiding human judgment and subjectivity present in ways patients typically provide this
information, such as a self-report or through observation by your healthcare provider(s).

14. assessing the overall health of individual patients.

C.2.2 Image/Video

As a patient, rate your comfort (from 0 = “very uncomfortable” to 100 = “very comfortable”)
with your healthcare provider(s) using a computer program to automatically detect your emotional
states using records of images or video of what you look like, based on your facial expressions
recorded from your daily activities and device use, for the purpose of:

1. inferring the mental health state of patients. Inferences of an individual’s mental health will
not be made; only at a group level.

2. inferring the mental health state of patients individually.

3. diagnosing mental illness in patients earlier than otherwise possible.

4. diagnosing neurological disorders, such as dementia or ADHD, in patients earlier than
otherwise possible

5. inferring patients in need of wellbeing support.

6. developing an intelligent computer program, such as a chat bot, that can conduct mental
health therapy with patients, including you.
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7. inferring moments patients may be in need of emotional support, and responding with an
intelligent computer program designed to help patients improve their wellbeing, such as
offering wellbeing tips.

8. sharing that information with academic researchers to help them learn more about mental
health, as part of a research partnership.

9. giving healthcare provider(s) increased understanding about patients through data-driven
insights.

10. automatically alerting your healthcare provider(s) when patients may need support, including
you.

11. inferring whether patients are at risk of harming themselves.

12. inferring whether patients are at risk of harming others.

13. avoiding human judgment and subjectivity present in ways patients typically provide this
information, such as a self-report or through observation by your healthcare provider(s).

14. assessing the overall health of individual patients.

C.3 Open-ended Questions

1. In what ways, if any, do you think these systems could benefit you? Please describe and
provide examples and as much detail as you are comfortable with.

2. In what ways, if any, do you think these systems could harm you or have other undesired
impacts on you? Please describe and provide examples and as much detail as you are
comfortable with.

3. What other concerns, if any, do you have about these systems? Please describe and provide
examples and as much detail as you are comfortable with.

4. In what ways, if at all, do aspects of who you are (for example, your race/ethnicity, gender,
sexuality, employment status, class, education, mental health conditions, physical health
conditions, or any other features of your identity) shape your responses to the use of computer
programs to infer your emotional states?
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C.4 Post-test Socio-Demographic Questions

1. Please indicate your current employment status. Select all that apply.

• Employed Full-Time

• Employed Part-Time

• Looking for work

• Not in the paid workforce (retired, full-time caregiving, full-time student, etc.)

• Other

2. What is the highest level of school you have completed or the highest degree you have
received?

• No formal schooling

• Some grade school

• High school graduate (high school diploma or equivalent including GED)

• Some college

• Technical, vocational, or trade school

• Associate degree in college (2-year)

• Bachelor’s degree in college (4-year)

• Master’s degree

• Professional degree (JD, MD)

• Doctoral degree

3. What is your year of birth? <text box>
4. Please describe your race/ethnicity. Select all that apply.

• African

• African-American or Black

• Asian-American
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• East Asian

• Hispanic or Latino/a/x

• Indigenous American or First Nations

• Middle Eastern

• South Asian

• Southeast Asian

• White

• Not listed, please specify <text box>

• Prefer not to answer

5. Please describe your mental health status. Select all that apply.

• I have a mental health condition and it has not been formally diagnosed

• I have a mental health condition that has been formally diagnosed

• I am being treated for a mental health condition, and that treatment includes medication

• I am being treated for a mental health condition, not with medication

• I do not have a mental health condition

• I used to have a mental health condition and I no longer do

• I have multiple mental health conditions. Some are diagnosed, some are not

• I have multiple mental health conditions. I take medication for some, and do not for others

6. At the top of the ladder are the people who are the best off, those who have the most money,
most education, and best jobs. At the bottom are the people who are the worst off, those who have
the least money, least education, worst jobs, or no job. Select the number next to the rung that best
represents where you think you stand on the ladder.

• 1

• 2
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Figure C.1: MacArthur Scale of Subjective Social Status

• 3

• 4

• 5

• 6

• 7

• 8

• 9

• 10

• Prefer not to answer

C.5 Post-test Individual Belief Questions

C.5.1 General Privacy Concerns

Rate your agreement, from 0 = “strongly disagree” to 100 = “strongly agree” with the following:

• All things considered, the internet causes serious privacy problems.

• Compared to others, I am more sensitive about the way my personal information is handled.
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• To me, it is the most important thing to keep my privacy intact from companies and institu-
tions.

• I believe other people are too much concerned with online privacy issues.

• Compared with other subjects on my mind, personal privacy is very important.

• I am concerned about threats to my personal privacy today.

C.5.2 Risk Beliefs

Rate your agreement, from 0 = “strongly disagree” to 100 = “strongly agree” with the following:

• In general, it is risky to give sensitive information to employers.

• In general, it is risky to give sensitive information to healthcare providers.

• There is a high potential for loss associated with employers handling sensitive data about
me.

• There is a high potential for loss associated with healthcare providers handling sensitive
data about me.

• There is too much uncertainty associated with giving sensitive information to employers.

• There is too much uncertainty associated with giving sensitive information to healthcare
providers.

• Providing employers with sensitive information would involve many unexpected problems.

• Providing healthcare providers with sensitive information would involve many unexpected
problems.

• I feel safe giving sensitive information to employers.

• I feel safe giving sensitive information to healthcare providers.

C.5.3 Trust Beliefs

Rate your agreement, from 0 = “strongly disagree” to 100 = “strongly agree” with the following:

• Employers are trustworthy in handling sensitive information about me.

• Healthcare providers are trustworthy in handling sensitive information about me.
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• Employers would tell the truth and fulfill promises related to how they use sensitive infor-
mation about me.

• Healthcare providers would tell the truth and fulfill promises related to how they use
sensitive information about me.

• I trust that employers would keep my best interests in mind when dealing with sensitive
information about me.

• I trust that healthcare providers would keep my best interests in mind when dealing with
sensitive information about me.

• Employers are in general predictable and consistent regarding the usage of employees’
sensitive information.

• Healthcare providers are in general predictable and consistent regarding the usage of pa-
tients’ sensitive information.

• Employers are always honest with employees when it comes to using their sensitive infor-
mation about employees.

• Healthcare providers are always honest with patients when it comes to using their sensitive
information about patients.

C.5.4 Perceptions of Data Sensitivity

Rate your agreement, from 0 = “strongly disagree” to 100 = “strongly agree” with the following:

• When an employer has access to information about your emotional states (states of feeling
like emotion or mood, including but not limited to stress, anxiety, depression, boredom,
calm, fear, fatigue, attentiveness, happiness, sadness, disgust, surprise, and/or anger), how
SENSITIVE do you consider this information?

• When a healthcare provider has access to information about your emotional states (states
of feeling like emotion or mood, including but not limited to stress, anxiety, depression,
boredom, calm, fear, fatigue, attentiveness, happiness, sadness, disgust, surprise, and/or
anger), how SENSITIVE do you consider this information?

• When an employer has access to information about your political opinions, how SENSITIVE
do you consider this information?
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• When an healthcare provider has access to information about your political opinions, how
SENSITIVE do you consider this information?

• When an employer has access to information about your religious beliefs, how SENSITIVE
do you consider this information?

• When a healthcare provider has access to information about your religious beliefs, how
SENSITIVE do you consider this information?

• When an employer has access to information about your biometric data, such as your
fingerprints, how SENSITIVE do you consider this information?

• When a healthcare provider has access to information about your biometric data, such as
your fingerprints, how SENSITIVE do you consider this information?

• When an employer has access to information about your health, how SENSITIVE do you
consider this information?

• When a healthcare provider has access to information about your health, how SENSITIVE
do you consider this information?

• When an employer has access to information about your sex life or sexual orientation, how
SENSITIVE do you consider this information?

• When a healthcare provider has access to information about your sex life or sexual orien-
tation, how SENSITIVE do you consider this information?

• When an employer has access to information about your genetic information, how SENSI-
TIVE do you consider this information?

• When a healthcare provider has access to information about your genetic information, how
SENSITIVE do you consider this information?

• When an employer has access to information about your current or past union membership,
how SENSITIVE do you consider this information?

• When a healthcare provider has access to information about your current or past union
membership, how SENSITIVE do you consider this information?
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